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Abstract: With the widespread deployment of secure communication protocols such as hypertext transfer protocol se-
cure (HTTPS) and transport layer security (TLS), while network traffic contents have been effectively protected, malicious
traffic detection techniques that rely on plaintext analysis have become difficult to apply directly, posing new challenges to
encrypted traffic detection. Existing detection schemes based on searchable encryption and related cryptographic techniques
have facilitated the detection of malicious traffic over encrypted data through operations such as partial decryption. Howev-
er, middleboxes in such schemes may infer detection rules during the detection process, correlate users’ communication be-
haviors, and further mine users’ private information, thereby causing severe privacy leakage risks. In addition, as the scale
of detection rules and the number of traffic segmentation tokens continue to grow, the extensive use of high-overhead opera-

tions in existing schemes, such as bilinear pairings, multiple rounds of interaction, and complex preprocessing, significantly
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increases computational and communication burdens, making it difficult to meet the demands of real-time detection and
large-scale deployment. To address these issues, this paper proposes CipherSight, a traceable encrypted malicious traffic de-
tection scheme based on set pre-constrained encryption, which aims to construct an active detection mechanism for end-to-
end communication scenarios that achieves both privacy preservation and efficient detection. Specifically, the scheme com-
bines set pre-constrained encryption, lightweight cuckoo hashing, and symmetric encryption to protect detection rules and
transmitted traffic, enabling malicious token matching without revealing traffic plaintext or rule semantics. It further uses a
signing mechanism to commit and bind bidirectional session keys, allowing the receiver to quickly verify and filter cipher-
text traffic intended for itself, thereby avoiding redundant decryption of non-target traffic and improving the efficiency and
reliability of the decryption phase. Moreover, based on the Diffie-Hellman problem, sender identity information is implicitly
embedded into traffic token ciphertexts, so that only when traffic matches malicious rules can the middlebox recover a valid
identity tag and achieve precise traceability, while no useful information can be obtained from benign traffic. CipherSight re-
alizes accurate encrypted malicious traffic detection and malicious sender tracing while preserving communication user ano-
nymity and malicious rule privacy. Theoretical analysis shows that the proposed scheme satisfies traffic confidentiality
based on a symmetric encryption being indistinguishable chosen plaintext attack (IND-CPA) security, that the scheme satis-
fies traffic unlinkability based on the existential unforgeability under chosen message attack (EUF-CMA) security of the ses-
sion key signature, and that the confidentiality of detection rules inherits the element-hiding and set-hiding security proper-
ties of set pre-constrained encryption. Experimental results demonstrate that CipherSight achieves strong performance in
key generation, rule generation, traffic detection, and traffic decryption: compared with BlindIDS, it improves detection and
decryption efficiency by about 40 times and more than 15 times, respectively; compared with recent related schemes such as
Pine and PrivBox, it improves both detection and decryption efficiency by about 5 times; and in large-scale rule and token
scenarios, its detection time is insensitive to changes in rule size, showing better scalability and practicality. Overall, Cipher-
Sight provides a feasible new solution for achieving efficient, privacy-preserving active detection and traceability of mali-
cious traffic in encrypted network environments.

Keywords: encrypted traffic; encrypted malicious traffic detection; set pre-constrained encryption; middlebox; trace-
ability
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AR EADSA %544 i LR 34 Rk
H o

(1)KeyGen (1*) — (pk, sk ): B4 4 plU5T 12 , AL v
BRI sk {01, IR H(sk) =ag.a,, - ay_
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%ap=a,=a,=a, =0,a, ,=1,iCH,(sk) —>(a0,a1, A ),
-1

Hy(sk) = (apap, . ay_ )o % s= zaiZ’modp,ﬁlg/A
=0

pk=g%

(2)Sign(sk,pk,m) — (0): 2% 83k A EEHL
3 r(—H(HR(sk),m)modp, R« g, c(—H(R,pk,m),
S<r+c-s, %A o« (RS),

(3) Verify (pk,a,m) — (0,1): 25 4% B3l ek %, 5%
' H(Rpkm), %5 2 [g'] =R + [ pk]’, W B iiE i
b L 0.

3 FT#E7 & CipherSight

ARG SCHEH T — A5 T SPCE A9 ] 38 31 4% % 2
i BRI 5 %€ CipherSight, A8 45 3 224 4 CipherSight
14 22 SRR R BAR AL 3
3.1 RipiR

CipherSight ) R Gu 1) ply 4 28 SCAR A A%, (096 & %
75 (Sender, S) . H' [A] &5 (Middlebox, MB) | #i ] A= %, #5
(Rule Generator, RG) 3277 (Receiver, R) , W& 1 s

(1) %3575 S« XFK A ¥ s, (Endpoint) , FIZ Ty
B4 A1 68 AT A, BT SN 2 R R K

(2) "] & MB : B 5T %) 28 50 1 2% I £ R AT A
DU, 38 00 W B R T .

(3) LI A i 4% RG < B B ] 2 0 2 O ML 0], R
W RT R 5 AR S RH OC PRI R X R0 o
B 1k B A T s -

() FU T R XUFR R i 15, (Endpoint ) , 1 % 3% J5
F 00 ] B A, BT SR R ORI A 2

Bl REAHR

Figure 1 System model

WEAFOL N Kk T SO PR 2 — TR
TSR, QR T P Y 2 o T 1 B Y R 3t
W2 A TARSIA TR R, A H R KR TT 5K
T ¥ G SRR B o DA D, AR P Ty # R RS
A AUATT AT LB R R ) 6 9 5 ok P HG At g 0 £ £
PEATIEAR o RG 2 AT {5 A 52 S A, B REAS 2 AL A
— 7 TR AL AR 5, AN 2 1) S 53 452 3 LI 375 1)
B o MB J2: 05 A S 1A, B AG. 5 H 4R fAE ARG 00 Al 55

BT B 23 A28 0ok (9 10 4% I ik rh 2 A0 BURRME B, SR
RG 326 f Ao fIm 28 A 0 0 U 4 DR 14 0 D0 AH S5C 1945 L o
340, MB A AT RER R ARG T .
3.2 REFK

i AL P - R G AT R B W S0 m 0 0 % 7 %
I1= (Setup, SEnc, SDec ) Ji7 1 A& A AJ [X 43 4 32 426 W] 3¢
i (INDistinguishable Chosen Plaintext Attack, IND-
CPA) , BPXJ AT 2548 %6 2 351 X B [H] ( Probabilistic Polyno-
mial Time, PPT) & F A4, BIfif 4 G8 345 4% 2 BH STy fin
AR AN TC A RCHE X 4 4% AE K I ] S
(o, ) 19k B 5 SC X I 0 2 06— 26 9 5C . T 2% M
Hb , -7 IND-CPA $k 5 H 19 O % ADVRT - (2)
= |Pr[b'=b] — 1/2|XF ¢ &S H0 0 500K W] 20 pRER

it AN TR 4 - R G0 X TAT B PPT H ]
AT A, RVE AT DO 3 1 2% |- Fir A 1% i 1) 2% SC LA
KR i 8 TEAE AT BT UL 2% SCA JE T ) By
BOn % i 2t A T WP — % 3 AF BT (4 6 0 I 2 R AT
W 1 o

LoRUIPSWIESI 3 PSS W SR SO B ioalll b WL 28 wi e
NV J5 Ak 4 ), 36 T T8 X e m iR AT 0% 1)
A B B 0 5 B ID R A B SC CT b 8 CT
e f 2 v Ta) &, R R] & 6 CT $AUAT 28 2 3 4t A i oy
fiee M CT XN it m ¢ DA, ik frh
(4] 8 AN BB HE DU 3 AT o A GRS DU B0 0] 20 0 4 DG A R S
Y3 5 m e D& W, v ] &5 B 6% i %5 15 8] & 1%
771 B35 B 1D
3.3 AREFEE

CipherSight 1) 2 /& T /B3 W&l 2 Fr s, w1l LL&iIl 43
95 AW B, 3l & R IR AR B L B A U B
it AR B B U A Y B U R B R T
H % BRI BUR UK R T, % 4 R 757 1 Zh RE 5 P A T it Rt
AU .

HIUERE RG

1
LRSI H Setup (1, D) —+ (pp, mpk, msk)

2EHERIT B

AFURKEIE

&2 CipherSight B TAER
Figure 2 Workflow of the CipherSight scheme
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3.3.1 REVRILHE

Setup(1",D) — (pp, mpk, msk): & 4 i A % 4 %
B4, WAL A 25 9) mpk FALA msk., %6, RS
JH SPCE 4 AR ) Gen 55 , ¥ fi 4k 7= A B Ay p (1 3
TEIAHE G, AEMIT g & WA BRELH : U— G\{0},
Hy: G — K, Hy:{0,1) — {0, 1) 0 #2287 2 41
WIE A4 D, IF- 18 A 4% 5 05 45 19 Setup 53: 7% Fil Hash
ALV A5 PR B g, hy M3 T Hash (hy,h, D)o L
WA RS BEL R o« Z,, TH I A =g X Tie [n'],
W T,=L, AR r, 2, I A5 T,=g"; & W
i ]N”,.:HI(TI.)QO % mpk = {ho,hl,A,f},msk:a,pp:
{G.H\,Hy. H,}.
3.3.2 EHERWNE

KeyGen (1) — (ssk, pk. sk, msk ) 38 {7 X5 7 s
NSRBI A2 U2 24 10 %% BH 6T, v Ta) G DA R
W msk. 4 TD={ID} I K %
7 MO B By 48R o B A, Kk 5 S, AERIROT R,
PR 22 05 B B ssk, = ssk,o &3 S, W EADSA %544
1) KeyGen 5 , 7 4 26 4 (19 % 1%t (pk,, sk, ). L0
A B A ok A TR % 4 msk & 3K 45 P ) & DA 3k

AT R
3.3.3 REMZEMEK

Enc (m, pp, mpk, pk, sk ) — (CT): i it & 3% 7 o4 &
T A L 4, JF R U R AT BN AR B SR
it 5 % 3 Token . % & Ui &t 1Y 5 I i 22 1k, Kk
T S, B U i m, 4% BRI B g 0 (40 8 ) Ar B, il
N om={mymy, omy}, I 3T E x,.j:Hl(mU), H o,
Je (L2, 1o KIETT S, B X HR 0% 7 58 % i
PEAT N, 3RA 53 L C, = {ci/=SEnc(sski,mif)} o

je {21}
Bl S, S, 1 1T EADSA % 44 5500k X 23 16 % A A T 7RO
BRIV L5 1 Sign 115 2515 %8 4] ssk, [ EdDSA %
% a,=Sign(sk,. pk,, Hy(ssk, ) IH,(C,) ). J&i Sk 2 0 I 42
P 25 05 25 50 10 2 44 T E E AT 0 O Y T BE L[]
WF, R 165 S, J %0 i 1Y Token I BEAT N %5 « £ % 45
— BV my, BEHLIEIR By, < Z,, RG 5L 0, , =
xS, , = g"“ilz(»;”] cct, = SEnc(Hy(S,,).1D,), Hrf,

be {0.1},je (1,21} B, ¥ m, 5% 3¢ LI
KR HNCT, = {o,pk,-,c,-j, Qb,i,,ct,,_[/.} 5

be {0,1},je 1,21}
3.3.4 RERNMEER
Detect(CT, msk,ZD) — (ID, L ): H1[a] & MB X i
TE RN R A CT, R AT A I, 40 SRS I 21 2% R

T, DU SE 99 R 2 B R U T B 0 7 U g s
(6o BEARRUE, £ X0 % i 4 CT,;, ) & MB ] fig 4
A Qb‘ij,ctb,l‘.f),i‘l“ﬁID,.’=SDec(Hz(Qf’,),ctb,,-j),ﬁ':F‘,

be{0,1},je {1,2, -1}, G & k& i D] &
AR DS T A4 ID, I8 4 U6 Z N % i i J8 L
AR 4 D, B % iR R R . B, P&
LRSI 235 SR R0 ID ] B A5 25 A A Ty, DA f5 22 Xt
AR A B R IA T .
3.3.5 mEMENER

Dec(CT, ssk,pk, ZD) — (M ): "1 [i1] & MB 4 £ 1)
5 S Tl R R 4 4 5 g
T B 4 0 R P s A, P S R B S i 4
4 BT UE 5 S PR E R Y SO . Bk
WO R R I i {CTY_,  JE L e A
285 pk, FIE OB 23 0 2 B ssk; R B IE % 4 o, BD
Verify (pk,. o, Hy(ssk, ) [H(C,) ) > (0.1), i 1,
DNVEF S A8, T30 I 12 A% D0 285 O o oA e BB LR % S,
RRIREGEHMOT R I, A BEJS Bl R AZ N
VERHER 9 DM, = {m,=SDee sk, )|

je {2, 1}

o

70

4 HFRSH
4.1 IEFRMHESHT
4.1.1 HKMHIERES
v ] B o % U R S L AT S BT SCCT =
{o,.,pk,.,c,_.,,Qb‘i,,ct,,_,-,-}be{0’1}_/6{1_2____’1},%'Jﬁ*ﬁ?ﬂﬂ%‘%ﬁmsk:

o R H,( 05, ), BEVHS 5 0 i I A9 0 1D) =
SDec( Hy(05,)ct,.,)- 4tk m, e DI, 75 1) % THE

5 B UGS T,  =h (7, | =

Hy(m,)s Bt 3145805, = (gﬁh,x,h,)a:(gﬂmHl(mij)y,/)a:

Sy W ARAT H,(05,) = H( S, ). BRI X B 2 s
% SE it #5% SDec( H,( 05, ). ct, ) — (ID)) fEHEL
th— TR S BRI T4 4 ID= {ID} .

2,--N

S m, ¢ DI, A T B, JEAHIOT,

Vb

HBEHLL SR i, IS, =g T =gt (i) .

ij°

0= (") = (gﬂ"’(Hl(mij)yh/))G,E'A?X‘QHZ(QZ_,]) .

H,(S, ;) WO R 3 53 A5 1D AS R — AN A 30
IR IRAT
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4.1.2 BEHEBMESH
W5 R YR E@#%@JE’Jﬁu%‘?ﬁ%{CTi}i:w‘_N,

Al fif BT H CT = {o,0k,, Co Oy oty f Jo VAT BTk

b= 10,
Verify (pk,. o, Hy(ssk, )[1H,(C, ) ) S0 iE 4 4, 4% LA 5

S5 % B ssk, = ssk, B, 44 ARl G I IE . A R
Uit 2 BH SO m, {6 FH 25 9 ssk, BEAT XERR AN B, 46 I (1)
UL B 3C C, T B YT ssk, BEAT i AR BT K
HH I 90 1 B S
4.2 ZEMSH
4.2.1 REAFHFEEME

CipherSight ¥ — X £ 1 1Y % O & 5 & 36 % 41
B VAT AT IR TR A, & AL R I R % SC CT R
BT U ssk B4 o, WO IR CT J5 AT
W% o, FIFH H O 0205 % 81 ssk #4728 24 560 00F .
55 WUk st i (B Verify (pk, o, H, (ssk) |HL(C) ) = 1),
X N 118 % SC € RIS 2% B O I 5 M1 B S C
Bt 5 N 25 T 2 5 35 A B N, A8 05 00 B 44 1k R 3 15
Tt B AN AT BE SR R . BLAROR UL, X AL & PPT
Hh e BT AL RO BB A% UL 21 I 4% v 4 T A %% SC
LR 1 2 24 15 8., A5 0 32 A 28500 W BBt %8 S i
J& F WF — X 8 A S A, X 4y p 3R R T 22 B o
o M T R ST AR T4 44 T AN AT B i
% £ I8 B W 5 (Existential Unforgeability under Chosen
Message Attack , EUF-CMA) . 43R & F A 7 K H1 &
2 2 BB sk T AR T, 7E BB F 3 I ) 7] 45 44 AR R
T LG Dt — A8 A RS 44, BV AT AR A oK
BB LG E N S TE S ssk M2 4 o, [ 15
Verify (pk, o', H,(ssk") |H,(C) ) =1 B3 . BLi, 8 F A4
AT DL3E i O e 2 sl a R B A5 7 = R L 28] iy 2
SO F O 5 E {5 X G, T ARAR OC T
HAF WU By B AT X535 L B PR e AN T B
DRI, SR 25 44 5 22 36 . EUF-CMA 284, M A 3E
BT 0 R A BAT AT Y RT3 5 0 A (ssk, o ) XF o T
H438 1 EADSA 2544 77 2600 £ EUF-CMA %24, i T ik B
KRG 2 A2 LI EUF-CMA %4,

EE1 ik EdDSA J& —-> EUF-CMA % 44 7
2,82, , CipherSight 77 Z& i H 7K & 15 % H 4 44
ML & EUF-CMA 22451 .

iERR AR AEAE— A PPT YT T A REWS LI A T]
20 W 1 A 3 e B CipherSight 75 % 1 25 44 #L il 10
EUF-CMA % &% 84, FATwk ol LAy i 55 — R
Z I E L B, R AVE TR R A] Z 8% 1)
R e UG EADSA 2544 77 8 1 EUF-CMA &2k

AT S X CipherSight % 44 i) EUF-CMA % 4>

Tk, 12— Pk (Challenger ) CFI— AN LT
AZ5,

1. #1464k (Setup) - (1) $k i & Ci8 47 EADSA /Y%
B R 1 KeyGenpypea, 128 — A5 24 % 81 X
(sk.pk); (2) CH¥% pk K% % A

2. 7] (Query Phase) : (1) A 8 704 V5 7] 25 45 T
5 ML (Signing Oracle) Osign(sk, )5 (2) AR LA I N
g DHE mymy, - om FFHRIEL Oyps (3)XF T4
WA m,, CVHHE 0, < sign (sk.m, ), 914 0,38 1145 A,

3. fhi& (Forge Phase) : fEAT B B4 o5 , A% H
—ANE RO AT -2 5 (m o)

4R S BT AAE RO R, 2 H ALY
AR AN 4 1R TR B B ST 2 (1) Verify (pkoo™m”) =15
2)m" ¢ {ml,mz, ~~,mq}o

AR AL R e WX T BT A PPT & T
A, e #5J% 1T LLZ W (), WK% T %8 /& EUF-CMA % 4
B BAE, FRATH 3E Bk B, B 22 i EdDSA 5
%2, B2 5 — AN EADSA k8 H Copsa X H. , 7]
B, B2l AR 38 1) EUF-CMA JiF Xk .

HiEB  (1)Setup(B) : B MNHI K Coypen A0 12
W 2] EADSA 128 51 pkpgpsa » B 1 H A5 J2 P i — 4~ 2%
%0 (2)Setup (A) : B XA pkpgnsa TE 428 pk & i%
YA RS ARERE . (3) Query (A) 24 A0 B &
X B m, % A OB A SRS 4,:Q
B ASESZH m, 5 E A B e K g A F O APk
Crapsa s @ Crapsa B [l m, (% 4 6, DB W o, 3% M1 45 A,
(4) Forgery (A) : e 2, Ayt — > h i 1) (m*,a*)o
(5) Forgery (B) : B Y& #I| (m*,J*), IR HAE R A & X
DK papsa HO ORI 25 5 B 0 25 PR Crgpsa o

WLR AR Tk X Verify (pk.o”,m”)=1
Hebm' ¢ {my.my, oom | T B YU AN A5 & 4
T Crapsa - I ADITE R (m", 0" )R A C B, H A
B2 8 pk IEJ& B ZE M0 B9 8 phpgpsae  PIIE, A0SR
AW R4 B LIRS . BTk, BIUE EdDSA J5 %
Y B R = A4 U CipherSight 25 44 ML A9 1 R =€ .

CipherSight fT i Jf] () EdDSA %5 4 5 vk | 3 T
i1 £ B8 TG 25 R HE 2 K, S EUF-CMA 221 . iX
HURAE AR PPT 53515 B0 EADSA 1) EUF-CMA % 4
HYHE R € & ] ZL B8 11

£ LTk | CipherSight J7 & o i 1 ) EADSA % 44
i /£ EUF-CMA . JIE5¢
4.2.2 REWEZMH

1E CipherSight F&EH, X FR N % SE = {KeyGen,
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I A5+ B2 SR B AT A0 2 S T A 1489

SEnc, SDec | FHF % SEPR A i 1 N 25 m,, 1981 % 30 C,=
(el BEHSY 09 A FURR S AR 47000t V9 28 1O WL 3 e
fifi HE A 2 2 ik 52 b 1l & MB A B3 T o FRATTHEIE B Ci-
pherSight j& IND-CPA .

EE2 R SE & — IND-CPA % 4 {5 Fr
)7 %, T4 , CipherSight H1 i) i 1k i % B BE x) T2
PG P E] & IND-CPA 22 41, Bl 8] £ 0 vk 3%
3CC, AR BUR S S0 m, AT 5 8 .

IERR WRAETE— A PPT LT A BES LA ] Z
W& 1 £ 4% € OB CipherSight J5 Z& FPifi 12 ) IND-CPA %
e I8 A L BT T LM 1 5 — A PPT L B %
L BRI LARI A 1R F 825, LAAH R R ] 2 0%
DL e il IR SE % T %€ 1 IND-CPA & 41k

BATE S SURT ABGE — A XN % 5 1
IND-CPA ‘& 4 i Xk , 1% Ui X% i Bk ik & s F A
EL R

1. WAL (Setup) : C iz 4798 B 42 UG % KeyGeng,,,
P — AN K

2. 2% 9 Bt (Query Phase 1) : A W] LLij5[A]— i
25 71 5 ML (Encryption Oracle) O, (K, -). A7 LL$E3
FF RS0 m,, B2 WLAR 191 %5 32 ¢, « SEnc( K. m, ).

3. ¥k ik B Bt (Challenge Phase) : (1) A4 3% #% P 445
K BBk S my, m, 23245 C; (2) CBEMLIE £ — N L
Fib e {0,1};(3) CH PRI X ¢, < SEnc(K.m, ), IF
BH LR A,

4. 2 ) 9 B (Query Phase 2) : .4 T L&k 2L 15 7] il
B E WL EABEA ) my 5 m,) o

5.5 M (Guess ) + A% H—55 b,

6. WMk T T AR R b'=b, AN
5E LN ADVRP A= | Pr[b'=b] - 12|, 45Xt T T
H PPTELTF A, Z MR e ¥ 2] ZWs 1, WIFRIZ T 502
IND-CPA % 4

PRAE, AT B 50k B, B 2R O SE & .
B4 5 — A4 SE BRI # Cop 3¢ B, R B 23 hy ik
F AP CipherSight B 58 #E A5

& B (1)Setup(B) : BEH Bk # Cg IF 1H i
., Cop 2 L — A~ BANHIE 1Y SE % 4 K g, , U7 ] Hojin 2%
W F L O,.0 (2)Setup (A) : B Ag 124 CipherSight
W) RGBT R T A LS PP f il Ok
H Cse W Ko 1E 0 HA R0 2535 % 8 ssko (3) 1541
(Simulation) : 2§ A WM E 0 & CT, B, B E A
3| 52 B (1 % LA CT, = {O-Npki’ C, Qb,i’Ctb,i}: DA
KRR, A8 28 A AE KRG PR i B S mg.m
QIR (B) : BF: Ao P51 my, m e K45 A © AP
H Cys @ C BE ML E £ b e {01}, 11 5 Bk i %

¢, < SEnc( Kz, m, ), IR [ ¢, 45 B; @FLLL0E 1] B
BT ¢, A7 R X FR N & H 4r C @RI, B 3474 1%
CT, Iy H AT TR 03 5 © B ¥ 21 25 4 1) 5 B 9% S0 & 16 4
Acgo (4)EM(A) : Ao KA CT,, F-Hin 5 HXT b 1955
b's (5)45M (B) : B¥ Acs B 6'4E R B & #9550,
By 3 25 PR Ceo

B X% SE J7 2 B L # ADV P~ 88T A Uik
CipherSight A4 A A ADV%SfCPAO CipherSight % H IND-
CPA &4 [ FRIN o B AT ] PPT 80 F A B
CipherSight 77 %8 1) L 3 e o b 7 J2 7T Z W& 1Y), 7 2 1)
TR T R RS
4.2.3  HE P

CipherSight J& T SPCE X 6 I #0045 47 Jin 25 . &
Tl e F A 22 m, 2 A JE TR AR5 D
KARBES DIAAE R o PR B SPCE £ R B4
Element-hiding % 4= 14 i1 , 1% PE i 48 09 2 A6 AU 3R 15 2
FHSE A 5% SCREOL N R HE P AE B T
FAETHE 1 TR IX 53 PR AR SO 5 e WA T A
R85 SOOGS0 o6 2R AR B, L [R) s BS54 e 1 A
W P28 R IE, SPCE'™) B 4% Set-hiding 74 5 , Bl 23 41
Aot B G DRAAME B RIE L M. B,
FE CipherSight v, Kl LI 45 & DAL 1 i SPCE
1 Element-hiding % 4= V£ i A, H HIE ke L 5%
AR © 2878 SCHR 40 ] b 45 3 JF 45 BHIERT , R A
J5 S 4R 7R T SPCE 2544 JE A 0 0 DU B 5% 4 o

1E CipherSight Hr ) A AR RS RG 23 % %5 5 msk
i ) % A {F 1A K 45 h Rl & MB {75 MB fig 52 9%
0% U r R DU RSB B . AR, MB 7E 38153 msk J5
Hoof B4 v el s e K I 42 A THYBE 7 . LT, MB
AT REAR 9 B I e A i AR A A A HABAT: R
TR SRR I 45 R B B PE S TSV, S T a4
[R]85 | ATATIESE 24 BT, XA B 45 1Y 5 1k
5k IRG AT R, R DT R AR B A
{# /£ EUF-CMA % 2 E 87 2 %4 07 %, icH =
{Sig.Gen, Sig.Sign, Sig.Verify [o FLUE AL & RG £ Setup
Wi B3l 1 7% (Vk . Sk ) < Sig. .Gen (17) 4 A TE 45
2PN, Hodr sk I RG A RAT, vk 1E N 2 TF
S kA . BEE  RG A SR NER & DRIk
WA A T, 96X 17540, B o, < Sig Sign (skyg. 7 ).
RG %A {mpk. vkyg. 0y fo 75K % J7 T RN 15 To-
ken ZE I N85 2R, 2 2605 B Se X RmIAE & TR 4,
o, AT Sig.Verify (vkyg. Toy o 014258 i 56 30F , 1)
LD 4 RS A 7 A 5 B R 9 RG
B, HLTE & A J5 R 9 8] 6 MB B2, & 326 7 Ak 2L i
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17 J5 B2 By i N5 5 Token HI%5 3o #5 5 45 0 3 o 40
E , DU 56 B 4G 0 4R 5 AT RE RIS el sl 2 4% O Ak, Kk
J7 WS BPZE O i o il g I A A L
rha] & MB R0 A 3 %5 5 msk, 0 08 ok T 4R
AT, L, ZALH BE 9% A AP7 1F MB % 3 5080
G PRUEAS I R0 45 6 1) 58 #E M R R LSS PR DL R
S 23 A ) 2ok AR A TR P
4.3 MHBESDH

R2XW T AL REIA T RAER G A
e FRY 2SS . 323 M3 4 00 B3 T 38 20 B % S
Mk[4,12,15,18, 19,23 | F1 i $2 77 %€ CipherSight 11
AT R A R R AT T ELARXT L

£2 RGEEMINEETLE

Table 2 Comparison of system models and functionalities

ES Middlebox | BUAEETE | BEA4PE | KRtk | ol ig sk
SCitik[4] R en J x N x
3CHik23] iR N x N N
SCiik[12] s N X N X
SCHR[15] PR N X N x
SCHR18] Saes N x N x
SCHR[19] P N x N x
BNy S RS N N N N

FR3FNFR A, MRS BB R KN, N R il
5L FE R T B BOR B R B Token B H , g Fom—
WRETE B, p 2878 — R OWUER VR e S it %F 80, h 56

IR IR A I B, s R — YO BRI 4% B Al 2% 1153 e
FIR—WRELITE  fRR—IKPRF TR, x £/R—IK
FBIEHE, e Ron — WA TR, - RN ZITEAR
W Tz I . g2 Fron T EITE T, S
SCHR 4 ] 82 1 7Y BlindBox J5 28 AH Lb , 76 U i N 4% L fift %5
VA 2% B A 22 AN R HTHE T, CipherSight 78 It & #
W B Be e B RIS TSR . S ocER[ 12 8 iy
D7 2Nt 1, TR MR e i 9 PREIF RV AT IR T, Gi-
pherSight 7E It 2T fif %5 B Be 38 128 9 2D X F¢ fife 2% 1) U &L
BEAR 733 IT 4 . 5 SCk 015 142 19 BlindIDS J5 %8
Xt e, CipherSight AN {H7E 3 & %% L i 2 A | 37 2 fi
B BRSBTS B S O T OF L
FEU A U B B KR BEAR 1 3R F 8 . 5 Semk[ 18]
2 1) Pine J7 28 A1 SCHR [ 19 142 H 1 PrivBox J7 58 Xt
Lt , CipherSight P A% 1 9t £ A6 il By B 1 ik %5 B B 1)
FER I SRUEL, RTS8 . AR5 A 7o
N 3 FiR, i 58 CiphreSight 5 3CHk[ 4] SCHk[ 23]
SCHRL12]  SCHR (15 ] SClk[18 ] Sk [ 19 ] 76 U 2
B A I U A A YRR A A B R —B
3R 4 09 XF g5 IR R W, i 7 % CipherSight ¢
e T TT 4 1 pairing BRAE | 7646 0 A A 2% By B A A5
Rz 5, BAER I vt S S To-
ken %% H A 3¢, 500 AL B it JC 06 . Bt M AR T
HE T pairing B AE B X L %8, CipherSight #1155 I £
HA 0 A3 M T AN 2 pairing #2719 52 B AL 4T
FeJ7 % , CipherSight 7398 L& 8010 i) BE AR 1 BE

®3 HEFHITLL

Table 3 Comparison of computational overhead

ES wnie YL TN s =g il it A
SCHKI4] O(Mc) - O(2Ns) O(2Nlog Ms) O(2Ns)
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Table 4 Comparison of communication overhead
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