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Abstract: With the rapid development of the low-altitude economy, the application of unmanned aerial vehicles in lo-
gistics, security and other fields is becoming increasingly widespread, and the safety supervision of low-altitude airspace
has become an urgent need. Integrated sensing and communication (ISAC) technology has become an important technical
means for ensuring low-altitude security due to its ability to cooperatively achieve high-reliability communication and high-
precision target sensing. However, the extreme openness of low-altitude wireless channels makes ISAC systems highly vul-
nerable to physical layer eavesdropping threats when performing sensing and communication tasks. Existing beamforming

designs based on high-precision sensing often ignore secure transmission requirements, making it difficult to achieve the co-
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ordination of sensing and security. To address this issue, this paper investigates a secure beamforming scheme in low-alti-
tude scenarios that considers both sensing accuracy and anti-eavesdropping performance. To improve sensing performance
from the theoretical lower bound, this paper first derives the asymptotic Cramér-Rao bound (CRB) regarding the angle esti-
mation of low-altitude sensing targets, and further establishes a non-convex optimization model with the minimization of
the CRB as the objective function. In order to simultaneously balance communication quality of service and high stealth re-
quirements in complex low-altitude environments, this paper further imposes multiple strict system constraints on the mod-
el. Specifically, the model introduces a communication waveform similarity constraint to flexibly and efficiently suppress
signal interference among multiple users. Meanwhile, to ensure the reliable transmission of communication links, the model
introduces a user received energy constraint to strictly guarantee the demodulation threshold required for the normal opera-
tion of the receiver. Additionally, in response to the core requirements of secure transmission, the model introduces an
eavesdropping direction energy leakage constraint, aiming to eliminate potential eavesdropping threats from the physical
layer through spatial nulling of beam energy. Finally, the model must strictly satisfy the total system power constraint to
comply with the energy consumption limits of actual hardware. To efficiently solve the aforementioned model, this paper
utilizes the augmented Lagrangian function and variable splitting technique to propose an iterative solving algorithm based
on the alternating direction penalty method (ADPM), which decomposes the original optimization problem with complex
constraints into multiple sub-problems that possess closed-form solutions or high-precision numerical solutions. Simulation
results show that, compared with the traditional alternating direction method of multipliers (ADMM), the proposed algo-
rithm not only has a faster convergence speed but is also able to stably converge to a lower objective function value, exhibit-

ing strong numerical stability and robustness, and successfully achieving the collaborative optimization of high-precision
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low-altitude sensing and physical layer secure transmission.
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Figure 1  Diagram of the system model
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Figure 2 Comparison of the convergence speed between the proposed ADPM algorithm and the traditional ADMM algorithm
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