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Abstract: The security analysis of the dynamic heterogeneous redundancy (DHR) system is one key issue of the cy-
ber mimic defense. We propose the executor-vulnerability matrix (MEV) and the servant-vulnerability matrix (MSV) to
achieve the formal representation of the DHR system. On this basis, the attack sequence method and the servant method are
proposed to analyze DHR systems’ security from the attack success rate and controlled time rate. we deduce the security in-
dex calculation under (non-)collusion blind attack and (non-)collusion optimal attack scenarios. Therefore, we analyze the
influence of various factors on DHR security through simulation experiments. We give several suggestions to enhance the
DHR system’ s security. The proposed approach can be used to analyze DHR systems’ security and assist in constructing
DHR systems.
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