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Abstract: 1In order to solve the problem of high false alarm rate of abnormal detection of process data in industrial
network security protection, this paper proposes an anomaly detection method based on time series. In this method, the pro-
cess data is analyzed by association analysis and vector mapping, and the stacked auto-encoder neural network (SAE) is
used to reduce the dimension of process data features. According to the correlation of process data in the transmission se-
quence, an anomaly detection model based on long and short term memory neural network (LSTM) is designed. Finally, the
simulation analysis of abnormal detection of process data is carried out. The experimental results show that the anomaly de-
tection model based on time series can greatly improve the accuracy of process data anomaly detection, and the false posi-
tive rate is lower than the traditional hidden Markov anomaly detection model, and at the same time get better real-time per-
formance of anomaly detection.
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