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Abstract:

transmitted in an open channel without integrity protection, facing the threat of information being tampered and falsified,

The Beidou II civil navigation message D2(B-CNAV-D2) in Beidou navigation satellite system (BDS) are

and vulnerable to spoofing attacks. In order to guarantee the integrity, authenticity and availability of B-CNAV-D2 informa-
tion, based on the analysis of the composition structure of B-CNAV-D2, this paper presents an authentication protocol
based on the identity signature to provide B-CNAV-D2 information source authentication and integrity protection. The au-
thentication protocol is designed to achieve the functions of anti-tampering and anti-spoofing for B-CNAV-D2. The applica-
tion of authentication protocol in B-CNAV-D2 can effectively reduce the processing steps of digital certificate distribution

and update in traditional signature authentication schemes, improve the overall efficiency and authentication efficiency, and

has better performance in authentication timeliness, and lower computing and communication costs.
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, 309746560524582165835073892622577877180027613969959027349194443079527504230372)
1605973588181207277596628647119351777834142612676820646581075640812581630125]

SGCS=[29897670305314585064192130288209065646496184761401290115616770986509608553
37882333287897431163063337961140471712201476392654304878142886145296603443546816
, 332548088141591751204628614033735363713539142855626962918772870819047111680558

5438237367909035020615845348866844242264234198762967670712668773833019580244]
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5 bt TR M B s B A M 2R

HEA R B TR EA B S AT DA
SRR YL . e BEALH A s SRS R RS
ZH P, A S T B P 4R BOD IR A R 45 R B
{Rocss Sces) A6 21 TLEL b T B2 19 B 63 4% K 1D oo AL SF T2
B B 345 BUID B ryy, SR HE A5 U0 R a2 5 R, =
rap * Py Hyy = Hy (ID sy Ricss ID s Ryp) F1 Sy = S +
Hyy - oy - Q. 635 T3 25 B S B B A ) Ry, FIS
UnIE 6 f s .

3363 4 26363 6 363 X MK KM KK MM KM H MM HHHHHHHH K
The Key Extraction Pha r BD:
RBD=[2252781338690172214333799536989129253735889131505603643682476022916298 74485
8650161869528641036903266250676721260223045099303736279923570613416399987942770
84237260788572414495905054 7732261648636 741451512894566044860301349908626 7943012
745203035936232299363289965977007403489165591905509715667570856849466548612]

SBD=[262318216483491352159809538381863419962042379439972351028239889787715043290)
891072815592211448941461590086806125748296335880812334991184334344026884713149
19436748623663948448905209033651990955979250837731684779161777969325575779349335
[94640570169848190935349241006017658314772193027251041356516254734684277834]
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R R B 2 A ) 45 S R s Ry S » S 13
51Dy, A ID s, 20 12 B LU B RS B e 5
5 H, = Hy(M,,, ID e Recsr 1Dy Rypo R,) F1 S, =
Sep + H, - r, - QBYEEREHE, ¥ 5% 4 19 B-CNAV-D2
{5 AR S ZNERE B S0, = {Rocss Rups R,.0 S, ). Z5800A
WEAE B AR B B AR P i A T 25 R & 7 i

P USCIAE 31t 1) 32 2 T AR 2 A E 50015 8 19 o] 58
P, e, BB Ho Hyy M . SEN ERIZE S R
e(Roes + Hes * Py + Hyy - Ry + H, - R, Q) Fe(S,, P)
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Sign D2 Navigation Message

The Si re Sign-D2 of Beidou D2 Navigation Message is :{R RBD,Rm,Sm}

RGCS=[33538873646061579443563154961252768176130164732454487188309170286912228940)
5843620665530951135151656355962183393544530091 14487244594 73757885321474966827762)
, 309746560524582165835073892622577877180027613969959027349194443079527504230372
1605973588181207277596628647119351777834142612676820646581075640812581630125]

RBD=[2252781338690172214333799536989129253735889131505603643682476022916298 74485
8650161869528641036903266250676721260223045099303736279923570613416399987942770
842372607885724144959050547732261648636741451512894566044860301349908626 7943012

745203035936232299363289965977007403489165591905509715667570856849466548612]
Rm=[5372119595567954959184545055892298143830287159976850719605510795979742920090)
89605 7437885850590558875426737197554515404099250779292021177008039387576278272
27971337131538584957652524348776346026124028640236783536499851110730183210994723]
40000279082 713988865 755364545760795589643939865029110666567837247680718492]
Sm=[3758360101576525667030977472689743206021783886638001132208955295484565559778]
7159941936627684653373148191714520200045750841 850427886357155601365396668
245054012600008024195584581896 363645931930735814356437425161003277655523777
304463039482551358858227065087 496605861791192047375780171661036146]

K7 244N IES S AR R BB R i AT 45

IR . an SR = — 3, BT B A L B T
RN R, $A7 LA R S8 B Pk | it “The Signa-
ture is Valid!”, 211& 8 Fr/~ .

HHHHHKHHHHHKHHHHKHHHHK KKK KHHHHK
ability of Signature for Beidou D2 Navigation Message

e (RGCS+HGCS*Ppub+HBD*RBD+Hm*Rm,Q) = [365001715208257215869830654599656351 7542450

26449408573958256743832726069007206307707702962747027968097681197695993146941369|

2409435717997831747460306522006, 62902275491688439723120953403335626648830897794)

07659907960054874470793696200071417153854169678110023239813056493103051663131026

437536671698741314621543778]

e(Sm,P) = [365001715208257215869830654599656351 754245026449408573958256 743832726
0690072063077077029627470279680976811976959931469413692409435717997831 7474603065
22006, 62902275491688439723120953403335626648830897794076599079600548 74470793696
20007141715385416967811002323981305649310305166313102643753667169874131462154377|
81

546 X MMM KRR MMM KKK KK HHHHH KK KN KKK KK HHRNHK
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k[ 16] 1024 bits MP 2MP+HMTP +2PP
k[ 17] 3072 bits 3EXP EXP+5PP
k18] 320 bits 2MP+EXP 3MP+4EXP
SCHk[19] 1024 bits EXP+ HMTP | EXP+HMTP+PP

D2 #pi 4096 bits 2MP 3MP+2PP
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