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Abstract: Side channel attack and fault attack are great threats to the security of cryptography implementation. In
view of this situation, this paper combines the threshold implementation(TI) and multiplicative infection protection idea to
construct a comprehensive protection scheme with the ability to resist side channel attack and fault attack. Based on the
idea of threshold implementation, the protection against side channel attack is realized. Based on the idea of multiplicative
infection, the protection against fault attack is realized. The combination of the two theory makes the comprehensive protec-
tion scheme capable of resisting side channel attack and fault attack at the same time. In addition, threshold implementation
improves the flaw of multiplicative infection when the random number is 0, and the ability of the protection scheme to resist
fault attack is further improved by combining the idea of random permutation. Then, based on the above comprehensive
protection theory, this paper constructs a comprehensive protection implementation scheme suitable for SM4 algorithm, and
carries out a specific implementation on field programmable gate array(FPGA). Finally, the security of the comprehensive
protection scheme is verified through theoretical analysis and security evaluation experiments.
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