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Abstract: It is very important that scalar multiplication algorithm has low computational complexity and less storage
space in the resource constrained environment such as the Internet of things. In order to reduce the complexity of scalar mul-
tiplication, wNAF is used to generate the wNAF chain of scalar k; it replaces odd number with power of 2, and makes up
the difference between power of 2 and odd by building the addition chain. At the same time, the algorithm reduces the num-
ber of precomputed points, and solves the problem that wWNAF scalar multiplication is not suitable for large window width.
Compared the wNAF, swNAF, and precomputation algorithm based prime, only 12 are needed to store the precomputed
points, and the number of precomputed points are optimized by 98.83%, 96.49%, and 94.42%, and the scalar multiplication
calculation stage are optimized by 78.23%, 68.94%, and 43.63% when the window width is 11.
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Di=0

2) While k>0 do

3) If kmod2=1thene,=kmod2""";
4) If e,>2"thene,<¢,—2"*";

5) End if

6) k<=k-e;

7) Else

8) e,=0;

9) Endif

10) k<k2; i<i+1;

11)End while

12)return {k, |, k; 5. - k. ky}
1) P, =iP,i €{1,3,5, -, 2"~ 1}
14)for i from b—1to 0 do

15) 0=20;

16) Ifk;#0 then

17)  Ifk,>0then Q<= Q+P,;

18) Ifk;<Othen Q<= Q-P,;

19) End

20)End
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2)0<0;

3)for i from 1 to / do

4) 09<=0+v;

S)end

6)return QO
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2) P,=2'P,ie{0,1,2,---,w}
bR

4) 0<0;addl <0;

5) forifromb—1to0do

6) 0<20;

7)  addl <0;

8)  Ifk;#0then

9) s < Findnearst(k,P) /4B AT |k, P|Y2" P;
10) add < Findnearst(|k, P)) ;

11) Ifk;<0

12) a<=kP+s;

13) j<=0;

14) While(a # 0)

15) ¢, < Findnearst(al) ;
16) a<lal-t

17) j<=j+1;

18) End

19) addl <= Xt;;

20) If a >0 then add <= add1 —add;
21) Else add <—add —addl;
22) End

23) Ifk,>0

24) as=kP-s;

25) Jj<=0;

26) While(a #0)

27) t; < Findnearst(al) ;
28) a<lal-t,

29) j<=j+1;

30) End

31) addl <2t

32) If >0 then add <= add —addl;
33) Else add <= —add —add1
34) End

35) Q< Q+add;

36) End

37) End
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BHORE
BT AR A4 B wNAF AR e S A AN IR o 1R A3 52 24 B o i

BT Y E I H s, Hov % A2 5 (H D s ) AR 1D =
4M +6S DL S 0.8M = 1S AT 64 . IFR 41T LIE H, M
BT wNAF B3k | swNAF B9k fE T Z 50T B A
e AET TS8R Sk 5 B, AR SO AR TS A AR 3fe Tk B
A3 9 T 81.95%,70.19% F1 74.19% , 16 7 11 5 B h

11 B, F 53 A58 3 YR &R 0 i 987 T 99.38%,99.07%
F1197.83%. AT, 76 7 1196 B S~11 1, AR SCR LY
TR 2 B e Ik . e Ah, B 25 0 1158 BE A B4, A< S
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- - WNAFEE WNAF BT HEFRHW | 5 vaAFﬁi.ME |5 sv‘\/NAFﬁ‘YZ‘*ﬁ %‘%‘%&ﬁiﬁﬁ*ﬁ g
ARG N RER i NER A e e O IED e W 4y L
5 6 16 6 11 62.5% 0.0% 45.45%
6 7 32 11 18 78.13% 36.36% 61.11%
7 8 64 22 31 87.5% 63.63% 74.19%
8 9 128 43 54 92.97% 79.1% 83.33%
9 10 256 86 97 96.09% 88.37% 89.69%
10 11 512 171 140 97.85% 93.57% 92.14%
11 12 1024 342 215 98.83% 96.49% 94.42%
x4 FUTESRENERRELLE
O TS 5 3 YR B PRI VR B0 L %1%
ASCE | wNAFRE | swNAFRSE | SEFREEUIREY | wNAFRTE | swNAFRIL | BT REBOUTERE D
5 48 266 161 186 81.95 70.19 74.19
6 53 522 313 266 89.85 83.07 80.08
7 62 1304 648 522 95.25 90.43 88.12
8 71 2058 1286 842 96.55 94.48 91.57
9 80 4106 2593 1386 98.05 96.91 94.23
10 88 7792 5177 2 608 98.87 98.30 96.63
11 97 15574 10376 4463 99.38 99.07 97.83
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. Fridbk | #I0 | SERYEE - T ek ofe i ok Fribk | B0 | SEREE - Ttk e i >
R | sERE | BT P LR /% R | siBE | BT - L3 /%
256 3015 | 5073 20.34 256 3110 | 3952 -2.25
384 8 4523 | 6581 9.0% 384 8 4660 | 5502 -8.83
521 6136 | 8194 1.44 521 6320 | 7162 | -11.37
256 2764 | 6870 41.48 256 3025 | 4411 8.86
384 9 | 4249 | 8355 28.40 384 9 | 4607 | 5993 0.18
521 5838 | 9944 18.64 521 6317 | 7703 -5.02
wNAF 53k BT RBBO Rk
256 2113 | 9905 59.33 256 2688 | 5296 23.94
384 10 | 3579 | 11371 47.85 384 10 | 4032 | 6640 10.69
521 5148 | 12940 37.81 521 5466 | 8074 0.32
256 2901 | 18475 78.23 256 2672 | 7135 43.63
384 11 | 4352 | 19926 70.35 384 11 | 4000 | 8463 30.19
521 5905 | 21479 62.63 521 5418 | 9881 18.77
256 2678 | 3964 -1.91 256 3971 | 4041
384 8 4018 | 5304 -11.42 384 8 5918 | 5988
521 5436 | 6722 -16.77 521 8005 | 8076
256 2633 | 5226 23.08 256 3940 | 4020
384 9 3957 | 6550 8.67 384 9 5903 | 5982
521 5360 | 7953 -1.72 521 8020 | 8090
swNAF#3: ARSI
256 2603 | 7780 48.23 256 3940 | 4028
384 10 | 3896 | 9073 34.64 384 10 | 5842 | 5930
521 5284 | 10461 23.07 521 7960 | 8048
256 2572 | 12948 68.94 256 3925 | 4022
384 11| 3865 | 14241 58.51 384 11 | 5812 | 5908
521 5238 | 15614 48.60 521 7929 | 8026
5 it [2] ISLAM M M, HOSSAIN M S, HASAN M K, et al. FPGA

ASCHR T TR 7S wNAF Bk LRl | 7R
B BER T 2" P Qh - )P, B S 25 R T 27 P
FA 15 1IN S R A7 AIME I A AR AR T B AR
ZeBE O H R 2/ 0 35 A7 45 B AT 58 i3 A0
FEAH , HE T AR T A WO REAE NG TR AR R
IR 5 BB AR L, WO T AR R RO A T
WNAF B 5 swNAF Bk flL R T 2 B0 13 5 et 20
/7 99.38%,99.07% F1 97.83% , i i 3 1 15 42 2% i
Ay AR T 78.23% , 68.94% F1143.63%.
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