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Abstract:

protection capabilities of security chips. This paper proposes a method of software-defined active shield generation and pro-

With the frequent occurrence of security chip information leakage incidents, it is imperative to improve the

tection system construction, which can generate a high-entropy top-level metal protection network in a short time without
the need for security background knowledge. The active shield can effectively shield key components such as chip encryp-
tion modules, and at the same time meet the regulatory requirements. The method proposed in this paper can define wiring
type, line width, line space, and other parameters through the software, and can be applied to different process nodes. Rele-
vant technologies have been simulated, and verified under the Hua Hong 130 nm process, realizing the combination of the

active shield and two kinds of integrity detection circuits, verifying the detection effect of active shield against focused ion

beam and microprobe attacks, and realizing effective perception and protection against intrusive physical attacks.
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