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Abstract:  Simultaneous multi-threading(SMT) is one of the important micro-architecture optimization technologies
to improve thread-level parallelism. The timing channel attack represented by SMoTherSpectre using shared branch predic-
tors and execution ports in SMT environment shows that SMT technology has significant security risks as well as perfor-
mance improvements. Based on recording branch misprediction refresh and dynamically adjusting the execution port re-
source utilization strategy, this paper proposes an approach for defending a timing channel attack on execution port in SMT
environment. The approach implements a branch filter and a dynamic resource editor. This approach can achieve the same
protection effect of turning off SMT technology, and the performance cost is only 22%, meanwhile, the hardware cost is
controllable.
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