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Abstract:  Graph neural networks (GNNs) are vulnerable to adversarial attacks. Existing GNN adversarial attacks
can be generalized as constructing contradictory training data. However, the existing methods based on contradictory data
hypothesis cannot explain well why the false outputs could be generated when GNNs fit the training data well. Firstly,
based on the discrepancy of model parameters of GNNs before and after attack, poisoning attack model is proposed taking
graph convolution network as a target. Secondly, a parameter difference metric, Cook distance, is proposed. The closed
form solution of attack gradients is obtained for the first time, and an attack algorithm is given based on the idea of gradient
descent and greedy algorithm. Finally, the rationality of the hypothesis of parameter discrepancy and the effectiveness of the
proposed method are verified by experiments; the availability of gradients to discrete data of graph is verified; the correct-
ness of closed form solution of attack gradients is illustrated by a numerical example; the effectiveness of attack method is
analyzed compared with other attacks.
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polblogs K=2 348.69 301.92 262.28 228.88 200.81 177.18
K=3 110.59 95.12 82.02 71.03 61.82 54.10
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CD(K=3) 3.46% 6.59% 20.29% 14.29%
CD(K=2) | 14.21% 67.76% 65.30% 51.24%
CD(K=2) 5.94% 64.51% 64.04% 48.25%

= CD (K=3) | 17.26% 70.16% 69.29% 51.00%
CD(K=3) 5.63% 62.96% 68.24% 46.38%

U2 BT I X LA A 2 T O S B B
() 2 i 7 1 Mettack A3 T 2 5025 RO A B0k
1 Parattack (K=2,3) , PIK IE 2 50 22 B & B
P AR (1%~5%) T, BRI 7k 518
FI B 595 % oA BRI At 2 Fh 5 3k A 41 2% R KR, 6 3 B
R R EUAE, BT R R (3) Y £ M (13) 1) €D (K=2) F

CD(K=3). S & 595 1 #A[E , BT A BB R 10
YRS S A . PR E Cora B8 4E k=1 F1 k=2 Y S5
iR MK SR 6 s . HABBAE AR ST Y
SEUR S5 IR 5 T A 45 RARAL, S A5 AR TR BR TR
ANHHH

MEEF SR 6 ISLIR LSS R . B F |, Toit &5
T JE BB B 9 U0k 77 1 Mettack , VB T 280022
5B Y Parattack (K=2,3) , B & 3 30 EL 451 09 18 n , i
EEHERNCDH(K=2,3) ¥ EfRE K. X%
B Mettack J5 ¥ 5 Parattack Wiy ik —#E, F552 Fth 2
P B2 &I 2 e T R S80I 2 250
YN F , AR P sh i, Parattack XF R () 3 Fh4 2% R &1y
KT Mettack [ 3 Rt 26 sR &L, 0] T 5 T2 80 =l
W B TR AR . HAR T B A, Q3R 5 7, Met-
tack 7L TE k=1 B P B £ IF A FR0E G, 0 A7 78 %
Bl R AVELLUT 430 . B2k ph g £ i 2 A8 i, |
Psh G AR B B A RN RSB W’ 3. 1]
AU XTI A A B B — 2 AR R K (6) it A #
Yoty s O AR (7) AT P UIR . $RE o B Bk
T E 0 W sh A (£ 8K TP ZR I B A
YR W H LU/ . B2 n] By AR T FP 45 5 - 25 X ik
i B B U, ) e A5 2% pRER L 1N 5 5 X BTN 2 B
B O, W) fe 24 2K R R C k)N . RS SR AT R
X 538 5 1Y Mettack 45 2K bR £ £ A7 78 I 3l 19 52 30 45 2R
—H. 5K REL AL, Cook HE B CD i A —A4M8
W RIR IS T %R N — et B e ok B
AL . X T k=21, 3% 6 (45 R R ik s B 1
N, XA R 38 W B o A
X5 S0 145 Y h=2 B A FR I 4% 1) T sk S
HZ5E—3L.

DL SEge R WY, 28000 B B 6 B A
— P By P
4.5 S5HMIEFERNIIEEEE

AT NG A SR Y ) B T 2 0 SRR ) i T i
Parattack (K=2,3) 5 31 7 b b7 X0 b sz o . e 7 ik
£0,45 B HLIC i 7 12 Random AL T 77 i B IR 5 10 174



338 H, + ~ 1R 2023 4F
£S5 BHERMEMNESEMEIIE(Cora BIIEE, SCCHEEE k=1)
VRPN Kz 1% 2% 3% 4% 5%
c 44.19 74.09 67.75 59.41 5327 4671
Mettack CD (K=2) 9.81 303.06 794.30 1571.02 3135.19 5625.58
CD (K=3) 2.28 3865.35 15 574.70 37 658.80 89 857.40 178 598.00
c 44.01 90.22 98.59 103.03 102.39 99.31
Parattack
k) CD (K=2) 9.75 402.82 1754.35 435542 6491.25 8567.13
CD (K=3) 2.26 11 776.00 93 541.30 346 686.00 463 502.00 583 897.00
c 44.19 88.99 95.03 100.08 109.78 100.64
Parattack
3 CD (K=2) 9.80 312.38 1314.19 3230.10 8 447.78 7479.64
CD (K=3) 227 9956.53 69 866.20 218 892.00 745 062.00 572 026.00
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Jiik EX%5)] 1% 2% 3% 4% 5%
c 88.50 132.89 1090.86 921620 54523.90 144 609.00
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