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Abstract:

failure attacks. In this paper, the principle of laser fault injection and the mechanism of laser-induced structural failure of FP-

Laser injection technology is one of the essential methods to evaluate the ability of security chips to resist

GA(Fiele Programmable Gate Array) trigger are analyzed in detail, and an evaluation method of FPGA laser injection is pro-
posed. The random and fixed-point fault injection method are adopted respectively to tamper with the basic point data of the
SM2 algorithm based on FPGA, and the effectiveness of the protection design is verified. Aiming at the FPGA of 28nm pro-
cess, the laser can achieve the single bit fault injection of specified byte and perform the fast random fault injection of high
coverage rate. It is an accurate and efficient means of safety chip evaluation.
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