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Secure Lossy Source Transmission over Wiretap Channel Based on
Double Binning Technique
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Abstract:
wiretap channel model with side information and state information and a secure lossy source transmission scheme based on

Aiming at the reliability and security problem of transmitting compressed images, videos and other files, a

double binning technique under this model are proposed. Moreover, the achievability and the converse of the triple rate-dis-
tortion-leakage are proved by the information theory. Considering the noise factors in the real environment, the Gaussian
noise channel under this model is analyzed concretely as an example and the lower bounds of the rate and the distortion are
derived based on the error estimation and the differential entropy theorem. In addition, the equivocation rate is introduced to
transform the information leakage rate into the minimum mean square error of the estimated source and its upper bound is
obtained. The simulation results show that the proposed scheme has higher rate and lower distortion and information leak-
age rate than the existing schemes under the optimal conditions, and has higher equivocation rate than the existing schemes
under the non-optimal conditions.
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