%510 S F ¥ M Vol. 50 No.10
2022 4E10 A ACTA ELECTRONICA SINICA Oct. 2022

A AN i E PN BRI 5 £k

RS, FEE EWMA,E T L AEAL T N
(1. FRIURHS R B HURN S S AR 2B, WAL I 430065 ; 2. 9 fiefs BACFE 552t Tl REHI404 & A S0 e,
WAL 4300655 3. BIUK A E S M4 25 (0] 22 42 e, WAL I 4300725 4. AEdrgealy ke, Wide il 4300705
5. Ho R R sth R I 5 T M R e N SR = WAL R 430071)

 OE: AR SMIRR AR B 0 T A LS B B A R B BB A O P R TE R R R
— . AE A P R 22 4 A 2 B 3 A R A i R S B e S — A B B, S K i A B A A S e
UESE BRAE T 2 R 55 4 B R K08 T 25 0 0 46 v 10 00 2 R 0 AN PTI98 P B A i s 25 22 4
BoURR . T2 B R ) P 2 R O B RIS A 0 I 53 70 0 e Dy 3 9 1 2 4 A7 42 R I 1) R, B fl
E N R A i BT 2 1 R B3 s DRS00 75 S0 1) 8 SR A B Bt 4 R ), DA i 52 B KR 4l A 31
B LA B . ASSCE Se 2R T A RO e E A I B A BT 5 S S SR B O AR TR O T R A
% AR A A AR R 25 5 i) OB AU 2 05 0 B T N AMIESEBUIR , 234 1R 207 I B R s R R R
o 1A A LA E AR P BN ZE B R 7 1 AL 50 7 1 Bk e FOUARL ) 00 I RE 5 e, R T TR ok
B FE 5 1 .

R At Bl TEtEER; Bdin; wPVE s, PN A

FESES: TP309 XEkFRIZAS: A XEHS: 0372-2112(2022)10-2542-19
FE F =R URL:http://www.ejournal.org.cn DOI:10.12263/DZXB.20220204

A Survey on Assured Deletion of Outsourced Data in Cloud Storage

REN Zheng-wei'?, LI Xue-ting', WANG Li-na’, TONG Yan', XU Shi-wei‘, DING Wei’
(1. School of Computer Science and Technology , Wuhan University of Science and Technology, Wuhan , Hubei 430065, China;
2. Hubei Province Key Laboratory of Intelligent Information Processing and Real-time Industrial System , Wuhan, Hubei 430065, China;
3. School of Cyber Science and Engineering , Wuhan University, Wuhan, Hubei 430072, China;
4. Huazhong Agricultural University , Wuhan, Hubet 430070, China;
5. Key Laboratory of Earthquake Geodesy , Institute of Seismology, China Earthquake Administration, Wuhan, Hubei 430071, China)

Abstract: The outsourcing feature of cloud storage separates the ownership and management/possession of data,
making data security being one of the research topics. In cloud storage, as a part of data security and the last stage of the da-
ta life cycle, assured deletion of the outsourced data is aimed to make sure that the data retained by the cloud service provid-
er, data user, and network is invalid and unrecoverable, which can achieve the goal of preventing the potential security risks
such as data abuse and privacy leakage. The main research methodology of data assured deletion is to convert the data dele-
tion problem to controlling and deleting the encryption key securely using cryptography theories and technologies. More
precisely, when the encryption algorithm is secure, the outsourced encrypted data cannot be decrypted and accessed any
more if the encryption key is deleted securely. As a result, it can be considered that the data has been deleted computational-
ly. This paper summaries and reviews the assured deletion problem of outsourced data in cloud storage. Firstly, we intro-
duce the research background and the main research methodology of assured deletion of the outsourced data. Secondly, we
expound our thinking on this problem, including the general model of this problem and the critical scientific problems it
contains. Thirdly, we systematically survey the state-of-art of existing work in a classified manner and analyze the character-

istics and research trends of each classification. Then, we demonstrate some of the expected functions of outsourced data as-
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sured deletion via several application cases with many users. Finally, the future research roadmaps of this field are dis-

cussed.
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— AT Ay Rl AN A 4R R AN 32 A 5 A
F G AETE N R AR AN T A R 1 1 e ) 22 4 X I
5 REE AR X R 9 W) 2 0] {5 0047 BR85E (Trusted Execu-
tion Environment, TEE)“*~") TEE F| Ff] 7] {Z - &5 15 He
(Trusted Platform Module, TPM ) [45] , Intel SGxHe! , ARM
TrustZone " 45 W] {5 B (4F-H AR AEA Mo Al 3 T —ANEAMY
A Ay SR S ARG SR AL DR AP AN 32 A 4G A R G0 4%
TE N B SMEBAS AR T4 28 4 X

TERZHGE TR 7 % WA GE i DU f
FELEAND . — F. DU RBSEZE A HLORAF 5551, DO T I8 1Y
P 1] BR A A 2 MR . 33Xt 5 3 DU 7R Bk 7 [ £ al
I, BT 22 R 25 th AR U A, (A R E T S
BRI EURAMIE K C R L A, A T R YL
P R O ——H P it (G135 DU AT DO) ) 22 42 [ % A7
e 2 b, TP R R DU s B 2 w0, B
FURZ: E ke 2, 8 58 % e N BR%5H , B4
WHEAE REE At 1A, o A Sy AR A Tk A v 2
SEARAFTY L AR, A0 Al PR 2 BH A P S 4 22 4 R AN
TR R A R A 1T

ST, A 045 T B[R] 79 7 8 AT DA R A SO
R — I RL A )L, (R A SR Y 1 268 — A2l it
AR OO . B AR SR R % SR A
BB BL T, T 18] (1% 07 58 ] DL 22 4 8 45 R 55
i (BAE DU B 284595 OB MBS 30 7 EMELL
PRAER T R BERS ARG 2L, (575 DURRESE 25 HI A .

R1 ETrREEEERE MR AR R

A R T4 il =X WPIZON | EHISAER | DURGEES | S800 R
SCHRI8] Fp Il DHT % 2% i o REE
SCHR(13] fp Il DHT M4 o254 w o REE
SCHR(15] FET B AL N Ty v DHT M % 25 w g REE
SCHR(16] T B AN T DHT %% 24 w i REE
SCHR[17] FET BRI B 2 I R AT I T vk DHT %% % 1 i REE
SCHRI38] AL DHT %% EZ. 0] = i REE
SCHk[43] TR 77X DNS 55 % Y] i 7 REE
SCHk[44] FETF BN ik EF L ] 7 & REE

3.2.2 ETREPBIEREEMRT

TERE T SRMS 1 5 35 ep B BT L E LY
3005 U5 17 SR W R SR IBC, X 3R s R AT 45 A1 BV AT 47 ) % 9
(1t I SR . An7E FADE J5 615 b, BEAN SCURAR A %
JO7 P37 ) SR (7 7] SR T LA BRI 8 SR s, ] A2
ZASRME B A AR ALY ), SO b Bt o g Ko %
BE— 20 oy P ) S T, 42 1 2 B 0 5 1 1) SR A

ORI . 25 SO 7 1) SR M A AR B, 5 22 A DRI AR 2 )
B B (A5 B8R % A AN AT 2R IR B AN
(8 NS €/ et 3 1] SRS R EN T
B EAET 3NS5 B8 F Do EHE A
(key manager)*ﬂﬁ%f(storage cloud). H /K By
PRAVEALHE SO b A SCPE TR 25 W N I3 R 5 s T
wE 4 s .
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(1) 3 AT X T RE— U5 ) S P, %25 B 48 B
56 R A AR (1 RSA K ZEHp Fl g, 35 n=pg.s
IR BEALZEIBUH: RSA ) BB XS (e, d,). DO 5 N %
5 PARSCIR A ST F IR, S 1) 25 B4 B oK P A4
(n, e,) s SRIT BEHLAE WL — D408 %6 5 K, DL S5 PR
B A S, T K s FAS 2] {F] S in% K15 5
(K}, e N SAFHN S5 T )m#s PL{K g, SO AN F L —
& AT R

(2) 3 F#L. 24 DOTEZE N #HOSCHR 5 e = i
RWP (K g, STFIFY IR G HE L — D BEHLEL R, T
SOR K SPR R T . B (SR =S,R,
¥ 45 SRR [M145 DO. DO K45 R S35 S, H S, it %
(K} 950 K, K | F AR F.

(3) SR B . 4 DO ZER 5% 9178 L HUHS SR P,

i, BB TR K R 5 P AL LA B2 p Al g, DK
AR S, TCIE N S Bk &2 ok s AT S, Ak AN BE A
(K} FUF P IRE KR F T ARSI 15 P AR OGHER
B SCA: F R e PG

(4) WS TEB . 5 BOR SR WG PR AT R P, 5
EHEE N P A RSA A RVBIXE . DO ST LA
5 P AR A (n. e, ) X S TEHOINEE , Hbs PN S
T AL 2 2o, SRR AN T ZE N 2 v T AR
SCEURET .

B35 FADE J5 48 rhv i 0] 56 W R4 1] 285 1 8 02 h %%
A P G P B (), SCRK [ 49 13 o Bk 2 L=y
BN T T KRR Y R A
A PR . SCHR (S0 1 % XAk o3 B 48 H Sk [ 48 11
SCHR[49 100 T ZEERAF AR 2 T M N0k 48 2 4 n) it IF
P TG .

(Z%] [ Do | [&9Ez] [z ] [ Do | [=pEss] [(Zm] [ po | [=wmEmx]
P Hp: fl){K)S) P,. S¢
)wq,, i ST B N e, i R, it
npa; SR B SoRe
e L
kP M W (e &) PSR PSR b)*%
(LA (e, n) i’ e 15{ eiydieg
AERK. LR )((S R))I=S,R SR ((SR))™=SR
) PRI Y SR NES
S, 4 s ¢
FKINEFH] EHR, HES, T
Fyo Fisig PSR Pt A (e ny)
KABIK)5, 2lk, RKEE ) e it
| B{K}5. S5, Y emassARElsT {(Fy A3 p.S S
i :
(a) SCHF A% (b) XHFTF#R (c) RWEHTH

4 SCHR48]H 8 ST/ 5 s A

SCHRLST 45 T BT SR W 1 22 4 MW I k1 3
TE AR TN 22 42 S, B B 17 7] 5K ek v 1) i o
B R 110 B8 i AR Sy A 1) I A S R kORI 4
ARG A FE BRS RRL 5 L = 0y R AR TR
TR 7 2% . 3% 1 T LA A 2 5 T Ay T 8 4 1 5
W, Al DL R B 2 W TR R . AEET1IA FE Linux SCHF
REFEBTIERMAL. KSAH T —MMuE 64 mtk
CUR T 25) A0 6 P28 P 1Y ) A SR [, i A 2
B SO T A 3 B H 4328 A RO B o SR )
PET RS R . o, PR SR TR Y A W A
PR A CAND R “OR”HEAE . XF T “OR”#4 , H 2
A —AJE PR R s Bk AR AT 1) X “AND”
PR, W05 2 A T P A I A A R s A w] 5]
W12 p, B 32 T 5 W J2: “ Alice OR Exp_2015", R4
HEXT Alice A MR ZEPAT TN BRERAVESE I BR T
AR RN Exp_2015 () 3CHF, p, B9 B b A2 45 A8 ]
Vilal . 75 ELURA R 1 B0 A0 N B3 i 2 S o o 4
FH B R R4y B S B, 32 B B ) S R A e ]
PEBR ARG . H 2 %07 1A 48 Bk P T iz

R ISR PRAT 5 AT AN S SR sl B %9, I8 4007
ZOHARE SIS H AR .
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TEHE T3 0y 5 vk v, 5B 0 A 5 I B 5 R s
i lr) SREME AR O . DRIk, K500 1 [ 34 s b ok A BRI AUE T
2OCHE S BT R MR % Bk (Attribute-Based En-
cryption, ABE) A] LUK J& ¥ 15 %5 3C 17 7] SR B 5 % 4 AH
DGR, (1509 2 4 i Pk 1 P S e AR AR 4% B T Vi [R]
NN S ISae s =878 Wi S PRPOE I &/ HID B =

SCHRIS 117 B4 SR ]
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ERPAT . R, — 2 TS 1840499299 30 35 R i}
SIAT ABE J k48 BRUT WA BR AN 43 & %5 81 , I3 3
B P ) AR S St S R SCR I A S AT ), DA T
B0 5 = B A A A v A RIS I A TE 4 PR R
BRI W] (5 (A1 . e b, A 2 R 361 B0y 1 in 2% 55
LA Z O DS R R P L )
[GEIEHGER

SCHR [ 52 TR 1 a2 P B3k 64 157 FH 3 5% Hh = A7 A X
PR TSI E Mg ST, LA R 20 Tolk R
TR . Rz B Re 2ot (AL JERAs iR A&
A5 7 A B OF HLR SRR o A i g K L SR s
HE T SO W 1Y | 7k 3 %5 55 % (Ciphertext-Policy
ABE, CP-ABE ) R i & 54 % 47 , B FH P i J@ 4R
WASML T — A R 00 R (B8 1 . i e 4
i FB B DAL 45504 55 A TE AR HLOR A2 2 B 1Y
B0 B SO AR g5 Ay R B e, 25 15
8 E A 5 B 2 38 L 2 BH A B EMSUAE B — A W B 2%
B8R 5 P A 2 I 28 ok ek 7 5 A R AR DG Y
B S, T {0 235 B s S ) 7 ) s i 234 e A A
g SR F P B A BE Bk S VB . A, R RE
i 1 T Al AT I 23 4] ok 6 I DIk 10 8 R B 3 s A
T L BB T B S, AR BRSO AT s ) L R
&% B R AR JE T S R A AN RS AR
REMH B3 — A~ S, i HL 75 B — UMY T E S =7

SCHR 53 ] 002 ) FH 255 4% B R ek 1) g P 5 % 4
7% (Key-Policy ABE, KP-ABE ) A4 7 54 , 22 B $dis
i, B DO 5 2 BAE R JE Y, 2 IR 55 7% 58T i 4 e xof
R 88 S, A — A~ & T MHT (Merkle Hash Tree)
T B UE 4R 71 25 DO. H5 R ZE— A 55 =TIk
Az R B RN 2% ) 54 . SCHR [ 54 17 Bk 9 3 SR m
FA) R 28 335 i (R SE AL B B2 00 T —FP AR R 1 3R 45
AN BRI B 7 58 1% 7 R T AT 2R AE R g S5 5
I*) R I F) 8 L EBG 2R IR T DA AT 2 R s B 1 1) R
B G H7 1%, TR ABE J7 3 P i 25 4 D R R S B

B A TR AR | 3 A B A S (A 2 S AN g
PR, TSR T 858 BB . SRk 55 14 T —
Fp 3T CP-ABE FIZ A 2 L =2 (0 B 5% 0 %8 %07
eGP EE S P VRN N e I QL P S
Z I HINA Y —A S F i RS AR AL
ZSCAEXT T CP-ABE )7 1 5 A9 MIBE T 1Y . 2 &
T o R B A R R IR G 1) %% SC AR R T A R P
ANEEHZAL, I 45 = )7 0 4k MHT 3 5 357 25 50, AT S 30
B A AT 6 T B

LT ABE [ 5 7 0] DASEEE R 16 19 o5 s e 15, ]
DL 3o W 5 2 B0 ARE SR T S B S 2 R
3L I i 6t PN R 2 AT ST B B (R
T AN G %9, 3T ABE B ik &5k
WK BYAERETF RS, Hom B /% 1T Bt 1 Ll
FHXFRR I Ak i 58 . i HL, o JE M p iy 5
oSS SR 1) T E A A e ) S e T R
ARG RE . HEAk , 78 R/ 36T ABE i TAE 2%
HIFFEAREH DU PR AEFE A Hb , 75 W) ABE 5.3k tho X F
DU J& 1 1) B2 il 5% 14K 25 3%, DU 5t BEAS 32 B il b {5 FH
BB . anAE SCERES2 VRN SCHR (55 1, 25 87 1 %% SC
O3 M RAFAE S5 £ = IR 554 L X8 3 30 DU 7R IR
5 ) K080 o) 0 T A ok T 4% DA 25 14 % 1 2 IR 55 S Ak 3
BUM % J5 0 %80, 45 7 R A ALEF I e 5
AV IR BONZME R

&2 45 T L TR W 1 BCHE A P I R AR e b
RHIF L. R 2 AT LI B, 7R3 TR 09 ik o,
B — et R B — B RS Y i HLR A T PR REE
rhf R 8, BIVESCHE i 2 % H AE R P it 1) <22 4 0 R R
35 1) R [ RE VA B VRIS . e Ah , AN [a] T 5L T el %
J7 5 v B 2% A 1 8 R T R A S %85 1 ) ok 2 A28
YR I T SR W 9 A X 2 B B A% 14 CRD 9% SR A AT
AGRAETE RS B I B ) B R AR 3 I DL R A
SR 24 T P AN il A R TR W IS AR BB SR A B i o
B, ol AR RE VI [ B (R AT e e e U A
FH P Ja 1 5 2 5 7 ) 4 il SR s A DL .

F2 BETREOEEREEMERAR RS RHTEE

N . e X ; . o HEHEH
Femg ik = B PR SR 7 = MRS | 28 =T YA -
AT
SCHR[45] CP-ABE (DU it ) R {5 L FH M B3 44 AL | N2 s, p— TEE
SCHik[48] Mg S HA RN (A BB ARG SO TRl SRems | A A T s, p— REE
T3 T A5 o TR Y AL —ANE PR R
CHkI51 1] T0 T S W ] s 5 s ] Y 21 EX | R REE
SCHRISTI| AT 1) JORR 5 W 1] B o s 1] f) 21 B nEEN | RFEE e
SCHR[52) CP-ABE (55 T 4% ) B T 28 B 114 5 ST PN TE A, — REE
SCHR[53] KP-ABE (2 IR 5545 VB A 5040 11 28 ST PN TE A, — REE
SCHk(54] ] 2 1B I +KP-ABE (DO)HT % 4 KAH | AT s, p— REE
SCHR[55) CP-ABE (2 JIR 555 Y3 3 23 BH 119 8 SC ENUL T A, — REE
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BP9 I3 T 0 R AT LR s 17T T P |
BRI — AR R A A SRt L | omes e
5 R I B S P SOt e | | | ] |
FEYIOREOLT A R T R SEERREdE . 1 BIERS: \\ . !
J& AL DU B A BRI MR  ATE DU S| | s |
WG O FLBERRE RO AR R 78 | | s oo -mmm - T-- i
DU 58 4 B SR , B T AR S0 016 N | L]
3.2.3 BT RN LER R T % REE o

SETAHL IR 10 7 T i ] 2 A Gt i
HFRS5E S B G BN . 50 L A RS2 T L .
DU S5 O FRHE , L TT L DO S5 O FREE . I, 47 P45
12 DO FI DU 2 i 533 , 5% DO BEZ RO (511 % . A&
b PR B T L2 3 R T P8 REE, 7] L2 AT {5 $h o Clond servieeprovider| "
173145 TEE. iz ooty

REE T 19 5 P MM 5 160 TR 35 85 == e,
S BT 22 4 N A, 3¢ 5 1T AR Mk T AL 9 S M) | ]
MR[62~65]. SClik[62 56T Bt 2 414 Bl R kAT 1 o | ve—— |

A HE R A% N B NS —1 RS
i ) % B 2 R R T Y BE ) R AT AR Y SRR
BB R A P TR AN AT A R B R MR A bk A I B
T TAERTHE T 3T B-Tree 4 %5 4 58 35 7] 11 , {H %
BBl FH £ g BR e Ry st ) . SCik[ 64 13531 T 3 05
TN 0 2T 2 B AR A S 22 9 B B T RO B, 5L
THE T 240 M L 4 AN BR 1, B 9 5T
SUPEBCERAE . SRk 65 )3 T 25 1A R ORISR 36
T 22 G 0 R RN B, A A A R A R v T G Y AR
ANZE . SCHR[66 188 T —Fh 3L T AR i AR e i)
2 STy Ry 1 R /INI B, o A B AT AR I AR
e, FAREE N S LA 4 2, PR TR RS A B U F
DO PRAFAEA b, DO FE A b I 55 435 7 45 40 i 8 B
RS BBCE A I

TEE ™ i ff 2 P4 W B 1 S R0 Al A B 4 R AE A
Hi A 2 TEE, SR J5 P75 TEE thBF 58 B4 0 22 20 5
53, HCAE 20— 4 P61 6 T/ . %8 A4 TR e A o it 2
ST TEE H, 430 67 52 %5 5H 0 ik 28 (%8 B ik 23
) FUBCHE B g 2, A6 U In) SE BRI HL 2 A 5 2 14
ANl FE I, 2k SR E s N B DL SO ARG TE AR AT
fERISCE R G . YB3 AN A0 2 (st 28 2
BB 2 4 b I 55 B, B A SO AS RE A i %

3T TEE 04 8 2 1 B A 2 % T 7F 60 45 SCik
[45,67~73]. SCHR[45 R H ATEF 5 BIEL TPM /94 42
A7 D BE A AR T E0as D RE S EE T — FhZE DU S BR
A OB s L AN, % R R CP-ABE 8
BB SN B JE ARG AE 2 0, (A5 2 P n] AR 4
[t . BRI R G WME 7 R 28T 44
Z 57 BdEE 32 DO EdE & DU . & ik 55 $2 L iy

Key Manager

T
Deamon(KMD) Virtual Counter
Manager(VC
| oM |
Sk

P '
%%
&

Key Generation Center (KGC)

PK, MK

K7 SCHRI4510 RG24 1

CSP VR HI A 0 KGC. H B o PR M % 14 2o e 4
T+ DO S FH X R 2 At B8 vk o s R A7 n %, I Bt
Jin%% % 44 (Data Encryption Key, DEK) 4§ 52 fix K fifi FH ¥k
HUN. $%J5 , DO F CP-ABE 5735 %F N il DEK Jin% , 3K
I I ) EHE R B — S T A% 45 CSP. 2 R A2 B Tk
f9 DU DA CSP &b 20 H 3] % SCRCE F1%85 1), DU i 4 7
A B B (Key Manager, KM) F DU i FAH K &2
H DEK, I 5 & 1T 558 4 R 8 A Bt (Virtual Counter
Manager, VCM) 3¢ H. 4% DEK A= i, — 4~ #) 4518 M 0 /Y
A5 2 SRR 28 V_Counter, 2R 5 S04 T 3 477 0 53
2 (WL D TEA At 25 9 . Y4 DU i i g P P 22
V7 IR) S I, KM 23 AT 26 B 080 (L3372 2) 2
W R AR KM 3% DEK 28 HI i 8o
1t T H R R, B VOSSN I, i 4 3% DEK , f#15
G A T 5 0], A0 S BT B A RSz BR AN R
e o R PN R . 28 AN A2 , KM 5] DEK fig %%
B B I SO IR 01 25 1 R I L 5 ELRRIA T %5 4
FEARSEE K B 2 A AR . A, STk 67 171
JHTPM FUE AL EA , BT IFSE B T Dissolver 4T,
F 24 R I 1) 5 K B AR RS B o 1) i B X
HH IRAE 2 s 1) b 1) P Kl M 35 80 . Semk[68~71 ]
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1. KM i J§ VCM ¥ increment 72 V_Counter [ {H VC il 133K 3L
BINJE VCIE.

2. KM 315 N, VC F1 DEK Y Air fil 221 digest, B digest=hash
(NVIDEKIIVC).

3. KMCKF MIDEK lIdigest iz 3] TPM P35, TPM FH45 & %4 User_Bind-
Key % NIDEKIIdigest, Bl encBlock=E NIIDEKIIdigest),
I encBlock 12 7145 KM.

4. KM ¥ digest,encBlock (A7 B AR M U/ R .

L,,-m,ni..dkey,puh(

B2 SCERASIHRESIMBRE R

1. KM A ST 22 45 P e IR 1 S0 9 46 R B B i (e
T 5 %5 57,80 digest Al encBlock.

2. KM ¥ encBlock fill#% 3] TPM A &8, TPM JH4EE % 4] User_BindKey
AR5 encBlock 75 3] N,DEK 1 digest, K N,DEK il digest ik
25 KM.

3. KM [ VCM 33K 5 DEK A48 /9 V_counter B 4 HiT{H VC. %5 VC>
NUKG 2% DEK 41553 [71 28 BH 286 WA B 35 UL BUA 7 4.

4. KM T4 N,VCH DEK 9 A5 22 digest’ =hash(VIDEKIIVC),#]
W7 digest’ 5 digest J& 754 [7] . AR TR], 3% [l 25 4 I8 i 15 5. 5
) 3 [ 3 B A T A5 5,

TEATRZ 5 R 1HE T 3T TPM B %5442 4 I 5 07 vk
Horpr, Scik[68 1 T TPM H1 CPU By A {5 AT 15 20 42
BEAY 2 A7 DI RE , 8 L FRIR B I Bk 11 A I Bk 25 4, -
LI 3 225 SR VAT I E . SCHiR [ 69 TKs 5 i g 4 A
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BB BT, REME 0L i 22 A Sk i IE A . SCiik
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(70 1A SCRR [ 71 13R85 M2 3L T 2T TPM 19 £ % 41
PR AN R 5 2 . SCHR [ 72 VR SRk [ 73 17 = A7 X
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ik

AT B B R B 2 IR Ak
JEE U [P AR | 30 2 00 A T 3, X o7 19 2 6 A oy 2
KMBER) Bl S B8 . (07E Bk T, SCiik[45,
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SRR A G A R S B 2 TR (A S A A R, A
KR LB S % 5 BRI % R
L5 22 B T RE {5 Y 5 SCHEk (62, 64,65 ] 1 2 %541
A R M AN B A REAR G i 1 A7 AR R £
FH P B FBR R . A, i T T A
G HT AR A 4 ok R 58 A8 2 (AR BRABE A S
SCUE R G2 I BRIAEE ) |, LS5 v T 25 4 i HoA
J7 1A B 23 i =2 25 58, W SCik [ 64,65,69, 71 | ¥ A 1)
WSS B s Al A, B AHAE AT 4 51 R A g
i AR S B BR . 26 3 45 T B T A M I8 0 B
B PEBR AR et R X L

£33 ETAMIMENEEREEMRA RS RET

I PR MBS S YT A RN /21 40 WA TR
SCHK[45] TEE(TPM) T HIREL Y] & 7
Hik[62] REE 1 J st ] EAL L5 B-Tree S
SCHk[64] REE ENL 2 0 U N 21 S A =
k(651 REE ENL ZHY LT bR BRI 1R A= v =
SCHR[67] TEE(TPM) fd S R] 2 ¥ &
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SCHRI71] TEE(TPM) A W EZ2 7 SN =
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it DA SR R A 5 — Rk (R i LA AT DA e A
SCHEM RS BRI BITE DU B 43845 % SO s
IS, AT DO 250 145 PRANN BR A& F TEE
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B AR 1 T AT 3 O 3 AR B4 7 R i T 3 E B 2
FEARUT , I LA T 2 RORIGE B . 3OS R R A 1
AT [ XoF G A0 A 200 M — (1) AN T s () AN AT 5 A
Y, ELPIE 00 G HR OC 2R 45 2y Bl 36 B A i
3.2.5 HUBBEMEMER ARG

T SC AR A0 5 A M o o 8 v 2 SR 4 1 O s AN T
AN THREE AT 1AM B 6 s v B o A1
T ET TR BOR , FE A IE T M R 25 S 0 nT g6 e
A2, BRI R SE M E ST ), e 2 R AT
TEF A SURIE B . W SCHik[ 62~65 | e S =205 1k
R (EH R ) 22 8 B A BIORD B B AR S YA AR
o7 ATF 5 R it ke (%) [0 880 5 SRk [ 15~18 TR A 7 25 — 2y ik
rh (B B B AR T TR AR 5 2 R R DG AT
FHARUE I 28 ik v P 0 R B AT I DU JE AT
15 W AR R, 30 7 2 B 5 1B %8 A A A b 1) 22 4 {1 FH A
T 1) B0 . A, SCiik[ 52,53, 55 1% 4 R ot R T
B 2RO, SCHk (68, 69 A A B AR IR TR =2k
T AR BT AR B A 1 W I 235 SR %) AT 56 ik 1
[] 5

T AR X = RIFEIAT T LA 00 . R SCH 4
BT RN 4 AT, AL B A o PR N B S w9 AR
BHAEUTAR: (D ZBTRHZ BN EHS R %
3, BV — A58 I 4 8 | Bos o 2 # s
B, AN KAl I BR A& 5 B SRR N BE IR 4T M
T 2 A i 58 2 RSB 1 248 s B2 7 ) S 3l 28
PRAET oK 5 (2) 248007 R R PE 4 B 4 1% % BH A= Wi i
O3 KR W X AR R 2 P S SRR R R Y
SCHEREAN R, R B A R — U Y, B % B
A A5 At H P o AN BB 1 7] 25080 L 5035 DO 75 %2 [F]
— I EAR A Z AR FI B (3) 280 RAER E
BB AR, 2 T i R) R R Bl A B
FE SCEMBR A, e B — S AR
T L% 57 0 B 2 fh 20 = PR BE S B0y, B R B AR
T 5 = PR A SRR B DURR DA AN R Y
TAT Tk

R4 BEHEEMBRTENES SR

TR | mPVERAE | BIAGESATER | et | BN | BRI | SRR
H—k Sy G 4 BRI B AE
e T Y S S i 185 9611
L |FROM | bk P ] RS — S R
ok MBI TL | DURIER | R sk | 4507 R R
g K % #5“‘:% VAN f§ VAN e
g | D RVEEG B BB Ji Pt EIANE | EHSBOEATH | Rk
%f% ﬁ$¥§%m EUITEN | e WﬁNWMgﬁ - %%E%%?HE* ﬁﬁ%%m%
Ik 254 %k R A 5 545 ik
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Sk B A 7 T RS I b4 i 2% 4 Can s R BT RR
i IO ) A SE PR AR P AR IS TP R T2 B SRR
FH , AnAR 22 107 HH 3 S 457 380 4o IS4 50 17 50 3 i 4 (0] 5l
N A4 BRI G MRSt — B2 ik [l 25
FR) BE AL B 422 00 TR 15— AR AR ] B . 7R A A
A TE] B PN st o B 4 i A\ 6 T D R A0 6 (] s o A 1
A R AR ] SRR B R A ik
AR 22 10 3 5 BR ) 114 A O EIOR G TP i %
FERE L AR AT B BGIOPIL 27 7 252 3 U A\ R R 1)
M4 ERAT Rt it 4t AR 22 0 P AR 2 S A LIRS
BRIW I A Ja 23 BlE F P Tk 45

X SR N T B OR AP 5 s A7 i P A A
0 2 P ) B AR S B R AR SRS SRR . (e B
R e B U I 45 A RS AT 1Y AR
AF G B R 55 i , oA AR 52 B AR Ry 2375 13
TE s AR SR AR T, B 8 32 DO 258 iy T
o 55 PR RT CSP R B i HE , idla i 35 DU
SEEURE ATy . TEX R Bl U I 4E i A5 R
WE RN 2 DO, B U Il 45 i 25 4 B 0t T F2 440
SN CSPAIDU. {HZ,CSPAIDU X F DO F , A SE5E
EEN, B —E S WS AT DO ik & 158
Ui 042 1 25 A, 33 gl A5 75 A/ 5090 A o e O 53 ) R R
SEIAAR N

VE R DR3P G B 25 1 R BR RAME 1 — > SR
A 2 I I3 18 AR SRy — A Bl %) 1 FH B8
LB A — 2 /RGeS B 1 PN B e 75t
AFR I T RE , RIAR PR el S5 BN AE " T g . A5 4 18
JUAMRFRAE R I/ 22 G S I FH 8 4911k B Wb i /s i
ST HE , LA B 523 O A b, PR A B 1 1 I
B 7 SCRTLAS IR B 508
4.1 ApphH
4.1.1 Snapchat

Snapchat & — 3“5 RIS B 20 =2 00 1, A %
L FHAR Y, FH P AT DA R SR il AT T8 o S R e
IR e Rk A SN ] R . X eI
PRATAEFR A PR (“Snaps”™) , T A PR BRI A 500 R 1~
10 s. 78 PR PR B GR 25 0 A ik Se R R S e T
TEAE (A S5O )38 5 Bl 4 58 . A R 00 6 e 3 [ [
X PR BR A TR, Ak 7 F 21 B A

Xf Snapchat B LT3 HT G , 23 K IR LA A8
T AT )Z (Secure Sockets Layer, SSL) A, ToHEW:
fiff 5 . ALHE VL, Snapchat 6 HT Y 2 hitps P33, DLORIIE
38 15 o R P B 1Y 2¢ 4 L i HL, Snapchat 38 X hitps 1A%
HEAT T ACIR, DA S R BB 4

Snapchat £ 5O HR BE A4 28 F2 K ECUWTF < (1) Snapchat

FRECENA AR BOH BUG , 7S HE B s ST iz,
P P ABIE BT 325 (2) P sl s 7 m
Bz il — A58 — PR E A 4F (Uniform Resource Locator,
URL) , Ni% URL "R 4806 o 1) SCAF B A 3 AL A7 5 (3)7E
FH P A b A T 1056 150 1 B B R SO EAT AES i
AR A B SO DL SOB A s (O FE P A
i AR B — A BERLEE B, FOB X N AE T Y B SCHEAT AES
I, IEH 5% SCORIZ BEDL S SRR ORAE R SO R, A
A B AR AP AR Z
B L% URLER A s (S H P S A E R,
Snapchat i FH ORAF (1) B AL 25 5 X SO R A 7 i 2%, I o
HH R, SR 5 N B A 1l S, I 1o i 55 i % 12 PR R )
5 BN SF AR E B IR 55 AR 2l ST A URL
A, TRl 3 A A 26 I

4.1.2 $T47

BTET I — 3B 1 B oMl T 28 W00 R A A, LR AL 1)
HWNIRE , W RE S ST B 0 B f B AE .

FH P AE 100 K i AHE o iy A AR B e S gl 4y
HEA BN . B, BT I AR S AT b
B, WAL 23 B B 5 ¢ 326 23 % 7 BT R, S TEXS 5 AT IF
W S, e B CHETERA RIS [R] 4 30 5) , T
SRR TH BRI . R I R e T B AN RE
B8 DU A () DR S T AN BB AU5E R SR
4.1.3 %=

ST A IR T 8 rh AR AR A0 W A 35 IR, L RE
SEPLC B S B AE T DR

Sl ST BT R B AKE AT S0+ A R I
) S SR L TR R RS A O . RS RS L R
LR TR B b8, Rk T R B R BUE ST
FERPIRA RO F BRI e B Y, 75 2 50T
AREAFHE WA . WO SOPBUERE R, RS
2 B CHATEGA RIS [E] 4 10 s) , 7145
oL BRGERMERTE S . B2, SETETAS R A 2, 7 4H
TR R 0K B I BE R R SR B X B AR T
k.

4.2 ERFER A

2 A N [ AT B RIS B R R et AR
TR JERIBE T IhEE . T H. 5 EiR App WA H HSCHRRR
I T S ASTR] I MR 4 28 G [R) o S 4R BIR S S A7 1) ) 352
YOBCRN B B2 S PR, 5 L AT el F P B AT B 42 00 % iR
A P D) G52 U ORI e 2 BT PR . 2 A PR el s U A 1~
99 WK, BB FA7 RS 4y i i I 380 24 K 4 24 1)

TEAR R MR PRI, P Rl g F B Je B A€ " Zhig L O B
AT DA 5 XoF T B4 58] 52 U RSORI ) 132 S BR | 28 4 2 3R>
I ZRGE I ], JFKe W4 1) A6 00 15 1A i i H 391> R
1 24 15, Gn &l 8 (@) B 7 . EFE 2 1Y Bel 132 KR 56 5
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REmmisrg: 2 (T—aENEAEE1~99R, e A=b)
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(a) JFJE M B3R i hg

P AT [EEE] AR 1NIEA, BB 1ABTHRRAT RS

fhed: [FSEDR: Data assured deletion test

IREFRRR
BRHESRETE . 2022428248 SN
FRAERIRIFE . [RIEA

®E IBUEA RIS

This is a test of data assured deletion.

(b)  Jik Ty A MR IR S

FFEE03E: Data assured deletion test

=, I
. [

SUBINR—SEBEEN, # AT TR, 1L
(¢)  H=Wy W3 Bl 5 BB " A

FUEEDSEHRE ez

A24E BT

* & [ASEN: Data assured deletion test

ze: [ NEG—_
s A [

[rhis 15 a test of data aseured deletion. |

(d) HMOT S5 1B BERAE

FISEDSEHRIE e

S i |

: 202262025248 BT

X [ FUSEN: Data assured deletion test
BHA;

CON

(e) BT 55 2 Yk Bl s

> AT [EEFE] ERE 1MUEA, R 1MEEEENSIER

tRE: FEEDEE: Data assured deletion test

SREFIRIRER -

BRHESRAYE . 20224725248 SN
FREEFIRIFE : (RIS

#E LGN BHEE RS

(N KT B RHRE T

FIGEDSEHRIE e

): 202267025248 EHET

(g) HMJr TCik Ak S e e 4

[E R N 1 Bl S 1) = i 2

TS ERZRE

v © 2 o zeew
2022-02-23 09:16:13

FRIBTREL
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PEREV , R GeHs 2 [ sSSP . 2k 7 i m] LRI
AT T X R F B R AT AR D0, Al it Oy el 352 1
JUR GER P T, K 8 (o) B .

ZWOTT IR PE G | 2R G P m i MR P — 2t B
Je BIBEHEA , I A i —> B 9 URL B, AN 2 H % 2
ANHEENZS A 8 (o) B . 505 s 2 5 i 1% URL
HEHE T4 AKRAR 1B S 1A A BER BRI N ZS . It
R 3R 1 B B2 UK 2 A Shos 1, A 8 (d) FET 8 (e) i
R YR A B SRR O B, R G0 23 B B R 7 A 2
IR AR R 45 K26 05, NP 8 () 7 . BLit, AR &
Wy R] LAk S ik SEHT B URLATHFBROE (HE & F A
PRI T, A& 8(g) s .

P8 R R TIZ I 2 Gt an i R $2 5007 % g
BT R KR . 1% R G FRE W B A b, e e
A AR RSB, BITEA S5O0 N H W AT LA B
IR P R 2 PR E 1) Bl B OB B AT JH 5¢ , 7T LAGE
Ao TR B B B RO S B ), Al BRE I TR
HIS A P 7 RS B 55 45 1 B

4.3 RIFARGINGE

IR R 01 AR AR AAE T JE R AR U TR
{H 2 H R 3 RS =GR #5458 o4 187 5., 4 Snapchat 5T
BT AT T #0 HOREBR a2 T B R A RO i ELETET AT
T T B RO IR A2 P ARE T AT IR
B, T RS E N . e S BT A A
B AR & —FE Y, 5k 0] RE A AE 5 A 1R B R 1 bk
B TGS BRI R AR T, 45 P AN

2 I BT ) I 2R 5 0 K (R 25 1 T R 1)
) 2 UK BORN A 853 I AR SZ R P H s R R
FIVAT SO A2 T R A2 [ 152 4% 1 1y 2 DRt 0k
FE P IR < 5 BVAE T e |, A i 1 152 R BRI A
SO SR FE e, A2 P AR T A TR
EISE , R %) el s vk O AG A5 2 s ) S &R BIAT—
A RS ) R PR A B A . X T RE S O R
T 7 Y PR S IS TR 5 AN Y I, 4T b ok S A
MR, R st B 2 B A 5% T . i HL % R 40 Bt Xt
PR P AL T Bl B A% 7 T RE , B A AR % I 4
B IR AE P A BB IE 7 A I J5 B AE "R . % R Gith
AT LS A I 44 1 BB FH P &k < ) s B A bR, G
il 35k 42 14 MR FH P BLAR AL RE M B R HL R A AN S
B B EEEFT IR 8 (o) FE/R ) URL A% 32, ol 6
IR AW N

BEAL, bR R 2R e AN fi TR s F 0 < Bl U R % A
“HRPE N iRe , Wt R U, R JS RISE T R A R 4
TN & 2 H WO 1, 3X 5 A B8 A o Bk 1
SRS FEEURAMITE LT BRI LA OB
TE W2 1AL i 10, 76 I 55 25 it B B0 (5 FH 24 o 1 2 DA

SOV AP . E Snapchat 11, SCIF SR IE N2 5 1%
BT A 0, BAE P A s N A v 2 LB OB AU
TER), BEAT e — A B PR IP i, AN SR 0o 4 e X —
ORI AT BN ] LG A7 SR BT A
i BBE R AL

X AR LA 3 AR S PR I R S
ST ET R, 25 A B S RISE R RSB T AU
Y P B i AR A R S RE L (B A AR 2 T AR
BARGEITRE . AE BRI S R T SR PR A 12
T WA AN R A5 B4, (B R 55 A AL A o 2 mT
(. PR, B D a2 T A AR T R T AR 22
foe it S iz 55 i, RIV ey A7 Rt 10 Bl 55 e o Tt/
S0, I 5% 9 SRR 3 P RO T 9% i DR Al A
DU St AT BEFFAT K08 R 114 537 A 53 ) A

PRI, Ji 85 Y AR S o 5l 7 ) 42 o 2% 4 i3t
AR AE M 4555 8 32 DO, B DO ARYE T2 AT E 4L
Pl AP 6 SRS AEAN T8 A AT IR 5525 A DU g
FEE Al {5 AT BRI TEE,, (i 7522 ) S5 A RS 72 TEE i
FRRAAN S AT AT, HAE 2PN AL I 76 TEE 2 4
HuMHBR S, A5 B A7 T 5545 A1 DU S ) s A T T
IR AR ILBRA R ZR G, B AR 2 HoA A DY AR 75 2
INEAZE R, s L%k 2/ R ST R B R 5 45, IXTEA ML
Kl e ERER A AR P AR DS 1R

5 ARRE

FEIE 1R R AR SR S ML SR s Tl
FEI3 0 3 B A i 0 A A S R
DRI, AR SCIA A /ML 0l o 1 A B A A ) 5wl LA
FRIZEE 1X 3B BORIETT , RITE A4 iU Bt e 8h 72537
S N BORHUS R I A S SRR AR A o Bt
FER G S A 22 2203 05 vk e B 5
ERE B B 042 R S T E MR D7 7%

51 TG THESERERSERRN

TN I B AN T B T AR ANAE B R, 7
BIA O v, S BRSNSy Ak 22 B e A
B AARIF ARSI B9, I3 X L8R A2 1Y
YT TA R R GRS B, DL SR R A
1% AR P2 (7] 5 JHE U, SR 5 2 B A 2 ]
ST SRR E B, LASCHR 2 1 P SRSl R e
e BT B9 — k™, RITE S0 A d A N, —
DU St B A MR 1T, S ZOLAL DU A REV R Kt , s
DO 2 [F]— Bl A O e Z A8 41 s e, 2SS
n ey % B A O 3R SRR 09 D b 23 25 DR, D
SCHFRE 09 B ZS R AT It 3 25 SR 2R P AN
SRR BT E Y], WA S UL BT B R RS R, T
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DU ¥ 2 5 9l fe A T REB I 19 L T7 . PR, DO 7
B8 00 45 DU Z I, 1 SERER S DU S HAT BT it 19
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(AT {5 AT PREE TEE A (R AR IR O ik . HOK 7243
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S B A [RL IR 3 7 249 R 2 T A o FH A 1 (U B
i FETBIBR Aot FH O A IR BT 45 ), MR 0 X i i 75 1)
AR R B ] S A A e T A 075
5.3 ESARZRR{E A5 A5 IE Y M BR

TE DU Syt %) B PR T 22 A 1 SR IR M B 22
S SCHE . I, ¥ e BT Qe 2 T AT PA T PR
TEE 52 9125 B i AR 258 B, LAAR I 24 1 ) £ AR 20
HUE T 25 0 o S W 285 B 2 A5 T L DR B IR ¢
MR . SO R B PIAPIRAS AU S 1T
ABEBEIRITR HL, S AR R R v AN RER B B8
i Y, G IS e B AN BRI, 25 5 B H:
T 28 AR W22 A AR TR AN AT A5 15 38 AT #1058 REE
Hr O, T ARG TEE 5 REE 22 ] (AR A U045 S 5icis
ek Jr i, LA DR A Al 1 23 A A S ol s 80 5%
PSS B, BT T S e M B D7 v, 1D
2 fifi FH 2R PR 2 B, 7 TEE Hh2e 2 s bR 4, O A=
JHE— 1) AN AT D i R AR | ] Bk ARIE S , 7 A B
B , DO AT TR TR AR TIB T

6 ZERIE

Vg 25 FEA T 22 4 ) — A AL 43 e A
i SV 1) B IS — A B, AN SO i o I B4 B 5 114
2 M B AE AR R B A <R AT R I 2 e
P i L 35180 sk AR Sl M D 4% 1 I N 64k e, an i
S TR JE 4 B ) 1 B AE 2 TR 45 Rt
V€ E T A i Y G NI &= SN ]
37 1 5 L e o T 8 52 4 B

AR S 2 A T M B 1 VI S ) B AT T
SYWTRZEIR | AR SCE S MR T 3% e B B T A 5 0
LTS S, B T 5 6 6 B A0 4 A e S B
50 4 i) R A5 Sy 2350 ) 1 2 A 5 4 RO 4 i) A 5 A 40
WP, B2 1T 25 77 b A B 0 5 P 5 114
HETEL DI R T 28 B0 SRR 2 RV R SR, % [l P

SN TARHEAT T 20 2B, 20 M 1 43605 1L O 4 a5
A SRS, I FLERG X LLIAAN 12 A0 Y ik 7 2
P BR S MR 3655 , UL E AR P 0
RGN R G0, JErR T MBI s PN B3 i AR F)
TR DI RE s i, A2 v R 4 6 R0 R 7 8 SRS )
VIR , BT A I8 e A S M BR =T T
T T IZGUAR T T 1]

S% 30k

(1] T, EWR, 8, 5. 7 E RS0 a4,
2015, 38(1): 133-149.

DING Y, WANG H M, SHI P C, et al. Trusted cloud ser-
vice[J]. Chinese Journal of Computers, 2015, 38(1): 133-
149. (in Chinese)

(2] B, ZEG, BT . 28I L 2AAEEORD]. 5L
24, 2015, 38(1): 150-163.

FENG C S, QIN Z G, YUAN D. Techniques of secure stor-
age for cloud data[J]. Chinese Journal of Computers, 2015,
38(1): 150-163. (in Chinese)

(3] HutsE, 55, 28, % . =58 R PELE PR 4 4L
ARIFFELERI). THEEHLAR, 2017, 40(10): 2245-2270.
TIAN HL, ZHANG Y, LI C, et al. A survey of confidenti-
ality protection for cloud databases[J]. Chinese Journal of
Computers, 2017, 40(10): 2245-2270. (in Chinese)

[4] SUN W H, ZHANG R D, LOU W J, et al. REARGUARD:
Secure keyword search using trusted hardware[C]//Proceed-
ings of the 38th IEEE Conference on Computer Communi-
cations(INFOCOM'’ 18), Honolulu: IEEE, 2018: 801-809.

(5] AR, BT, WhABLL. = A0 b i Bl 52 B M LE W B 5T K%
HEJR ). PHEEHLAEAR, 2015, 38(1): 164-177.

TAN S, JIA Y, HAN W H. Research and development of
provable data integrity in cloud storage[J]. Chinese Journal
of Computers, 2015, 38(1): 164-177. (in Chinese)

[6] REN Z W, WANG L N, WANG Q, et al. Dynamic proofs
of retrievability for coded cloud storage systems[J]. IEEE
Transactions on Services Computing, 2018, 11(4): 685-698.

[7] KOSBA A, PAPAMANTHOU C, SHI E. xJsnark: A
framework for efficient verifiable computation[C]//Pro-
ceedings of the 39th IEEE Symposium on Security and Pri-
vacy(S&P’ 18). San Francisco: IEEE, 2018: 944-961.

(8] FEmHWR, fEIEM, AoREL, 55 . —Fhid T 2 A7 fiff 5 B30
FE VMM BR 1501, L2441, 2012, 40(2): 266-272.
WANG L N,RENZ W, YUR W, et al. A data assured de-
letion approach adapted for cloud storage[J]. Acta Electron-
ica Sinica, 2012, 40(2): 266-272. (in Chinese)

[9] RAMOKAPANE K M, RASHID A, SUCH J M. Assured
deletion in the cloud: Requirements, challenges and future
directions[C]//Proceedings of 2016 ACM on Cloud Com-



%

10 14

AR IE iz 2 A7 Al v S ML Bt o P R T 25

2557

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

puting Security Workshop(CCSW’ 16). Vienna: ACM,
2016: 97-108.

WL, S0, AR 2 KRB R 2R BORERA ). M 2%
L5 B4 4H, 2016, 2(4): 00046-1-00046-11.

WEI K M, WENG J, REN K. Data security and protec-
tion techniques in big data: A survey[J]. Chinese Journal
of Network and Information Security, 2016, 2(4): 1-11.
(in Chinese)

RE4ri, R XUAE, EEM, & LT B0 0 = B0 i
PEMBROEEHE (D). 152442, 2016, 37(8): 167-184.
XIONG J B, LI F H, WANG Y C, et al. Research prog-
ress on cloud data assured deletion based on cryptography
[J]. Journal on Communications, 2016, 37(8): 167-184.
(in Chinese)

ZHENG D, XUE L, YU C, et al. Toward assured data de-
letion in cloud storage[J]. IEEE Network, 2020, 34(3):
101-107

GEAMBASU R, KOHNO T, LEVY A A, et al. Vanish:
Increasing data privacy with self-destructing data[C]//Pro-
ceedings of the 18th USENIX Security Symposium(USE-
NIX Security’ 09). Montreal: USENIX Association, 2009:
299-316.

GEAMBASU R, KOHNO T, KRISHNAMURTHY A, et
al. New Directions for Self-Destructing Data Systems[R].
Technical Report, University of Washington, 2011, UW-
CSE-11-08-01.

AE U, Whakam, Thide, S | BT 1 (Y 4 A SR
LA A BT R TR, 2014, 42(2): 366-376.
XIONG J B, YAO Z Q, MA J F, et al. A secure self-de-
struction scheme for composite documents with attribute
based encryption[J]. Acta Electronica Sinica, 2014, 42(2):
366-376. (in Chinese)

BB, WhAKIR, ThERIE, ST 925 N AR FARY SE T
B Oy 05 ) 22 42 H O R 1], TR, 2014, 37(1):
139-150.

XIONG J B, YAO Z Q, MA J F, et al. A secure self-de-
struction scheme with IBE for the Internet content privacy
[J]. Chinese Journal of Computers, 2014, 37(1): 139-150.
(in Chinese)

Wik, AR, g, 55 PP AR an T
SCRY A B S0 AL SRR, 2014, 51(7): 1417-
1423.

YAO Z Q, XIONG J B, MA J F, et al. A secure electronic
document self-destructing scheme in cloud computing[J].
Journal of Computer Research and Development, 2014,
51(7): 1417-1423. (in Chinese)

XIONG J B, LIU X M, YAO Z Q, et al. A secure data
self-destructing scheme in cloud computing[J]. IEEE

[19]

[20]

[21]

[22]

(23]

[24]

[25]

[29]

[30]

Transactions on Cloud Computing, 2014, 2(4): 448-458.
FERNANDES M, RODRIGUES SILVA A, GONCALVES
A. Specification of personal data protection require-
ments-analysis of legal requirements from the GDPR reg-
ulation[C]//Proceedings of the 20th International Confer-
ence on Enterprise Information Systems(ICEIS’ 18). Ma-
deira: SCITEPRESS-Science and Technology Publica-
tions, 2018: 398-405.

LINDQVIST J. New challenges to personal data process-
ing agreements: Is the GDPR fit to deal with contract, ac-
countability and liability in a world of the Internet of
Things?[J]. International Journal of Law and Information
Technology, 2017, 26(1): 45-63.

HUA M Y, ZHAO Y Y, JIANG T. Secure data deletion
in cloud storage: A survey[J]. International Journal of Em-
bedded Systems, 2020, 12(2): 253-265.

SN PR N N B ESTI A S e N
RN H 522 L2 RTINS W 28 5 B AR 47 1 DR 5E [EB/
OL]. (2021-12-29)[2022-02-21]. http://www.cac. gov.cn/
2012-12/29/c_133353262.htm.

e N RN [ R M5 I 2 A AR
N E R 2% 2 4> 3% [EB/OL]. (2016-11-07) [2022-02-21].
http://www.cac.gov.cn/2016-11/07/c_1119867116_2.htm.
rhie N RN [ 5 H I R (5 I A 5 AR KRR
A NAE B AR [EB/OLY]. (2021-08-20)[2022-02-21].
http://www.cac.gov.cn/2021-08/20/c_1631050028355286.
htm.

XU, 258, SR, 55 . = MR T Z RIS LR
U1 BB 5 A S, 2011, 48(S3): 254-260.

LIUTT, LI C, HU Q C, et al. Multiple-replicas manage-
ment in the cloud environment[J]. Journal of Computer
Research and Development, 2011, 48(S3): 254-260. (in
Chinese)

REARDON J, BASIN D, CAPKUN S. SoK: secure data
deletion[C]//Proceedings of the 34th IEEE Symposium on
Security and Privacy(S&P’ 13). Berkeley: IEEE, 2013:
301-315.

SHUJ L, ZHANG Y Y, LI J R, et al. Why data deletion
fails? A study on deletion flaws and data remanence in
Android systems[J]. ACM Transactions on Embedded
Computing Systems, 2017, 16(2): 61(1-22).

LEOM M D, CHOO K K R, HUNT R. Remote wiping
and secure deletion on mobile devices: A review[J]. Jour-
nal of Forensic Sciences, 2016, 61(6): 1473-1492.

YANG L, WEI T, ZHANG F W, et al. SADUS: Secure
data deletion in user space for mobile devices[J]. Comput-
ers & Security, 2018, 77: 612-626.

JIA S J, XIA L N, CHEN B, et al. NFPS: Adding unde-



2558 H, ¥

il 2022 4F

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

tectable secure deletion to flash translation layer[C]//Pro-
ceedings of the 11th ACM on Asia Conference on Com-
puter and Communications Security. Xi’ an: ACM, 2016:
305-315.

WEI M, GRUPP L M, SPADA F E, et al. Reliably eras-
ing data from flash-based solid state drives[C]//Proceed-
ings of the 9th USENIX Conference on File and Stroage
Technologies(FAST’ 11). San Jose: ACM, 2011: 105-117.
LIU C, AGHAEI KHOUZANI H, YANG C M. Erasu-
Crypto: A light-weight secure data deletion scheme for
solid state drives[J]. Proceedings on Privacy Enhancing
Technologies, 2017, 2017(1): 132-148.

XIONG J B, CHEN L, BHUIYAN M Z A, et al. A secure
data deletion scheme for IoT devices through key deriva-
tion encryption and data analysis[J]. Future Generation
Computer Systems, 2020, 111: 741-753.

DIESBURG S, MEYERS C, STANOVICH M, et al.
TrueErase: Leveraging an auxiliary data path for per-file
secure deletion[J]. ACM Transactions on Storage, 2016,
12(4): 18(1-37).

ZHANG Q L, JIA S J, CHANG B, et al. Ensuring data
confidentiality via plausibly deniable encryption and se-
cure deletion-a survey[J]. Cybersecurity, 2018, 1(1): 1-20.
CHEN S H, YANG M C, CHANG Y H, et al. Enabling
file-oriented fast secure deletion on shingled magnetic re-
cording drives[C]//Proceedings of the 56th Annual De-
sign Automation Conference(DAC’ 19).Las Vegas: ACM,
2019: 103(1-6).

LIB Z, DU D H C. TASecure: Temperature-aware secure
deletion scheme for solid state drives[C]//Proceedings of
the 2019 on Great Lakes Symposium on VLSI(GLSVL-
ST 19). Tysons Corner: ACM, 2019: 275-278.

LI CL, CHEN Y, ZHOU Y Z. A data assured deletion
scheme in cloud storage[J]. China Communications,
2014, 11(4): 98-110.

XIONG J B, LI F H, MA J F, et al. A full lifecycle priva-
cy protection scheme for sensitive data in cloud comput-
ing[J]. Peer-to-Peer Networking and Applications, 2015, 8
(6): 1025-1037.

kI, b, ThE, A5 SRR SRR B 2 b E
i PN BR 7 I5 101, 8 752741, 2015, 36(11): 108 - 117.
ZHANG K, YANG C, MA J F, et al. Novel cloud data as-
sured deletion approach based on ciphertext sample slice
[J]. Journal on Communications, 2015, 36(11): 108-117.
(in Chinese)

FRER, REAIE, MM, 55 LT B4 KR SCRIFE Y
ROl A E PR R O Z 000, FHEEALIE AT, 2018, 38(1):
194-200.

[42]

[43]

[44]

[45]

[46]

[47]

(48]

WANG M S, XIONG J B, LIN Q, et al. Cloud data as-
sured deletion scheme based on key distribution and ci-
phertext sampling[J]. Journal of Computer Applications,
2018, 38(1): 194-200. (in Chinese)

SHAMIR A. How to share a secret[J]. Communications
of the ACM, 1979, 22(11): 612-613.

ZARRAS A, KOHLS K, DURMUTH M, et al. Neuralyz-
er: Flexible expiration times for the revocation of online
data[C]//Proceedings of the 6th ACM Conference on Da-
ta and Application Security and Privacy(CODASPY’ 16).
New Orleans: ACM, 2016: 14-25.

RE4 U, TEAAR, W PHAE, 45 . S BREE N R 2 A A%
A2 305 5 G B Jr 6 D). 58 15 A# 4z, 2015, 36(S1):
136-140.

XIONG J B, SHEN W W, HUANG Y Q, et al. Security
sharing and associated deleting scheme for multi-replica
in cloud[J]. Journal on Communications, 2015, 36(S1):
136-140. (in Chinese)

F e, AR I, #KNE, S SAARE T AT R A
P 1 55 51 60 O B8 By R 0] TR LT S R R,
2013, 50(8): 1628-1636.

WANG L N, REN Z W, DONG Y F, et al. A manage-
ment approach to key-used times based on trusted plat-
form module in cloud storage[J]. Journal of Computer Re-
search and Development, 2013, 50(8): 1628-1636. (in
Chinese)

CHEN G X, ZHANG Y Q, LAI T H. OPERA: Open re-
mote attestation for Intel’ s secure enclaves[C]//Proceed-
ings of the 26th ACM SIGSAC Conference on Computer
and Communications Security(CCS’ 19). London: ACM,
2019: 2317-2331.

ZHAO S J, ZHANG Q Y, QIN Y, et al. SecTEE: a soft-
ware-based approach to secure enclave architecture using
TEE[C]//Proceedings of the 26th ACM SIGSAC Confer-
ence on Computer and Communications Security(CCS’
19). London: ACM, 2019: 1723-1740.

TANG Y, LEE P P C, LUI J C S, et al. FADE: secure
overlay cloud storage with file assured deletion[C]//Pro-
ceedings of the 6th EAI International Conference on Se-
curity and Privacy in Communication Networks(Secure-
Comm’ 10). Singapore: Springer, 2010: 380-397.

TANG Y, LEE P P C, LUI J C S, et al. Secure overlay
cloud storage with access control and assured deletion[J].
IEEE Transactions on Dependable and Secure Comput-
ing, 2012, 9(6): 903-916.

ALIM, MALIK S U R, KHAN S U. DaSCE: Data securi-
ty for cloud environment with semi-trusted third party[J].
IEEE Transactions on Cloud Computing, 2017, 5(4):



%10 FEIE M2 A T A K it 1 M B 9 5 25k 2559
642-655. pendence[C]//Proceedings of the 37th IEEE Symposium

[51] CACHIN C, HARLAMBIEV K, HSIAO H C, et al. Poli- on Security and Privacy(S&P’ 16). San Jose: IEEE, 2016:
cy-based secure deletion[C]//Proceedings of the 20th 178-197.

ACM Conference on Computer and Communications Se- [64] MO Z, XIAO Q J, ZHOU Y A, et al. On deletion of out-
curity(CCS’ 13). Berlin: ACM, 2013: 259-270. sourced data in cloud computing[C]//Proceedings of the

[52] YUY, XUEL, LIY N, et al. Assured data deletion with 7th IEEE International Conference on Cloud Computing
fine-grained access control for fog-based industrial appli- (CLOUD’ 14). Anchorage: IEEE, 2014: 344-351.
cations[J]. IEEE Transactions on Industrial Informatics, [65] MO Z, QIAO Y, CHEN S G. Two-party fine-grained as-
2018, 14(10): 4538-4547. sured deletion of outsourced data in cloud systems[C]//

[53] XUEL, YUY,LIYN, et al. Efficient attribute-based en- Proceedings of the 34th IEEE International Conference
cryption with attribute revocation for assured data deletion on Distributed Computing Systems(ICDCS’ 14). Madrid:
[J]. Information Sciences, 2019, 479: 640-650. IEEE, 2014: 308-317.

[54] HAO J L, LIU J, WU W, et al. Secure and fine-grained [66] YAO W B, CHEN Y J, WANG D B. Cloud multimedia
self-controlled outsourced data deletion in cloud-based files assured deletion based on bit stream transformation
IoT[J]. IEEE Internet of Things Journal, 2020, 7(2): 1140- with chaos sequence[C]//Proceedings of the 17th Interna-
1153. tional Conference on Algorithms and Architectures for

[55] CHENG Y T, YANG L, YU S, et al. Achieving efficient Parallel Processing(ICA3PP’ 17). Helsinki: ~Springer,
and verifiable assured deletion for outsourced data based 2017: 441-451.
on access right revocation[C]//Proceedings of the 18th In- [67] sKki&EHS, BRifE, BRI, 55 . 205 b i B R M R 9
ternational Conference on Cryptology and Network Secu- 58 ®A B0 IRV S AR, 2011, 48(7): 1155-
rity(CANS’ 19). Fuzhou: Springer, 2019: 392-411. 1167.

[56] SHAN F F, LI H, LI F H, et al. An attribute-based as- ZHANG F Z, CHEN J, CHEN H B, et al. Lifetime priva-
sured deletion scheme in cloud computing[J]. Internation- cy and self-destruction of data in the cloud[J]. Journal of
al Journal of Information Technology and Web Engineer- Computer Research and Development, 2011, 48(7): 1155-
ing, 2019, 14(2): 74-91. 1167. (in Chinese)

[57] TIAN Y C, SHAO T, LI Z. An efficient scheme of cloud [68] ZHAO L Y, MANNAN M. Gracewipe: secure and verifi-
data assured deletion[J]. Mobile Networks and Applica- able deletion under coercion[C]//Proceedings of the 22th
tions, 2021, 26: 1597-1608. Annual Network and Distributed System Security(NDSS’

[58] TIAN J F, WANG Z D. Fine-grained assured data dele- 15). San Diego: Internet Society, 2015: 1-16.
tion scheme based on attribute association[J]. Computers [69] HAO F, CLARKE D, ZORZO A F. Deleting secret data
& Security, 2020, 96: 101936(1-9). with public verifiability[J]. IEEE Transactions on De-

[59] MA J, WANG M S, XIONG J B, et al. CP-ABE-based se- pendable and Secure Computing, 2016, 13(6): 617-629.
cure and verifiable data deletion in cloud[J]. Security and [70] WAIZENEGGER T. Deletion of Content in Large Cloud
Communication Networks, 2021, 8855341(1-14). Storage Systems[D]. Stuttgart: Institut fiir Parallele und

[60] BENTAJER A, HEDABOU M, ABOUELMEHDI K, et Verteilte Systeme der Universitit Stuttgart, 2017.
al. An IBE-based design for assured deletion in cloud [71] WAIZENEGGER T, WAGNER F, MEGA C. SDOS: us-
storage[J]. Cryptologia, 2019, 43(3): 254-265. ing trusted platform modules for secure cryptographic de-

[61] KAUSHIK S, GANDHI C. Capability based outsourced letion in the swift object store[C]//Proceedings of the 20th
data access control with assured file deletion and efficient International Conference on Extending Database Technol-
revocation with trust factor in cloud computing[J]. Inter- ogy(EDBT’ 17). Venice: DBIS, 2017: 550-553.
national Journal of Cloud Applications and Computing, [72] REN Z W, CHEN X S, TANG J S, et al. Limited times of
2020, 10(1): 64-84. data access based on SGX in cloud storage[C]//Proceed-

[62] REARDON J, RITZDORF H, BASIN D, et al. Secure da- ings of the 2021 IEEE International Conference on Sys-
ta deletion from persistent media[C]//Proceedings of the tems, Man, and Cybernetics(SMC’ 21). Melbourne: IEEE,
20th ACM Conference on Computer and Communica- 2021:3146-3151.
tions Security(CCS’ 13). Berlin: ACM, 2013: 271-284. [73] RENZ W, LI X, XU S W, et al. Restricting the number of

[63] ROCHE D S, AVIV A, CHOI S G. A practical oblivious times that data can be accessedincloud storage using Trust-

map data structure with secure deletion and history inde-

Zone[C]//Proceedings of the 22th IEEE/ACM Internation-



2560 H, ¥

E 2022 4

[74]

[75]

[76]

[77]

(78]

[79]

[80]

(81]

[82]

[83]

[84]

al Symposium on Cluster, Cloud and Internet Computing
(CCGrid’ 22). Messina: IEEE/ACM, 2022: 289-296.
XUEL,NIJB,LIY N, et al. Provable data transfer from
provable data possession and deletion in cloud storage[J].
Computer Standards & Interfaces, 2017, 54: 46-54.

LIU Y D, WANG X A, CAO Y F, et al. Improved prov-
able data transfer from provable data possession and dele-
tion in cloud storage[C]//Proceedings of International
Conference on Intelligent Networking and Collaborative
Systems(INCoS’ 18). Bratislava: Springer, 2018: 445-452.
YANG C S, TAO X L. New publicly verifiable cloud da-
ta deletion scheme with efficient tracking[C]//Proceed-
ings of International Conference on Security with Intelli-
gent Computing and Big-data Services(SICBS’ 18).
Bratislava: Springer, 2018: 359-372.

HALL B, GOVINDARASU M. An assured deletion tech-
nique for cloud-based IoT[C]//Proceedings of the 27th In-
ternational Conference on Computer Communication and
Networks(ICCCN’ 18). Hangzhou: IEEE, 2018: 1-9.

DU L, ZHANG Z W, TAN S C, et al. An associated dele-
tion scheme for multi-copy in cloud storage[C]//Proceed-
ings of the 18th International Conference on Algorithms
and Architectures for Parallel Processing(ICA3PP’ 18).
Guangzhou: Springer, 2018: 511-526.

YANG C S, WANG J F, TAO X L, et al. Publicly verifi-
able data transfer and deletion scheme for cloud storage
[C]//Proceedings of the 20th International Conference on
Information and Communications Security(ICICS’ 18).
Lille: Springer, 2018: 445-458.

YANG C S, TAO X L, ZHAO F, et al. Secure data trans-
fer and deletion from counting bloom filter in cloud com-
puting[J]. Chinese Journal of Electronics, 2020, 29(2):
273-280.

LUO Y C, XU M, FU S J, et al. Enabling assured deletion
in the cloud storage by overwriting[C]//Proceedings of
the 4th ACM International Workshop on Security in
Cloud Computing(SCC’ 16). Xi’ an: ACM, 2016: 17-23.
YANG C S, CHEN X F, XIANG Y. Blockchain-based
publicly verifiable data deletion scheme for cloud storage
[J]. Journal of Network and Computer Applications,
2018, 103: 185-193.

YANG C S, LIU Y L, TAO X L. Assure deletion support-
ing dynamic insertion for outsourced data in cloud com-
puting[J]. International Journal of Distributed Sensor Net-
works, 2020, 16(9): 155014772095829(1-14).

RENZ W,LIXJ, WANGL N, et al. Minimal key set of bi-
nary key-derivation tree in cloud storage[J/OL]. Soft Com-
puting,2021,https://doi.org/10.1007/s00500-021-06065-w.

EEEN

EEES  5,19864F 4 A A Fiide s it
W . 2014 A F iR 2= Tt 25 . ok
TURHE K2 SRR 24 5 5K 24 B 200 | il
A S AT Oy 1) o Bl 2 4 ]
LATE

E-mail: zhengwei_ren@whu.edu.cn

EEE 4, 19974 12 4 A Tl &
BT . GRBURHE 2 SR 22 5 AR 7 B it
WA EEWFET 5 A AR R
E-mail: 1569698204@qq.com

EWH  4,19644F 10 H iE FiL TR E
FUT . RO [ RN 42 B e
UL EERRE T O 4

E-mail: Inwang@whu.edu.cn

B E B 19824 10 A AT WAL s . ARl R
PRAEBE R AR . E BRI 0] B A 2 DX M
E-mail: tongy@mail.hzau.edu.cn

Bt J,19854F 6 H AR FUL A HAT . el K#E
RAEBERI AR . ERRIS T 0 fE B R e
E-mail: xushiwei@mail.hzau.edu.cn

T W B.19794F 5 H A T ML A R . o E bR R iR
TIPS BT b e R b B 5 S 30 3 v 0 AR . R BRI S 7 1) S AR A
R .

E-mail: tingwhere@whu.edu.cn



