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Abstract: Cryptojacking malware is a new type of malware that has emerged in recent years and poses a significant
threat to user host security. By studying static features of cryptojacking malware, a detection method is proposed based on
integrating hierarchical threat intelligence features. We train cryptojacking malware detectors using the raw byte feature, PE
(Portable Executable) parsing feature, and cryptocurrency mining operation feature, respectively. Then, the ensemble learn-
ing is used for combining these detectors to form a cryptojacking malware detector from the perspective of hierarchical
threat intelligence. In the experiments, the simulated lab dataset and the simulated real-world dataset are used for perfor-
mance evaluation. The experimental results show that the proposed method acquires 97.01% accuracy rate, which gets im-
provements of 6.13% relative to the baseline method.
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AN JE DS ARG 7 > B R DL LS A SR 4R 11
TS5

R10 BERFFAEEM T7 A FERIE S R HIRE ER TR

FHEA G HERRR | KRR HAMmFE | D-score
CF+PF+RB 0.9701 0.9761 0.9334 91.19
CF+PF+GI1 0.9700 0.9755 0.9335 91.15

CF+PF+EHc 0.9694 0.9750 0.9322 90.97
CF+PF+EHm 0.9690 0.9714 0.9346 90.89
CF+EHc+EHm 0.9647 0.9706 0.9223 89.58
PF+EHm+GI 0.9635 0.9615 0.9279 89.33
EHc+EHm+GI 0.9457 0.9517 0.8823 83.88

FEFE 10 91, B0 T AS ) S 155 412 U R AIE 1) 4
2 )R R R A TR R — R R AE B A b A P
&5k AT LA 3 DU b 2 A B = A R A 2
IHERLHY 4 LA IXRERYSS SR HE 45 S5 R0 S 56 2 H b
B TR R T IR A SR AL . FE DU FP i Al & v, 3
USRI B BT 0 H7 BRI I LA
G R R AR UG UK . X B B P REHE 5 3 9 v LAY
TE R D L S T R B ARG I e R HE R AN AT 5
W GUERAE ELAT B o AR AIE 2 P R s I T D5 B, 2
4l ME R B A 0 I K 25 R, TR 4R A ) RO — E BE RS AR
TG A KR B B SR TE TR AE 2 A 1 b 2 ik
B BR TR T PR RE A AR IR, R 1038
S T AE R 3 H i = Rl A, o7 LA H BLAT A TR
FRIEJZ IR A PERE T R 5. 24 i AR E A 21
APEREEL S T = A AR E R A A &R . AT
PRI B U 1Y 90.32 1 NG, 4R 2 2T vk B T 91.19
i) D-score, [ Bt HE X opeode HE4E 513, AR SCHT 4 A
SRR ) TR T AR BT RE , Fe 2405 6.13% YU
Tifi R F1 18.12 [ D-score.

P % 10 R HIAH ] B4 J 4 71 b R AIE AR 1 4 1
J7 ¥ BE 5 A [R]RRAE 22 8] il 5 iAH e 22, nl LR 3]
CF+ EHe+ EHm, PF+EHm+GI % 41 4 205 e 2 43 B
F CF 5 PR HL— R A R0 3 70 43Uk BH A 1 20 ik
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b, BURRIE RN R N IZ R T, A5 AT BB 2 xS PR
FAAERIWER . LA R R PERER LS R T A AT RE AL
Z AR BB , PHAT A [ 19 4 R A J= R 4207 3 0
B A RS DN 7 9 W] LIRS S AF ORI R . — ke
T2 U L5 0] T AL 27 > R ELAT W] I o PR e 4
Th, IR FLBEFAE X T = R AR SR TEA R . N
T UEB X SRR (0 Z A AEF 11T RS T AL
I AFEIU L B AEARAY FCI T R A b A A4S

R AERHAERERARAERMEIHRERS EHENHR

2713

F12 HIERFSIREIRTE)EFEXS L Hf:s

B FROESEHL R 25 AL 3
EH(MLP) 39 117 17.95
EH(CNN) 39 193.8 19.35
GI(CNN) 8 89.64 17.48
RB(Malconv)"" 0 1435 1032
OP(LSTM)! 3740 10016 4906
PF(LGB) 118 11.94 82
CF(GBDT) 630 2.40 63.41

T Acc Pre Recall D-score
CF+PF 0.9700 0.9727 0.9364 91.18
PF+RB 0.9660 0.9685 0.9283 89.99
CF+RB 0.9685 0.9773 0.9273 90.68

EHm+EHc 0.9433 0.9393 0.8874 83.28

EHm+GI 0.9427 0.9352 0.8903 83.19

F LB T EB5 P SAERAE (1) 48 A2 > B AR RE
Horp CF+PF BP0 =R Z WA G A P
A X 10 HERESTJE Y CF+PF+RB 414, D-score
SYBURT CF+PF A EZ I AR B 7 AR R B
BRI 25 2 5, T2 0 = )2 IR AL & i e 25 B Pk e 55
TS A, U I X BE R AEAE = 220 5 10 B o > A
RUpE BN A TP Wies T IR A R E L A 26
B IR EA 9. F 11 AT LR L, 78— /r 2 se e vp
AR BT AL A R T 1 55 T B pIL % 2 ) A5 10 A 1
O, EHm+EHc (415 59 T A9 SRR T M B , EHm+GI
AR B T PR RE R T EHm PR A 45 5 sk T 45t
RIGE R IE PR 45 T BRI 4518 .

ZEA UL B SRR A M, BE T RO I R G R
JZ WAL A X T opeode FRAE™ (1 L LR 20 R 4 F 4G
W J5 35 3RA% T KR PERREE TL, [R] B 4 6 2% 2 Jr i X
T — M A S T G T 2k Malcony' !t HLAT 1 fiE
.

4.5 BISUES

F 128 T AL Bl 2 > R [ 15 B] 5 #E
JFA () i TE) A R P PR R O X o T T R
REAE 5 B B 1) B TR T A, AR BRI 5 45 s T B b
FEAEHE U7 b B 1000 S FEA BT TF B A T) . ZEAE AL 11|
SRBY B, T A R I )25 S R Bk I R T LAY 2R AR TR
Z G BEE R AR HE RN B, FR A Y T FE AL S
TR BESE L, DL B i 25 S BT F A s ] . A
F 12 0] LUE HOR R LR 24 > i B I [ R op-
code E’J%%@ﬁ@im T A T BILSTM [ R 431755 ) 4%
FIIDA pro ) 521 2t gt BT ) 1) 7 52 0], L RE R4 1 8 55 F
HABRHLER# T Tk

B2 2T IR e B T = Fh AL a8 27 > #E Al
VE R S B 42, [R) B 42 B 7 1R I v 2 A R EL AT 1)

AT B R AL BT LA [) 3 27 20 O v T T FE 14 )1 25
FRIVKG I P R AR — 3. 283 3R 122 4 [ 05 7 4 B
2 YRR 2RI 8] SR 0.51705 s, I H 76 B B 52 7
B A A IR 7]y 89.29 s, WA, FESEBR A N R
ARSCHE S 22 B URRRE AR 2F 2) T IR AR AR s 2T B B
S THAE T Z2 (A Bsf (], W) ] ) =8 BT FEAE T — A AL Y
AT . LA 10 Y CR+PR+GT 4L &5 3 i), B
I M) I REATS AR I I A T opeode 4R J7 ), 3 HARXS J5
AR R A i H (1448 s VS, 2467 ).

R 4l A 5 B ARG I 1 5 e AsovE RETEAR A BT, AR
SCHT AR B SRR B i )2 ORI AR W VA AR IE T AR
A 4G T A it 32 B AR B 00 B A X K T TR T
15 TGS RO BRI 2 5 vk B0 A R
A HTRRAE DL HILAR 27 > SR SR T I — 24 S i Bk
W% D8] G T B B ST N 2, LA 2 2T B A 2 A )
LA IR N S I 2 R R A B S o M
K LR 1 TR M, 5 BOAS SCHRE HE 1 2 A3 0 1 e SRR AIE
MELLHRER . (FURARYE B8 ST, BLSC S5t T (0 F s
WEOR ORI A 5 24T 0 %, A5 A R AE e i 42
WO W hnae sk 5 0 3f HARYE IS0 B L S
2, INFE R RS AT BB 30%
P R 28 2 I A5 R S rh Ze BAR X AS SCR I #0AS 4
MrFBerys2m A R . 55— 7 AR SCU 2545 2] i L as 2
XI5 AR A T I AR Ak 2 WP i 2 A e
XS] AT B 2 T B AR S BT BEAS N T B . X
TR T BOARRUL, BRI Z AL ok T — & bk
AEIIC  HJ AR Bl S 480 ISR (g P BE 4 & Ry 3l
XA TR A 5 P e T A AR AL vk B T
Mg P AR BT LAASE AU 2 AL R A8 27 20 X 4T e X
£E WF > 1 S M AR X AL 28 2 ST AT TR )N

5 %#ig
TSI LT R T = B e 0% R A A A

AR AE BT SRR AR BT 7 ik A 5 S 3 H
SEFRGET BOREIIE BE R . AN ORI 2B % K
PR BRI HRE I L G 2 Y AR JE | PE G5 MR AR
JZ AT AT R AL IR B o S BT THZ R
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