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Abstract: To achieve flexible user revocation and collusion attack resistance, this paper proposes a collusion- resis-
tant multi-authority EHRs (Electronic Health Records) sharing scheme. Version control is used to achieve user revocation.
Attribute authorities need to distribute update keys for non-revoked users as well as update the ciphertexts in the cloud, and
users without update keys will not be able to access data. To guarantee the performance of data retrieval, most of the compu-
tation is outsourced to the cloud. Besides, all the attribute authorities need to generate a pair of public key and secret key to
resist collusion attacks. The proposed scheme is indistinguishably secure against chosen-plaintext attack under the random
oracle model. Compared to other multi-authority schemes, the proposed scheme is practical in function and the overhead of
the decryption is reduced by at least 45.9%.
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Vila) g % EHRs I b A% 2 2 55 g 24T A6k At
= DOZET{FIH.

(3) ¥4 1 7 (Data User, DU) : DU AJ DL 3% 18 H: &
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M=| : (17)
M/,1 Ml,n
_ O 0 M’l,n'+1 M’l,n ]
0 0 My, M,
M'= r: ' ’ . r:
Mc+ll M(‘+ln c+ln'+1 Mc+1n
L M'l,l M M,I.n’+1 M

Ln' Ln 4

(18)
MR B A B ACEE PR A U 0] SRS (M p, F).
L AA KR ZII AA R, AA, KR IEH 1Y AA
& . CistT Setup BIL A HES (G, G.p, e), FEHLIE £
ge GU LR AR H: 10,11 "G, T: 10,1} —
G, H: 10, 1} "— {0, 117, 4 5l 2 3 5 % params=
(G, Gpp.e,gHT.H, }
EHFME L AKREWM TN .
JE AL O S RRAS B ) A 7] CHR 5 HT AA,
B8 Y u 1FE 1T AASetup B L B, R
AA e AA., W 1 A BE BLIE #% 0.8, € Z,, £ W PK, =

fe(g,2)", g} IF K4 C. R AA, e AA, HBEEL i R]
s 5 AA K, CHENLYE N a8, € Z,, B PK, =
{e(g,2)", &" Vs IR SHRE VT R SRS TE e, CIE B ARA X =
GIFG)Y, Horb pR B P nl LK § s 21 4 52 8 1 p() 1 AA.
e € 3 o= > ba” M, Bi= zzb a’? M,

ieX ieXj=

A AN AN (19)
PK {He(gba a’

XuesS, M AA e AA, CI&ﬁ_mlﬁEx Twe G. %
N, CEBEES X={FO)\pi)=u}, ZESHEHRu Fﬁ
TE’JﬁLMW?ﬁHaAAi%IEE’Jﬁ B, €% T(u)=
g[T I & " Fi.cik¥v,, ez, A TFARRLIY

ieXjell,n]
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E= Ib ,w=—b+”,Q=e(g,g) (23)
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it 2 A E (L8 foxn YR AMEL AR 35 FN foxn Y A% ).
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