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Abstract: In order to crack the user’ s password to achieve the purpose of obtaining user’ s private information, pass-
word guessing tools also came into being. Although state-of-the-art rule-based attacks work achieve high attack success
rate, the collection of rules is time consuming and needs expertise. Deep neural network-based attacks require amounts of
datasets to achieve a good result. In this paper, we propose sequence generative adversarial network password (SeqGAN-
Pass), which uses sequence generative adversarial nets, conducts data preprocessing operations on the password datasets, to
generate high-quality passwords. SeqGANPass can implement password cracking under a small scale of training set even
without any prior knowledge. Furthermore, we show that SeqGANPass can greatly improve the effectiveness of rule-based
attacks. Our experiments show that SeqGANPass outperforms most state-of-the-art password guessing methods, i.e., John
the Ripper, Hashcat, Markov model, probabilistic context free grammars (PCFG), FLA (Fast, Lean, and Accurate), and Pass-
GAN in matching rate.
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1: FOR each password in S DO

2: IF length(password) > Maxlen THEN
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4: ELSE

5 FOR each character not in CharSet DO
6: SRR 114
7
8
9

END FOR
CharMap(password) = index sequence
: ENDIF
10: END FOR
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