5510 3] BOF % Vol.48 No. 10
2020 4 10 A ACTA ELECTRONICA SINICA Oct. 2020

FEX; AES-128 B3k 1Y %5 B0 A A L

#Zm' EERE,EHF, 2AxH,E %
(1. s S BB B T ARG TR 450001 5 2. I 45 160 445 3 0 A 745 5540 2, TR HS 4 450001)

W OE: BRI S AR 2 AR K A B B £ X AES-128 B3k BN T S B — T B A A 256
AR, ST H DGRAT 1000 452675 1 6 570 B T 8 7 A4 [0 A8 . — A 20 Tl AS ELA & v, R TCTE K A I 1Y)
B BT X e [a) L, A SCAEAR AR 2 T B B A S & HE E W LR EE A 8 9 AR, A A Panda 2018 B i & R AL
600 Z5HE R T HEA TR ; 7R 2 A K AR o B A 1 B SR AR 3 B N 9 07 5, AT 20 10 25 TR) 285 4 485 i 7= A4 17 Bl 2 320 R T
B IET %, WA T T (R e B 32 5 1 Beh i i =R

KW BRI AES-128 BBk HHALE DUV E R

hESZES:  TNIIS. 1 XERARIRAD: A XEHS: 03722112 (2020)10-2003-06

HFF3# URL: hitp://www. ejournal. org. cn DOI. 10.3969/j. issn. 0372-2112.2020. 10. 018

Key Advantage Template Attack Against AES-128 Algorithm

FAN Hao-peng'”, YUAN Qing-jun'®, WANG Xiang-yu'’, WANG Yong-juan'*, WANG Tao'">
(1. Information Engineering University , Zhengzhou , Henan 450001 , China ;
2. Henan Key Laboratory of Network Cryptography ,Zhengzhou ,Henan 450001 , China)

Abstract: Template attack is divided into two stages :template description and key recovery. For AES-128 algorithm,
when the attacker only got 1000 energy traces,he would face two problems:one was that the template description would not
be applicable, the other was that the correct key would not be recovered. To solve these problems, this paper constructed 9
templates for Hamming weight of S-box output value in the template description stage,and used 600 energy traces provided
by panda 2018 data set to build the model;in the key recovery stage, this paper proposed the method of key advantage super-
position, which only needed about 10 energy traces encrypted to distinguish the correct key. This method reduces the number

of energy traces required in the template description stage and key recovery stage,lowered the difficulty of template attack,

and improved the success rate of template attack.
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