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Abstract: The rapid development of machine learning makes itself one of the most effective tools in the data mining
research community. However, the training of algorithm often needs a large amount of user data,which brings a great risk of
privacy leakage to users. Due to the complex statistical characteristics and semantic richness of the data, traditional private
data publishing methods usually sanitize original data too excessively to lead to low data availability and uselessness in data
mining tasks. In this paper,a differential private data publishing method based on generative adversarial network (GAN) is
proposed. The differential privacy of the GAN model is realized by adding carefully designed noise to the gradients during
the training procedure,so that the GAN can generate unlimited synthetic data conforming to the original statistical character-
istics without disclosing any privacy. Aiming at the problems of low quality synthetic data and slow convergence in the exist-
ing similar methods, several optimization strategies are designed to adjust the privacy budget allocation and reduce the overall
noise scale. Moreover ,we provide rigorous proof that the synthetic data satisfies the differential privacy. Comparisons with
existing methods on public datasets show that the method proposed can generate private data with higher quality more effi-
ciently , which is suitable for various data analysis tasks.
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1)fori=1,2,---,m do

2) g,(i)<—g<L) NG forj=1,2,-,n

3) forj=1,2,--,ndo

4) E~N(0,(a,c;)’T)

)
$) e SRR
max(1, || g" Il ,/¢;)
6) end for
7)end for
8) return lg;” .

3.5 EERAMGESW

ey PR ER TR U Sk B b ) B RA 4 R 2 22 43 R RA
TR 2 ) B I R 4 2 —. AR SCR A Abadi 2
PR 2GR A R RBERBUR. mARA LT
TS

BN (RABIR). 4 A:D—R RBEHLF I,
D 1 D"l 2 M 25— ZRie SR AH SR B 45 , A FEdi i O
e R Qb W B AL R Sy Bl BLAE o
dOAﬂﬂUQ%%%%%g%
Horptge Pr[ - 1B A BREYLIEDOE.

EX 6™ (IZI%Eit). 4 A:D—R NHEPLE I,
D 1 D" N 22— 50 SRR HAR B4 LA 76 A 1 Z1
SN WA W)

a(A)érR%?‘ 10gE0~A(D) [exp(Ac(0,A,D,D")) ]

(11)

(12)
R LA AL TRk A,

Ay AL A
(1) (AHAYE) BRI 2058 1 i 45 Uk A R I 20 22

L, (D)< Y a,(A).
Q)(BAB) XM TR e >0, 83 A 0L (s,
min, exp ( Z o, (A) —de)) - 2250

F B L AT R SR Y B RL A 2R O L TRk AR B
XFFASCHR 5L 4, 3 IDPGAN w31 g 1 2 AR IR
BN T W, EBIZIGET A (X)) 55 ¢ UGEAUR I 21 58
TR o (). WIARSE 3 1 TP G, B TR AL AR
YR B e T sh ok AR ST, A

a(A) < ;; o' (A) (13)

1M IPDGAN FEf— R A TP & 4 3
S OB a, ST YT HER R AR (g} AR
fLHems ACTS S VR 75 £, ~ N (0, (20) 1) 3
328 B B (R (A5 E 4 Y stepT ) , & HN Z1 G831
N dyers (A) s @QF WL b, B T [7] — HE U FE A B i
L Vi, B B B A BB IR 5 &, ~ NV (0,
(o-Lcj)ZI) (Ui Procedure cluster-clipping) , 2> H. Bt 2 45 1
W ay, (A) . IR —UEA P B P S Sl T
AFEL A ST 0 e 0T R R (BB T 34 0 T ] — B s it
W (ILFETE 4 1) stepS ~ step9) , PRI ANl /2 € B 1
FRRPA T T B Z . BIER ¢ BGEAR B I 2 5 1
o (A) INBETH FHL TR

al()\)ga;ms()\) +a:mlip(/\) (14)

FEXF XA AL, SCHRLO ] A e B 1 RO BLAT 42 T
— i I 21 5E 1, 18 T A ST AR

EI 2P EEEA G TEIEA LA, AR,
WA

(1) LA HE) BB 250 T H 84« (A)

= z jiaA,(/\/ji)-

i=1

Q) (R MTAEE & >0, 88 A, W2 (s,
minAeXp( Z Jit O‘AK/\/ji) -Ae)) - Z 7 B Fh.

k
;B\:':P,]l >09H 2 ji = 19%%% Al 9A29"'9Akmﬁ
i=1

AN ST GER] R UL SCHR (9 ] A SO R3S IR
FETER 2 P94 4, IDPGAN B4 ¢ YRk A il JL
AT 55508 a 5L b IR, 2R ¢ kAR
M ZIGETT o (M) T
o (A) < min - (U at\CTS(/\/jI ) +j2aicnp ( Ajy) )

Jrd2€ (0,1) 4, +j,
(15)
454 30(13) FsX(15) , nl 415 IDPGAN 533k B A4 I
Z\15E1 A

a(d) < ; a'(A)
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T

= 2 min (s (A/])) + j2ai'('lip (A1)

A e (0.1) =1
(16)
XTF alers (A/7,) Fl O‘f;fnp()l/]'z) SRR UL, A A
Gi—Fom M, R/, TR B
é\
mo(xlo) =g(xlo) u, (xlo)
=(1-¢)g(xlo) +qg(l -xlo)’
Hrb g 2R, ER L4 g=m/IDl;g(xlo) =

alAcrs()\,) =log max(E, (A" ,0.) ,E,(A",0.)),
oy (A") =log max(E,(A',0,) ,E,(X',0,))

o (xlo) A/
) dx,

where E, (A',0) = f:/io<xlo') ) (:U« (xlo)

’ * My (xlo) v

E,(A',0) = fﬁw,u](xlo') . (,LLO(x|0')) dx
(17)

Hor o ol ACTS SRS v ) e 75 RIS, Sk 2 i s 0, SRS o
UL (R 75 BURE o, = DPBA (o k1) , 78 HE.

TET A3 5] IDPGAN B BRFAGE T a(A) IG5, AT A5

EE3 X F(EEM S, IDPGAN 5k i /2 (min,
(a(A) —logd)/A,8) -2 BaAh.

ERR AR E 1 i R AR EEYE  IDPGAN Bk
W (e, min exp(a(A) — Ag))-Z 4B FA. T IDPGAN
el I 8 BRI 2R B T RE Y B AL T & R I B 2k
JE A IREAR (NG 4 Y stepl4 ~ stepl5) , LT
BRI 2G5 o (A) I &, %16 = min,exp(a(A)
—-Ae) ,AHERIHE] £ = min, (a(A) —logd)/A.

Kt (e, min exp (a(A) - Ae) ) -2 BRAA S0
A& (min, (a(A) —logd) /A ,8) -2 51 Fafh.

BPAESEhRst T BB A B BUE TS R o 0<A
<100,56 = 1/1D1 %} F=L(15) i j, Fl 7, , % JE 10 DA
HOEUAE , AFS 2 SRS UERA Y o (X)), FE T AT LUK A b 354
tf IDPGAN 3 /& (min, (a(A) —logd) /A ,8) -2/ Bafh.

4 X

ARG F AL I 4 Poker Hand HIHE 2544 {2
P55 MNIST ,CelebA |8 3iF IDPGAN %8 A= pli 804 1 o
] A GRS AL A SR (4 A
4.1 XERE

ARSI T 3 Bl AT R 2E.

(1) MNIST: £ 7% 70000 5K 10 28 F5 87 & 7, &
SR RN 28 x 28, Yl 254k A 60000 5K 1] 7 Rl b
2, ML P AT 10000 5K & 7 FIFRAS.

(2) CelebA : £3.1% 200000 5K £ N9 E R, B 5K I A
HK/NHy 48 x 48 HAEbRIC 40 FPRHE & P,

(3) Poker Hand: UCI I\ FF 5l 4, VIl Sk 52
25010 MEEA, ML A 1000000 S FEA, B FEA
5 SR FNTERRAG /N A DA K B AT IR R P Y
CRRELT S 1L AR o RN 13 Rl B 4
Fofr, JETUAT 10 Bl A E — X7 =l 7 Al AR 55, &
REA (I FR 25

S285 H IDPGAN SR I SCHR [ 12 ] Hh i I 25 235 74 SFe 1)
L RS A AR S B0k 8 S Sk [ 12 ] AR, B
JUFR AN AR B KB I T, =5,T, =5 x 107,
B EEAETI I A = 10, BEHLIR K /N m =64, Adam 18 5
# o =0.0001,8, =0,8, =0.9. % F DPBA W% 1 (%)
TR KN oy R b AR R 3. 1 5P A 25 73 Fa AL 1E
EHHT%E, Lo, el7,15],ke[0.005,0.04 ] iy
BRI oy =10,k =0. 02. %FF ACTS 5 W& 11
MR AL o FIIX[EECr, Voo e [2,6],re 80,140 ] K
DR R, 22 BUAS W) B X - S 56 45 SR R AR /)N, AR 5
B o, =4,r =100. X T WC SEBE R4 w A1
oo/ INRBIER B Minpes | KRG 5256 v 38 59 B (5L 14 43 A A &
IDPGAN SN E S W 8, W w e [1,4], Minpts
[ 1500,4000 ] Al yE F , e & BUR AR w = 3, Minpis
=2000. A4 B A% H e 2 9 4E BE R 100, 45 2 HR B il 78
[ =1, L Y5, BRIAR A 3. 1 95 o iy 45 5t e s 280
S 5CF IDPGAN.

4.2 HEREHERERTL

(1) X TFARZS A 10 G B 46, 1 S ML B RIOR
I JE7R IDPGAN TEARRIBRAATIR. & T Az B S /Y o i
H &1 FE 2 of LA H IDPGAN AR 11 G AL 14
T LS T HE B B R 4. B A
& [EBC CRPES I s )y ) A i) AR ol , E
A BRI B TS UL, WA IS Y e {H AT
FE B AT PR 0 R () RIS A [T, el I 1 A
2 WA BUREAS AT AT ] A5 2] A5 BORE A Y P Pt e L 4
DA FEA S B 76U 2R 8 46 b, R BL AR 7 B 4 1)
BRI R FA.

AL 0O Ny

3
eI

29
1 =
/R5
205
3@/
Ly

783
/R0
/@
/R/

W\ N VRN ()
N v 1 ) o oo
LML~ NOW§

SNeR~N~p—-
~NOE N~ DBl

: (b)e=4,0=10*
El1  MNIST LA FBRFATIE. T 1A s EH R

(2) X FH PR HIE MNIST F1 Poker Hand , ffi Ff
i AR UE Inception Scores ™! 3 PEAy IDPGAN A= 5 55 42
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(c)e=3,0=10"
&2 CelebA I AFIBALNHURE T 1A k%

4 i, HE LR

s(G) =exp(E, o, KL(Pr(y|x) || Pr(y))) (18)
Horpo RAUE G A RUREAS, Pr(y | ) RFEA « 8 T
S y WA I A7« T SRR A (1P 1)
iy W —EBAAR AN ) RO A S R BEIR Pr(y)

= [ Pr(y | =6(2)de) A MUREAS 12 45 2590

WG I3 A R R AS 1) 2 RE P4, W 00 Al 2 25
G3AT. TR, s (G) MR (RISX 2 T34 1Y) KL BRESBOR)
Ut B AR JSURE A 1 S d R 22 R B

N A v 15 WGAN-GPM DPGAN™'  GANobfus-
cato'"*’ [ DPACGAN""" | [@] i 4> IDPGAN IRUA [ 14 e FA 151
B IR A RANZR 1 s (real data {UFRILIZEER) -

B3 1 a] % DY B AT 73 S E MNIST |H & =
4 Poker Hand FHY & =15 B, GANobfuscator , DPACGAN
1 IDPGAN HY score {3 /T DPGAN, J5i [N £ T 1if =&
LR T B 3 0 5k ok B JBORE BE R Y 1A, A AL
/N T AL EL WS S o IDPGAN [ score {BLIR K, 15
B IDPGAN 3 i3 A3 A5 41 & = AR AL SR w2 =5 1 A8 AL
P i i 5. X IDPGAN 7E A [R] B AL T R A score,
KINAE MNIST | HY & =4 Poker Hand M H{ & =15, A] %
D b A A R 1) S5 B RA

(3) X T IChR 2 B 4k CelebA, iy 1 PFAli IDPGAN
Az BB I A, 4 JL B BR A TSR 43 5 & =3,6,10,
MRAR R b 3 D o 9 Aok L. R SRR I 5 55 —
AF g D IR D' RE AR I S R 5 A B X
I3TFk. 4 Pr(yla) R D' AIWITREAS « IR (SR
SR RO ) R0 A, B, 2R p = 0.5 B{A S 43
A7, 3 T 3543 A7 14 IS HRE AT A R AR RO S S
B AR RS, = (19). 5" (G) BN, Ui DB 7y
P s A B SR AR SR AR AR 5

S'(6) =%KL(Pr(ylx) I B,) +;—KL(BP | Pr(ylx))

(19)

H 222 1] A1 (D24 IDPGAN [ B FATIUE 4 A ML & =3

e =6 mf, H IS BB RO, Ul HIXT T80 A 5 %
MG 5 45 CelebA , B2 RL TR 2 /N 25 ™ i R A A
. QY BRFATGE Yk e = 10 B, A ELF DP-
GAN . GANobfuscator 1 DPACGAN, IDPGAN [y JS ¥ &

i/, H 5 TR FAR Y 19 WGAN-GP A 22 A K, A
IDPGAN 7E CelebA ¥4k |4 FAATIG 4 10.
xR1 EILHIEMESHREIED Inception scores

Dataset Alg n( x10*) | (&,8) Score
real data 6 — 9.96 +0. 03
WGAN-GP 6 — 9.21 0. 03
DPGAN 6 (4,107%) | 8.64+0.03
GANobfuscator 6 (4,107%) | 8.89£0.02
MNIST
DPACGAN 6 (4,107%) | 8.81+0.03
IDPGAN 6 (2,107%) | 8.56 +0.02
IDPGAN 6 (4,1075) | 8.93+0.03
IDPGAN 6 (8,107%) | 8.96+0.03
real data 2.5 — 4.43 £0.01
WGAN-GP 2.5 — 3.16 +0.01
DPGAN 2.5 |(15,107%)| 2.23 +0.01
GANobfuscator 2.5 (15,10 73)| 2.54 £0.01
Poker Hand
DPACGAN 2.5 [(15,107)] 2.39+0.01
IDPGAN 2.5 |(10,107%)| 2.25+0.01
IDPGAN 2.5 |(15,10°%)| 2.65 £0.01
IDPGAN 2.5 [(20,107%)| 2.78 +0.02
F2 EZHIBMESREBIER IS 8E
Dataset Alg n( x10%) (&,8) JS W
real data 2 — 0
WGAN-GP 2 — 0.09 +0.01
DPGAN 2 (10,1075) | 0.29 +0.01
GANobfuscator 2 (10,10 73) | 0.26 +0.01
CelebA
DPACGAN 2 (10,107%) | 0.24 £0.01
IDPGAN 2 (3,107°) 10.42 = 0.02
IDPGAN 2 (6,107°) [0.30 = 0.01
IDPGAN 2 (10,107°) | 0.21 +0.01

4.3 AR EERTAMEXTEE

GAN A B (] P2 4 L R 5 408 L S B e
VIR F 38 FH () B 2 B AT 45 X% F % s 42 MNIST i
Poker Hand, 73 51| FHFR HE DI 2552 )1 25 IDPGAN, 8K J5 FH H:
e BB e VI 25 CNN 7325 2% (LeNet-type' 7' ). Il 45
SEEE S FRRAEI SR A 12X CNN 9 23 2 1 . A
iR, LB IDPGAN Az i Bl v PR B . S 00 7
ANF R R 2647, JF R 4. 2 5 ik F k.

% 3 AT O BRFATIE 737l £ MNIST HL & =
4 F1 Poker Hand | B & = 15 B}, 76 PUFh 25 43 fa FA GAN
JiiHr, DPGAN 1 73 2% i 1 38 5 A%, 156 W 22 43 [ AL
GAN #5 AR FHATART PG A 5 6, JH 2B B A 508wl 1 4
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I IDPGAN i b 75 Il 4 2ok 2 vh ok 1T 2 A O Ak S g,
A S ) R M e, AN IS AR T G R RA DR B AL AR Y
WGAN-GP. @QIDPGAN 7£ MNIST 1 Poker Hand % {45

E e =4 Fl & = 15 0, BEAE BT M- A= R
T RS B AL,

R3 TRAAENERBEERERER LMD KERE

Dataset IDPGAN real data WGAN-GP DPGAN GANobfuscator | DPACGAN
e=1 g=2 =4 e=8 — — e=4 e=4 e=4
MNIST
85.8% 92.7% 96. 1% 97.3% 99. 6% 97.9% 94.2% 95.4% 94. 7%
e=5 =10 e=15 & =20 — — e=15 e=15 e=15
Poker Hand
41.38% 47.56% 51.25% 52.51% 58. 42% 54.83% 48.43% 50. 07 % 49.30%

4.4 G EITLE

H 2.2 35 AT 51, WGAN-GP #i# ft Wasserstein JH 25
FATBE AR B A 5 H 9200 A 22 5%, T DPGAN
GANobfuscator F1 IDPGAN £ & Lk WGAN-GP Jy 3L AR HE
2 R ok Bk = A B AR I ek 5 v 1) Wasser-
stein J 23R ] W USRI 0. B 1A = A B0H 4 B sk
A AP 3 s, f L3 AL Y =R AR i B AL T
FAHIF I, IDPGAN 7E = A5 4 8l i) Wasserstein

Training efficiency on CelebA

BB R fe /N, U AR SO H 1 D0 A 5 s 75 5500 B
LA 1R B 4 3 S E i 5 A LT GANobfusca-
tor, IDPGAN [1)iz 17 i [ F§ 1 , X & B T IDPGAN 7E |
RIS SN TR BE o 2SR Y. (B B X T R A
MR BRI R ZH= 1) CelebA %4l 4, IDPGAN {517
B ] 442 H GANobfuscator 2 H 24 10% , i3 B IDPGAN
AL R IR A 4.

Training efficiency on Poker Hand

Training efficiency on MNIST

4.0 400 — DPGAN#=10 —DPGAN#=15
35 350 — g 5 L
g 30 2 300 3 T Braanao
g 25 2 250 g4
4 ° 4
£ 20 5 200 23
7 z 2
5 1.5 % 150 )
8 1.0 < 100 %
= g Z1
0.5 50
0.0 0 0
0 20 40 60 80 100 0 50 100 150 200 250 300 350 0 20 40 60 80 100 120

execution time/min

execution time/min

execution time/min

SRR ES 0NN

4.5 RURBEIIERIE

R T BRI A s B AR B = R g LA TR
1975 U 5 B R TE BB Y GAN LR, 73 51 4% MNIST |
Poker Hand Fll CelebA 1E il Zh %3 4 , 155 H A it
$5 1Y Inception score F1 JS B EE. M3 4 A A0 X F 845
£ MNIST ,Poker Hand F1 CelebA , 4 % Fi AT fa] £ 4k 56

W& (B DPGAN) , A= R 4% 19 o 6 0 225 24 R AT &
— P PR AL SR I B, R 43 GAN #5580 A= 1 i B
Fri RS A P i s AL A = R0 AL SR g i (RPIDP-
GAN) , 2k 4G 1) Inception score {H fix K, JS HE {H &%
N IR T =R G4 S A R

x4 AERBEAEH Inception score F1 JS B FE

RS S DPBA ACTS wC MNIST ; Inception Score Poker Hand ; Inception Score CelebA ;. JS BE
1 8.64 +0.03 2.23 +0. 01 0.29 0. 01
2 Vv 8.71 £0. 04 2.34 20.01 0.25 0. 02
3 Vv 8.61 £0.02 2.40 0. 01 0.29 +0.01
4 vV Vv 8.82 +0.03 2.58 0. 01 0.23 0. 01
5 VvV vV 8.78 +0. 04 2.43 £0.01 0.32 £0.02
6 Vv vV vV 8.93 +0.03 2.65 +0. 01 0.21 0. 01
5 EEIE HLi 2 2257 B RN RE P 0 & U . 1 11 30 25 R T A5

B0 BUA BARA PR P 7 TR T8 BR U B B
YT PR AR A ] 8L, AR SR H 3 T A RO BT I 45 119
AN A B3 1%, T LG PR A i 5 R A o B 3 A

S I R Y B e R A S BOR R =R R
W A i e 2R 1) N R A R P R A R 1 T, O A
P 20 G A f 23 Br 1 330 I o A 9 B L A6 2K
S UL I A T3 9 I 2 B A B (4 B RA R AT ]
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