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Research on a Full-Factor SDN Fingerprint Attack and Its Fuzzy
Confusion Defense Mechanism
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Abstract: The “three-layer two-interface” architecture of software-defined networking ( SDN') enables attackers to
infer fingerprint information such as network type,controller type,and key flow rules by analyzing the round-trip time distri-
bution of packets. Currently SDN fingerprint attack and its defense research are not mature, so this paper constructs a full-
factor SDN fingerprint attack chain. Then,the probabilistic scrambling mechanism and controller dynamic confusion schedu-
ling mechanism are designed in the dual time dimension respectively. More specifically , the gradient probabilistic scrambling
and optimal confusion scheduling synergistically promote the information hiding degree of SDN fingerprint. The experimental
results show that the mechanism can effectively hide the SDN fingerprint information while reducing the impact on network
performance.
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1: Calculate idle-timeout and RTT,,,

2:fori=1 tom do

3. wait period > idle-timeout seconds

4. send a ping and save ping time

5:end for

6 Calculate the average of saved ping-time values RTT’

7 : Compare RTT'—R’I‘TJ‘,g to the processing-time entries
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Input: Hash table H; Average RTT rtt
Output ; Scrambling packet with delay time dt( packet; )
1 :while TRUE do

2. packet;«— receive a packet

3. index = hash( extractHeader( packet;) )

4. if the index of packet; is not in the Hash table H then

5: H. add(index)

6: H(index). Counter «<— 0 and H(index). Tag «— 0

7: for NumTag =0 to m do

8. setDelayTag ( Flow ( index ). Packely,,r,, , genProbability
(NumTag) )

9. if the label of Flow(index). Packety,,r,, is Delayed then

10 delay ( Flow (index). Packety,,r,, , random (0.5, 1) = rit)
to proxy

11; end if

12; end for

13 :end while
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Input: The dataset ( Successful attack interval time series sample) D
Output:; The list of scheduling time series ST\,
1:while TRUE do
2. Colletct state information INF from master controller and data plane
Estimate scheduling cost C; and attack loss L, based on Step2
Fit a distribution F(¢) based on D

if Cannot match any suitable distribution then

else
T «— deriveTime(D,C,,L,)
end if
10:  The elapsed time since the last controller scheduling ¢« 0

11:  while t,,,. <T do

3

4

5:

6: Scheduling time T «<— meanValue(D)
7

8

9

12 if Percentagepy,, (counter<3) > Threshold in INF( HashTable) then
13. break

14, else

15; Update ¢,

16 end if

17. end while

18:  Update ST}« ST}, Umin(¢,y,,. T)

19: Start the controller scheduling based on ST
20 :end while
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