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PUF Design Based on RRAM Delay Unit
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Abstract: With the development of technology, information security has been greatly challenged. The Physical Un-
clonable Function( PUF) circuit is a new type of key generation circuit. Resistive Random Access Memory ( RRAM ) can pro-
vide a source of physical random entropy, which makes the PUF physically impossible be attacked. However,in the RRAM-
based PUF design,the RRAM delay unit’ s test response pair( Challenge Response Pair, CRP) efficiency is not high enough.
In this paper,a PUF structure based on RRAM delay unit is proposed. The delay unit outputs the resistance of the RRAM to
the inverter to form a delay of the pulse. Finally,the determiner determines that the two pulses are in sequence and is coded
as “0” and “17,this is the output bit of the PUF. Based on the RRAM delay unit, this paper designs 8-bit, 16-bit,32-bit,64-
bit PUF. These PUFs greatly improve the efficiency of PUF RRAM cells under the premise of ensuring good randomness,
stability and uniqueness. The experimental results show that the design can effectively improve the efficiency of RRAM, so
that PUF can prevent external attacks better.

Key words: physical unclonable function ;resistive memory ; CRP efficiency

2= AR BEATL I M — P A AT S, s 2 T vkl o A% 8 U5

ARECPUF J7 7= A 1) A 5 6
LA e 2k A i g ) DR AT A AT

R B G A R S T, o T LB R E
TR 2% N BRI B 3 5 AE TR B e . TR I
FEA T R RN (7 2, B PUF 4 B AN T v e
PR, 3X — M e 7 Pappu™' 7 2001 4F 1 S 4R i, 9F
FIFEE 23 T PUF 19 22 G IAiF 26 1 . PUF H,
A LR 1 5 02 00 s vk 7 A B 4], B B

Wik H #1:2019-11-21 5 f& ] H #1:2020-02-20 ; T4 £ . T 24 5
HATE  EYI T 2ERE R H (No. JCYJ20170412150411676)

HAT, KZ% PUF HL B2 AT L 20 sh SE iy, &
W T T F AL 45 3R IE 4R ¥ A (RO-Ring Oscillator ) %!
PUF, {1 #; % ( Arbiter) % PUF FI7E 6% #% & PUF. T
PUF {4 g e 7 T v 4 il 1) ) 3 2o 72 v ) 3 2 5500 72
Ak, Rt PUF H, % B 76 0 5% Fir A Pl B 40079 LA & 2
WEWEOLT WAl e A i 58 2 AR R 1) PUF Hi i,



1566 H, ¥

2 yp 2020 4

PRI PUF H i AT AR 1 4 B e o

— A A ( Challenge ) $258 25—~ PUF HL A,
PUF 257 H AH W 149 51 4 151 13 ( Response ) . 33/ Jij 2
DA_E B 300 00 52 2% 0 ) B R B30I LI, T 34 4 34 o 80
A AR S ME— 1. —4 CRP 1] LAfER PUF LK AH
IO BB FI R B B S A R S (N 1 R )

AT A L4 7 7
—_—> PUFs >
TR Py A i IR PUF S2451] AT 0 i L e

PUF1
C » R,
PUF2 +
C I > R,
I +#
|
PUFn
c » R
ENGITOE TNl AHTH] ) PUF S2451] NGO TR
PUFx
C, » R,
PUFx %
C I » R
I H#
|
PUFx
G, > R

T PUFHA 4 A8 i L i 17

RRAM" " M & i L 1 22/ 1 1971 AR,
I T 2008 4F H BLAE( Nature) 7 Ze i 1 3 1R % F24R56
FF) T RRAM $54. RRAM {74 25 BEL 75 FIG BEL 25 179 BEL 1
HREA —E W BEHLIE , 3 7 FE 0 25 AR B 19 13 ) A7 1
—SE B , L Ay 4 B BT e R KT T AR A T
PP . RRAM 76 T2 b 4% # 6 JF HL 345 CMOS T
O BLASBRH -V R 2R an 1A 2 B R, A DL
LA MR B [ 3 T R — Ry 4 A X
PRS2 X 2 SEL 245 DX A B e DX, LA 2 e W 3
o — 7 RIS A 7T AT BELAS AR T 0 s 2R

RRAM SR AE7E 25 BHLZAS AR 25 WA s ik 2s L (1

b

o | 2

7

& :

- =

V_reset {L\\S\y‘\* i

& V_set

&
=
T
=
=
=

v
48]

P2 BHAR A i) [T it £

R IRBRAS (9 BELIE S0 AE AEBEALE ™. 1 3 2 % 100 4
RRAM ST ATl A5 2 m (R BHAS i B AE /3 A 1§ 0
PRI LA ) RRAM (14 7 BH 25 AR BHE 25 FELAE REATL 7
GRS

1.2

1
0.8

0.6

0.4

0.2 J
0

1000 10000 100000 1000000

BifE / @

3 RRAMRBLASB {57

RRAM 1) BEL{E Bl AL 2 7 A 8 42 4 40Uk i A0F 9% 2
7. Bl RRAM &1} PUF 9 2 Bt
FE e BHL AL B 2K | B A R 3R T 2 B A o s B
J7 2 OFE A7 RRAM 52 3t )y =045 76 m B S 8 X 1,
Yangsong Gao' " 45 A 4 7 — i 3k H 30 5 4 1 10 3R
FAR % %% (CM-RO) % PUF, 7& 40 x 40 [J RRAM [4%] |-
LSBT 31200 4> CRP; Pai-Yu Chen''™ 45 A 42 H 51 i
TR A th T 28, £E 1024 x 1024 ) RRAM [
G ESCEL T 107 Fmgen) CRP(E8 T i A2 58 Ha i
)55 2% & ; Karsten Beckman'"’ S N ELER I T % RRAM
BT R 2 I IR B HE BN BA G Y T i 0B AT PUF 3T
TE B B L R 44 )7 X 1, Chen™ F1I 124 RRAM 255 4)
JHe v A (1 L PR, RRAM 2 o Bt AL i8¢ 8 o BHL K
BHKE4T PUF 3. Wenjie Che' ™ 42 Hi T — Fh 1 31
FARST G PUF B €, J7 G216 40 x 40 [R5 1= 5
FE52H T 1600 4~ CRP. Daniel Arumi''® 25 A 531 T —F
e i ITIR (441, 38 33 717 RRAM sS23 PUF %319 77
2 7E 256 x 512 [lFE5) |S2BL T 65536 4 CRP.

2 ET RRAM R 8Ty PUF &t

AT RRAM {545 BHL 25 BELAEL b AR B 25 BHL{E 2 A 3 FBl
L BT RAFRATTAE PUF B3t 24 v Al RRAM (1 5 BHL 2
R A HL 5 1 B AL A DR T

LB ZEA AN 4 BT, A 43 Sk B30 4 AN A
o 0 R — A S e A e A% B 6 [ B A B —
AHIR] A5 5, fe 2830 2o AN (] (1) B B 5 4 1) 3K ) e A B
FRY A At T ) DR A e U2 ok 4 e A% B 45 5 03k 1Y
SEJG T, M H i 6 — 2% B ) 308 A5 4 15 P €
Cy oo, C o, A PUF [R5 A S, T 4 0 7 J2& PUF 1y
it oty B AR AR A E AT E A A B S R IR A, T
BRI AER Y RRAM B ek 4 .




%08 ¥ HF T RRAM ZEI $5THY PUF #5631 1567

g A UE B FE B ~ ~ (AR
Y al G Cor | i
it
T

FER BB —{SE M b} - - | ﬂlﬁlﬁm
C C

2 4

%14 RRAM PUFJ7 4 Mk g5 7]

SER LA 5 s, g1 A FFAT 9 RRAM 50
PR, TIPS 2 1 | 2R HEAR RIS 1 2 2 2y

Bes IR k. 585 A G 520 C I 2 ik e FH L
BT RRAM Bt B H — A TR, B4~ 2
PRI M2 V_RRAM Fll V_reset, [fij33X P % 22 [ 6 4%
FRAN 2 HE o Ao gR L A [l — il V_cul. V_RRAM
J& RRAM AT 32 L JE, 7] 4 RRAM JE47 35 1% 30 1 352
5 V_reset j&- RRAM (1) 5 B Hi HE, AKE RRAM BH(E I3 &
ShrEg BHAS. WA 22 1650 28 W7 B ot 43 304 AL GND Al
BIH N —A> 2 3 1 22 B PR (0 5 A .

VDD

(=] -E\\ e
é EJ e V pulse AL Pk
3 g
Moo=
Vfct(‘/ Vctrl
V RRAM | - |
g o
o—trong—:< | |
V reset c
® <= ‘.—{ || | I
\'_ctrl/( V*Ctn\ GND |_ o _J_: o _|
GND

S SER s

2 V_ctl g 17, 2 B PE PR AR VIR B V _reset {5
-5 0L [ i 22 o3 BC 4% D) e 21 GND, 5138 i fH
524 Voeul g 0", Z % e FEAR DI 3] V_RRAM {5
M5 IR I 2 % B VI 2 5 R — A 2 B k4%
Tor I B L TR — > 22 B 4 g A 4 o g U
LA U RIR N Kl B o B D (B € R
RRAM B0, 2445 il 5 “ 07 I, 2 4% 1 i 1) RRAM #
JG. HBEIUKE RRAM At B BE(E A 32 i it i 7 53
AT — G0 SE I R Jf, TO O A R R S8 ) by — > P U
BRI — A SO A M B — 7 Tl A A A B K RRAM 3
LA 55 SO 42 3t i K, o — D il e B
TUBERY L], Al LUK RRAM 850 352 H 30 50 K L3
RRAM BH{E 5 | O B2 LI R /IN AR 22 55, (o H A B
R, PUF TAE B IR . RRAM .50 i B BH (i 8 o
FRL O A S R 45 ) SE BT 18], DT PR B REATL .

20 B PR A R 22 I TC i AT 2 ALY, ph AL ]
Fa R, PRSI AUA 5 AN 2 R B0 20 i e % 4 AR
S W e s L VA VA R R R USSR
E 755/ PUF BERS IE B TAE. & W 5058 4 S A 4%
F i A S R 8 S AR B | JF TR M 2% 04T 19 % i
R 6. — IR [ 8 Ik o £ 5 DB e 7 i S B BG4 [
R A A i [+ o A 80 7 2 S I 3 0%, e 2 B 4
DAL g A . ) b A AR Bl K b £ S 2R 1 S S
IG5 1 W 7 P i 1, B PUF (14 £ g 1oz, dan SR 1 i i
K S E I A PR i 175 S WUl 07 A

PRSI b PS5 TR B ik K 4 K,
[#5] 2 B [] SR A B AT 7521 PUF R (6 fry i L e 1.

Y A — A e R, 3% PUF 55 4% LR 25 3R
TAE:

(1) g (reset) BBz : o RRAM (9 BEAELZE =5 BHAS
W REHLS A0 B T3z, B LAFRATTAE 86 PUF &3 HUAR|
FH RRAM 55 BHR 25 0 Bl ML 2. B DA i e JAT] 75 24
PUF HL g% T A ) RRAM B0 8 = BH, BPFE V _ctrd
W17, X FE RRAM B350 — i $ V _reset, ) — iy 4%
GND, AT reset 2y ey BHLAS. (AR 1T AL A 42, X — 4 A4F
ST B XA RRAM BT HEATERAE Y, o 0d L 4RAE
J5 PUF Hdg—> RRAM S0 i BELAE A [ ok 1, Bl
J I BT 5 — o AR AR LA 1) Bt B A1 22 S 2 B
k.

(2) % AR e B B B 2 24 A 7 RRAM S s #R
reset N EPHAZ G, ¥ Voctrl IH 807, 3XH: RRAM
JUSLFI SRR LK V_reset A1 GND Wi, #1552/ e V_
RRAM FI'F —2% £ B4y Bl 4 8. ZE LI B TP AR —
P22 PR A A B, A FEW B ITH A A T
—r, R A N PE T ASE B RRAM BT
PGB, I RRAM 55T BHAE A A [R1 AR G044 B0 A B4
FERT HLOT Y BASE B 2% 5 b #5 PUF B3R 46 n
RRAM 50, BN E AT BAOTTHAE 2 A, Wtk PUF & n/4 9%
(1), AL n/2 ASFERT BT, — 2 AR e PUF
() n/2 /> RRAM 50, BITE R —BirBt n/2 4> RRAM 50



1568 H, ¥

EE ¢ 2020 4

S5 TAE, B n/2 AN B L, i PUF 1
CRP Fll RRAM FLITHE ¢ ZMERG A (1)
CRP=2" (1)
FATH RRAM PUF H B rp~F- 3554~ RRAM HOGR]
FEAE ) CRP £ O RRAM LG CRP R0, AR i)
219 RRAM 50 CRP 5% -

‘ 2T
CRP %l%:? (2)

(3) gt e 07 7= A B BB - 24 T A SRl D 3
H1 ) RRAM RT3 45 A I B AR b 2 5, AT FE
255 WA 25 A% i s A2 1) B i s A\ — D Bk i E 5 V _pulse,
V_pulse 3l PN HAT ) LE B A% i B AR 2 5 AR
B H) AR 0 5 A A iy, e 245 B P g SR, R — £
B I 7. 2% 35 R T % RRAM 14 LA 22 5 R 30k 4
A~ RRAM UG 10 2 HE 3 22 5, 44 v WL 0 8 A 2% o 2
PRI A JIE B BT JE 1) 2 55, B 2 R B A e 2 SR 1
1 RRAM (%) BELE A7 78 BE AL , 4 s i) 07 A7 78 B
HUPE, Xk >k PUF (9 B 02 D RE SR AL T 0 #%

3 FWE®

AT T H o [ B SMIC65 T 2% , 7E Cadence {}i
BT EAE XTI R 7 RS BT T 45 3. A3
SR RRAM 55750 Sy b 53¢ R 2 e 38 0 2 R 0T $H A K2
B4 TF 1% RRAM Verilog-A 717!

3.1 RRAM FEHEHFE

RRAM BHAE A BEALYE 2% RRAM PUF #3114 218
FEfly, PRI LR AT i S A T 0 IR S 5 L AN 22T K
BF, RRAM S ARBHAS ; 177 24 5 HL 240 22 455 87, 0] RRAM. 22 5
B A SO F G RRAM AERUAZ Ol 2 X S L 4 22
HITE B S WA T, LB AL 2 = e A 22 i K
SR IR EEITOR

F A% 2000 4~ RRAM HLoG ] Bf #4717 RESET #
W,H%Eéiﬁwhﬁﬁﬂ St A RRAM PR IGHE in— 4~
R RE SR -2V &5 R 20ns [ 4mf i I, Bbad #E il RRAM
i&ﬁjﬁmﬁﬂ?& X il i — 4 e BE R 100mV A 32 HE
JEEH AL 5 RRAM [/ HL A, HEA T3 H 3 2 5 ]
138 RESET Z J5 () BHAE. U5 L5 Rl 6 s, /LA
th RRAM 556 g BH A ¥y BEAEL B 153 47 72 900K ~ 3MQ),
ORISR JE 82 PUF 310 5 A 4 B .

3.2 EBTERITINEERE

FERF BLTCAZ L J2 F— 1 SR 25 TR 3 5 4 i, 45
A 7 s, AR RRAM B 0B $6 J B0 400 11 FL BHL
FEXFAS R BHLAELIR 25 9 4 B 75 450 200 45 900 3k RIS 42k
ST AT T fel T ) RRAM A5 2 HL 285 BEL{EL Bt b1 3
VL HETE 900KQ ~ 3MQ, fT AR AR B BH 13 & o0 2 1F

3500000
3000000 eaaeias
2500000 eiatd R
2000000

FRfE/Q

0 500 1000 1500 2000

K6 RRAMEPHEHLIE {5 & &

VDD

VIN

v |

V_RRAM

GND
7 SE T A

100KQ M\ 900KQ F| 3MQ, -85 o 3 85 LL 49 15 o0 1: 3
X Dy REHEA T

MR ZE R 8 fran , WEE R vl LUE i fH
M\ 900KQ LUA5 i 100KQ 3 F| 3MQ iy # o, 18R
BFIRITE 1ns 2| 3. Ins Z[A], Horp 8] B PAS4B 3R i 4 2 [R]
(AE B 22 AF 1+ L R B0 31 E B B0 45 9. BH M 5 48
100K QY , ZE B DU 24 $2 755 JL -+ S BB, VI S — AN B2l 1V
F)_E T K i, V3 0.7V ) RRAM 21 JE.
3.3 BEMLIE

FEAILPE R 1 & — 1> PUF H B AE S o e g v 45 31

“OTFNLT Y RN R A TERAE LT 07

AV B PL S 5800 T r  Fon B p At e )
PUF S5 1 A4 1) 2 A 55 @ 7 9 ik il (L. Fiﬁm
PN (3) Frs .

Randomness =

i 2ri‘l x 100%  (3)

P X qi=



%08 ¥ HF T RRAM ZEI $5THY PUF #5631 1569

vin —% - R=900k —a-R=1200k ---x--- R=1500k

—:-=R=1800k =----- R=2100k —e— R=2400k — + - R=2700k

EENEAY

[5F1E] / ns
P8 EM AR

FEARE LT, XA S EIWE A 50%

p: PUF S A5y v 1 ) S 9 057 45

q : PUF S0 A ] & 19 550

64 3 PUF Xt — 40 A8l 59—~ H e o7 2%
YESRZE 0], L 9 AT LU Hh LA s e iz 43 A HAT —
BEALE:.

1.2

L0 compe ENGIGEEED @D 60 ¢ED ¢ SLIBED & G
0.8
= 0.6
0.4
0.2
0

0 20 40 60 80 100 120 140

i o 87 A7
519 6403 PUFREHLIEfT EL4E
XA [) A5 501 Bt AL O Bk e e 103 25 SR 5k
1 s,
F1 FEAH PUF BEENEREER

Br 8 16 32 64

Rt AL 50. 20% 50. 10% 50. 15% 50. 17%

BEBLIEFCZR T PUF S w307 Fn 17 i JL
B ABENR 07 B 17, 75 W0 25 5) 4 et #4 s g
NEEESE BT LI BEAR (A R 102 50% , NF= ] LU H i
RRAM PUF 770" #1°17 By H B LRI HE 50% £ 47,
ZEANEIT 0. 2%  ZF BT T AR TR S R IF R BEHLE.
3.4 BEM
FE M XS8R 2 X T [A — 4> PUF H %52
], 75 AW AR R AR [/ ) s 17 R BT, it o i
PRIFRRE B S). W REPERT LA (4) PR
" HD(R,,R.,)
—— T 100%
(4)
e 25 5 AR [ i AN A% LR BB AR A

Reliability = 100% - L

t=1

PUF el B2 11, R, 0137 24P, S5 910 o i
SRR IR TR R WA, IR 2 % 3R 8. SAJ5 13
e AR RS, 15K [ 1932 13 36 8% T A% % PUF
B S Ot R R, A8 BB s
LI AAUCORE HD (R, R,,) W4 th i 5L R, A R, 2
Il F T BB S , AT R R 1009% , AT
S BIEE. 1 X0 A0 7 MR d 2 8 Ot
10 fi7s.

101%-
100%1
99%
8%
i 97%
£ 960,
95%
94%
93%
92%
91%
90%

270 275 280 285 290 295 300 305 310 315 320 325 330
R /K
510  PUFAREMEZ R

A LUF % PUF foo@ PEZEARIR IGO0 T & T iR 1%
i, IEAE IR IE 771 20K A5 B RE IR R AE 96 % L .
3.5 ME—4

ME—MEFoR 02—~ PUF S2fipf B & 5 H & PUF
S X A FER A RE J7. 24 AH ] ) Ak [ B A EIA
[F]F%) PUF SCAFE 3 46 PUF S i i o7 7 12 45 N A
[F], 133 S EOUE: FR A (7] PUF S50 1 i 1S e 7 22 () 7
J TE) A B ( inter-Hamming Distance ; inter-HD) -4 ME
e . FRAREOL T, ME—PET N 50% |, 3% B A TR
gy AR IR A BRI 1B B0 T, R B P 8 T[]
PUF SZA81 i K-~ F- 20 AT — 2 A AN [R] B AR

WER R, AR, 2P AN[R] (14 PUF SE 451 4 4t il
] £, B FEAR A AU S5 0F T ME—PEan = (5)

=& HD(R,,R,
Uniqueness = lT 2 z (R, ])
o

HEE

HD(R,,R;)J& R, Fll R, Z[A] 3L B 5

k: PUF S B4

q : PUF S5l i) 1 [r] 52 () 47 5K

FEET X ME— 1 9 5 b, FRATTAY > PUF SE )
XF AT B 43 SEE X 8 i, 16 037,32 i, 64 i )
PUF #4755, 3% 2 &2 14> 64 fi PUF TE4m AW ih
41 000000 Hsf AH F. [ 70 B B, X B 1 T B IE — 3L A 64
41, X E AR B E A 5 e 2 B vE— PR A,

B 11 4eit T 64 fir PUF 52491 22 [ 6 50 BRI A o A
0L, MR 3 W2 & A A A A5 RRAM PUF A — 1 (1)

x 100% (5)



1570 H, ¥

N 2020 4¢

BZGT AR, W LR 1% PUF J5 S M — ik
50% (i Z=E AR IE 0. 8%  HiA RLAF A ME— 1k
F2 464 fi PUF ZEHIN 000000 B HY3% A B8

B o X y/2 TR SCHT R 7 50 /2 FRHE AT &
FIHAB SR T i 7 G832 T L , X LR 28 SR AN 3% 4 IR,
4 £J7E CRPHES RRAM B8 n ZHEERIR RRAM 5T

1 |23 |45 |6 |7 |8 ]9 ]10 CRP 3%
1| 0 |29 |37 |35 |27 |31 3239 35| 27 SCHR Y % CRP 3¢ LS
210 | 0 |36 |64 [30]30 |37 |32 |2 | 28 LR 272 2" /n
3 0 0 0 | 28 | 34 |38 |37 |28 |36 | 64 [11] nx(n'?-1)72 (n"? -1),2
4 | 0| 0| 0 | 0 |34 |34 ]27|32]|38]| 36 [12]  |[nx(n"?=1)logn'?]/2| [(n'? =1)log,n'?]/2
501011010 |0 ] 0|28 31|33 ] 30 [13] 22 22 /n
6 | 0|0 | 0|0 | 0| 0 |33 |34 ]34]|26 [14][15] n 1
71010 0|0 0] 0] 0 |3]3 |27 [16] n/2 12
T E N B 12 (a) . (b) 4 T % RRAM J5 % CRP i
wlo ol olo 0ol o0 o 0 RRAM et i3 K i 26, 7T LA 2 RRAM FLog
BOE A 2 D ZJEA T ZE0 CRP $iit T4 4 i
10.00% A LR RRAM PUF %3175 %, RRAM FEIG Y CRP %%
-y FALZE RRAM Kt 0k 4 2 J5 b F 90 8 18, o Ho 7
5 7.00% 1t 20 DMK Z J5 A T Ih LA 2000 ML I 2t
5 oo HRILAETE SR RRAM $EABCREAE S bR BT
~ 200% AR WL 5 — 7T, BARA T SN SCHR [ 13 ] v i 52
3004 BRI CRP S K IR R, (01 F 0 56 013 ) T 5| Atk
L0 I I| | | I 7 AR 250 PUF BYRENLYE, 3 B B E B AR
e bttt i 42y 5 A P59 3 19 7 2 6
WIS =3 S 5l 23 R B 52 5] FL 25 1R 5 .
FE11 640 PUFME— PRI H I T L%
F3 AEMH PUF E—EHESER 100000
Hfis 8 16 32 64 100001
M- | 49.69% | 49.48% 50. 42% 50.21% 5 10001
22‘ 100
4 CRP 3T L4 47 S
&

AT R RRAM STHOR A n, iy T8
SER]FITHAPIA RRAM TG, AR S A 9806 19 S A
0L, 75 PUF (Y352 O A v 8 P A BT 0 5E 1 — N 1E
AR, BT EIR I CRP Bkt 27, DR BUH K.

SRMAESCHRL 1L ] o R LAY S — > v x oy 1Y
RRAM [4:31], WIAR S T AR O AR 2 AH ) £ CRP DU «

Xy x (y — 1), MATHIATAER HE CRP S o x (27 —1)/2.
205 RRAM B AR n, W% PUF J7 %19 CRP % n

% (n™ —1)/2 1) PUF #1419 CRP $chtAgE RRAM 250
BB, DL 372 WO THGR  3XANHERK BE HAS AR .

[RIFEMB 1 RRAM 541 475143000 A« ATy, 76 SCHik
[12] R4 B FE FH N x N (5 H: CRP 2y NV (N -
1) log,N/2, H. CRP & ] i1 & K [ n x (n'? = 1)
log,n'?1/2; SCHK[ 13 ] (%) CRP $it Ay 2n/2 5 SCHR [ 141 F0
[15] 19 CRP 0 o x y, [ FE Y 217 50 AH S5 I, 4
RRAM FEICEHCH n B, H CRP 24 n; SCHK[ 16 ] Y CRP

PUF{i %k
(@) ATTEECPRELI FERRAM HLTHE £ K

10007 —m— A% SClk[13]
— o= 3Gk
o] o= 2]
m —..— SCHR[14]. SCHR(15)
ﬁt — - 3CHR[16]
ES
= 10
© oe® esssseeeseses
. .':;:_._’_._._._...,44-044-0-0-4-0
13 R R R T S
LE S = B o B o o e R S S B S B R S )
&
v,
011 @
PUF{ %
(DA ZECPRACKBERRAM TS HIH K
[#12
5 %#ik

RATALARE % CRP BCR ARGl B 1 T 61
KRR, SRS PUF 1046 5002 MR T T (5205600 5 1
£, H LA LSS DR i, A AT LR B



%08 ¥ HF T RRAM ZEI $5THY PUF #5631 1571

HLIE | 0 — Pk BRUE PR AT 52 T, 8 350 A [R) B0 g
RRAM BT AT, CRP I3 K T AT %8, F A
1E58 PUF ] EJE 9 W s, 3k %) PUF [ % g — 4>
A H HEAPRIIE.

S 0k

[1] Herder C,Yu M D, Koushanfar F, et al. Physical unclon-
able functions and applications: A tutorial [ J]. Proceedings
of the IEEE,2014,102(8) :1126 - 1141.

[2] PAPPU RS. Physical one-way function[ D ]. Boston; Mas-
sachusetts Institute of Technology,2001.

[3] Oliver K,Markus G K. Design principles for tamper-resist-
ant smartcard processors [ A ]. USENIX Workshop on
Smartcard Technology [ C |. Chicago; USENIX Associa-
tion,1999.9 -20.

[4] Li H,Gao B,Chen H Y H,et al. 3-Dresistive memory ar-
rays: from intrinsic switching behaviors to optimization
guidelines [ J ]. IEEE Transactions on Electron Devices,
2015,62(10) ;3160 -3167.

[5] Jiang Z,Wu Y, Yu S,et al. A Compact model for metal-
oxide resistive random access memory with experiment ver-
ification[ J . IEEE Transactions on Electron Devices,2016,
63(5):1884 —1892.

[6] Chua L O. Memristor-The missing circuit element[ J|. IEEE
Transactions on Circuit Theory,1971,18(5) :507 -519.

[7] Strukov,D.B,G.S. Snider,D. R. Stewart et al. The missing
memristor found[J]. Nature 2008 ,453(7191) ;80 - 83.

[8] Lewis D L,Lee H H S. Architectural evaluation of 3D stacked
RRAM caches| A]. IEEE International Conference on 3d Sys-
tem Integration| C]. San Francisco:IEEE,2009. 1 —4.

[9] Jiao B,Deng N, Yu J,et al. Resisitive switching variability
study on ITIR AlOx/WOx-based RRAM array[ A |. IEEE
International Conference on Electron Devices and Solid-
State Circuits[ C]. Hong Kong:IEEE,2013.1 -2.

[10] Wei Z,et al. Highly reliable TaOx ReRAM and direct evi-
dence of redox reaction mechanism | A |. IEEE Interna-
tional Electron Devices Meeting [ C ]. San Francisco:
IEEE,2008. 1 —4.

[11] Gao Y, Ranasinghe D C, Al-Sarawi S F, et al. mrPUF.
Anovel memristive device based physical unclonable func-
tion[ A ]. International Conference on Applied Cryptogra-
phy and Network Security [ C]. New York: Springer,
Cham,2015. 595 - 615.

[12] Chen P Y,Fang R,Liu R, et al. Exploiting resistive cross-
point array for compact design of physical unclonable
function[ A ]. IEEE International Symposium on Hardware
Oriented Security and Trust[ C]. Washington DC: IEEE,
2015.26 -31.

[13] Beckmann K,Manem H,Cady N C. Performance enhance-
ment of a time-delay PUF design by utilizing integrated
nanoscale ReRAM devices [ J ]. IEEE Transactions on E-
merging Topics in Computing,2017,5(3) ;304 - 316.

[14] Chen A. Reconfigurable physical unclonable function

based on probabilistic switching of RRAM[ J |. Electron-
ics Letters,2015,51(8) :615 -617.

[15] Che W, Plusquellic J, Bhunia S. A non-volatile memory
based physically unclonable function without helper data
[ A].IEEE/ACM International Conference on Computer-
Aided Design[ C]. Austin;IEEE,2015. 148 —153.

[16] Arumi D,Manich S,Rodriguez-Montanes R. RRAM based
cell for hardware security applications[ A ]. IEEE Interna-
tional Verification and Security Workshop[ C]. Cantabria
IEEE,2016. 1 -6.

[17] Li H,Jiang Z ,Huang P et al. Variation-aware , reliability-em-
phasized design and optimization of RRAM using SPICE
model[ A]. Design, Automation & Test in Europe Conference
& Exhibition[ C]. Grenoble ; IEEE ,2015. 1425 - 1430.

[18] Guan W,Long S,Liu Q,et al. Nonpolar nonvolatile resis-
tive switching in Cu doped [ J]. IEEE Electron Device
Letters,2008,29(5) :434 —437.

EE® T

¥ F UI,1989 4R 3 AR, TR =TTk
N B, EBERFTE T 6]« M BT 1 P
E-mail ; yangxuan2698860@ sina. com

RESZER J5,1995 4 1 H ik, At
N B AR, EE5TT [ PUF LB BT 5
A
E-mail : 18041379956 @ 163. com

BNRBEIER) 55,1975 43 A4,
Blpi Pz N, 18, AR 2 RN 5 2L Be
Yz, WS, FEOROUR 1C B 5L, T
ROtk 5 k.

E-mail ; cuixl@ pkusz. edu. cn



