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Abstract: How to create an identity-based encryption (IBE) scheme with tight chosen-ciphertext attacks (CCA) se-
curity based on the static assumption is an open problem. A publicly verifiable anonymous IBE scheme designed in the stand-
ard model claimed that the CCA security of proposed scheme was proved based on the classic static assumption. However, in
this paper,we demonstrate that the previous IBE scheme cannot achieve the claimed CCA security because the ciphertext was
extensile. In other words,a valid encrypted ciphertext can be forged by any adversary from a known ciphertext. To analyze
the security of the previous IBE scheme,two methods are proposed based on the criterion of ciphertext equality. Additional-
ly ,based on the analysis of the previous IBE scheme,we point out the shortcomings of the original security proof.

Key words: identity-based cryptography ;identity-based encryption; anonymous ; publicly verifiable ; chosen-ciphertext

security ; decisional bilinear Diffie-Hellman assumption ;standard model ; bilinear pairing

1 5|5

7E Crypto 1985 1, Shamir "' G| i PEHB AR T 5T 5
1y B %% 85 2% ( Tdentity-Based Cryptography, IBC) F#% &,
FH Tl TR A 0 T B e il A0t 3 5 24 ) k7 ke 194 3 43
PR AR L IRIE A I 5 S5 )8, 7 IBC v AR s

SR FI 391:2019-01-11 5 {8 5] F 35]:2019-07-04 ; FEAT-Sid - BLHFL

PGy ME— 13 B, (40 Email #uhl, 3% B 65, 1P Hudik
SE)VE P B4, F P A RAEH Hh T {5 55 =07 ED AL
Hz il H 0 ( Key Generation Center, KGC) 1| F F ™ 119 5 1y
FEA O EFAITES R, IBC 1Y FEZH R
TIPSR ABIE A . PR, TBC 2 — b i B 2%
e TR, Wil TG A BN R g b AU 4

FHATH . H 5 &E A& TR (No. 2017YFB0802000 ) ; [ 58 [ 4K £ 2% 3£ 4> ( No. 61802242, No. 61572303, No. 61772326, No. 61872087, No.
61802241, No. 61702259 ) ; PG4 1 SR FL24 L RE AT 5T 3151 ( No. 2018JQ6088 ) 3 “ + = 1" [E F 5545 % JE 3£ 4> (No. MMJJ20180217 ) ; o o g A L A B}

BV % 35351 H ( No. GK201803064 )



292 H, ¥

EE ¢ 2020 4

B S BN I 44 25 W) 8. 2001 4, Boneh i1 Franklin'?' 3%
TR A WA 15—~ 4 52 Y By BRI 3% (1-
dentity-Based Encryption, IBE) #Li , 1% — JF 61 4 T/E#S
B 7R BUR Tz ST, F TS A I A 3 T
Er Oy W0 7 58 44 5 8 R AT U RS RN B 7 )
PERILH S R D DS T B 2 5 B R T 5T
P

Eurocrypt 2006 Ht, Gentry £2 1} T i A B4y
VEF BB 4 TBE #LHI , 43 5130k 51 156 % 1 SC i ( Cho-
sen-Plaintext Attacks, CPA ) %4> F1 3% & %% S I ik ( Cho-
sen-Ciphertext Attacks, CCA) % 4. T £ NS ER
G, N FEAN T B AT R X T R AR R A
2 VAR BN 2 07 58 1 2 2 #EAT 1R, Al 2
VEIZ T S YA ol B IR T R T A9 1 1) . [
Gentry Hi H Ao 55 T i 25 AR B0 AG 1 X 1) 22 42 TBE HIL A
BN T ) DRI ME ) A

2016 4, Jhyfifpake b BRMER] &, SCHR [ 13 ] 368 4]
£k P4 Diffie-Hellman ( Decisional Bilinear Diffie-Hell-
man, DBDH) [a] @iA4) & | — N EAR HERE Y T 2 42 1 ]
INSTFEER B4 IBE J57 %2, JFEFRARDE T Gentry Fr i
FRY 28 T R RE )R SR, A S 3k 43 A & %07 95 A
R HFTAEFRIY CCA &2 IF AR AS [m] PR ) 45 10 45
B R B B Tk O v AT 6 DA A 2 4 PR IR B
FEVEAT T340 04T

2 FgAA

IBE #Lifil ATE 2k i X K CCA 2 R nl
ZICHR[2 ~6,14].

2.1 WLk GT

B RE: c(1°) A I Z 2S5 il 2o
H(p,g,G,,6,,e) , H G, 1 G, FB it KREE p BT
REHE, g WHE G, ERTT, e: 6, x G, —G, & &
T A T AR A S

WL X TFAERE W a,beZ) Ha,beZ BOT;

FEIBIME A e(g,g) # 1 oL, Hb 1, 22/ G, 1Y
HANTT;

APTHRE X AR P,Q e G Le(P,Q) AT {EZ T
2 1] P 58 5
2.2 EMEMRIE

DBDH {i%. % (p,g.6,,6,,e) «—G(1") X THEE
RHBHEE a,b,c,de Z, MZERPINICH

(T,e(g,g)")FI(T,e(g,8)"),

Hr1 T=(g,g",¢",&"). DBDH [ {11y H b7 2 J i
e(g,g)™ =e(g,g)" S nior. DBDH {55 Bk 5 1T 7%
WS =4 BLEff e DBDH [a]8 i g 4

AdVDBDH(°4) =Pr[ A(T,e (g’g)m) =1]

-Pr[A(T,e(g,g)") =1]
S 2, PRI T a, b, e, d TE Z,) B
Bifi BLA2E RORN B33 A I BEHLIZE $E.
i, e (g,8" 8" 8", 8") WLk d = abe
i FRH O DBDH ST 5 75 W FRH: - DBDH JT4.

3 FHARRREUSN

2016 4F, SC#k [ 13 ] B£F DBDH iz #2 it — N 7Ed5
HERCT R AT A TF B UE Y B 44 IBE J5 2 (fTiC N 28 05
RN TET 0, A E R4 R, IS S
IBE HL#| i) CCA BRI X% A T4 4B
31 F=-HBARNEAE

WG, G, B R p MTEAEE, e:6, x G,—G, &
— RN EBLS. g ZHE G W AEOT, BELER a e Z)
g, €6, % g, =g, TEHCT —PUAETE Y B[] G Ay R AL
H:{0,1} " —Z JHob H A ZSHR G x G, itk
BeZ  BAKJF T .

() WG Ak, R 506 7 58 A4 BORE B 1A 2 8K
Params = (g,g,,g, ¢, H) MIEHYIA o

(2) WA S B0y id Az goos B B FASA. W] {5 A
=5 KGC M —AFlblLEL r e 2, H th A B sk, = (d,,
d, 9d3) = (g;gild.rvgrvgid.r)-

(3) . By id MEEE me G, RikH ik
PR BENLEL 1,5 e Z)  IFHT D

C =(c, ,c,,05,¢,,¢5)
= (e (g.g)'m.g" """ g .8 e (g.g) ")
Hrhg=H(c,,cy,c5,¢,). T e(g,,8,) Fe(g,g )l
HIIZ 5, W 3 A5 2R XHE 55

(4) i BNV S C = (cy 0y ,05,04,05) Ja  EWCE
R B=H(c, ¢ ¢y ,¢,) A RIEHFR ¢; =e (g’ ,cy)
e (cyg)? BT, M o

e(d,,c,)
e(d,,c,)e(d,,c5)

3.2 E-HAHERAREHESH

1£ IBE ALl v, CCA 2 4= i X6 A9 56 — By Bt S0 X
B Ik B 00 5% SO 22 S0 B AT AnT B 03 %85 SO0 4 i %% 1)
[a], Lt UL, BRI AR SCZ A0 BT RE IS XS Tk 5
13 (R AT B %% SCHEAT A %5 1) (). X F CCA &2 4
IBE HLI & , A 2% SO R B A I e, BT & T
PITCE ST A 1 & 9% SR R — BT I A 4% 3,
TIAE CCA 24 X 58 — B B, B T REAS 3 T Pk
SR PRAR B Dh i — BT B Ak 9 S, IR Bk CE
PR O T R % SRy R % it 0], B T B I 09 25 SRk R
BSOS R], B I Pk A 4 3R 1587 25 ST Xof 1 1Y) B
SC, PR ECT BE A% 3 T W SRS LR B R S T D 1)

m=c,



o2 M W)a B AR Al A TSR BE 4% TBE J5 SR 12 2007 293

Uip'e
CCA “Zaxfipdl b ¥ AN Rl 3 SC ML 3. A28 -1 77
Frp SO A IR MR R A [R] ) P A A X
AR SCHEATE L (D) AR %SO =2 ADA — A
FARIAITEER 5 (2) AR 3 SCH I T A TR B A A ).
3.2.1 WEHE—

BN AS [ 8 SCHK 56 — b i S, AR 5 4 1 — Bl AL A
T 7 ik, 45 21 07 S AN A FL T A R CCA

2k, AR
X BRI BT (id,m) B9 BIEE S C = (epyep,504,
64705) 7;H\:I:P c[ =e (gl ’gz)lmvcz :gil(l.(IH) ,C3 :gi 504 =

g Mes=e(g,g)" """ BT AUT P hid a0k .

(1)iJr%E,8=H(cl,cz,cg,c4)$ﬂ7=05é,Eﬂ7€7=
e(g,8)""";

(2)EWBEHUE m' e G, ,iT8 ¢| =¢, - m';

(3)% cj=cy,ci=c; Flley =cy5

(OHHE B =H(c|,c;,c),cl) el =",

(S) %30 C" = (¢ ) ,0q,eq,¢5) GRMCE id, H
e =e(g,g)m-m,cy=g"""
ci=e(g,8)" """,

BF Al b % S C)E , BRI A X SC CT I
R AR RN

(1) BUEE s =e (i) e ()8 BT,
Hrp
ci=e(g,g) " =e (g 8)0e(g.8)" "

=e(g” ,g)e (g ,8)" =e(&” c})e (ci,g)".

(2) iy R N 1 i o 245
) e(d,,c,)

“Ve(d,,c))e(d,,c])

,ey=g),c, =g Fl

id - (1+5)

e(g, 8

e(gsg .8 )e(g" " g))
, e(g g Nelg ,g'")
e(g5.8)e(g) " ,g)el(g" " 8))
, o
Slelene ) )
) 1 ,
e(g.e)
Hrpsk, = (d,,d,,dy) =(g5g)" ", ,&"").

ZEEPrR ETHE m IR C,8MF A N
e id Phili %S CR R FIHE m - m" &L,
Ford o] #e, Ml el #e.

3.2.2 WEAEC

BT AN [R]85 SC IR 56 — b X, A 25— Fh Bk
M T ik 48 M- BRI R H T A R ) CCA 4
ek, AR FRT

= (e (gl’gz)tm -m')

=(e(g,8)m-m

3

= (e (gl ’gz)tm *

T G 8 (i, m) A 353 C = (e,
610y aares) T T A AT R R

(DHBB=H(c, cruerne) My =c,” BIA y =
e(g,g)"";

(2) BEHBEHLI m' e G, Rl x,y e Z) 3148 ¢ =, -
e (g ,8)" ~m';

() ¢l =g ) el =] Fle] =g’

(DHFEB = H(c,, b, el el) Flel=y" e (g,

B (x+y)

g) .
(5)HHESC C' = (] 05,05, 5 ,00) N id, H
Hie, =e(g,g) "m-m,cy=g"""""" =g

=g " Hes=e(g,8)"

BT A i Oh i 8% SC C' e, BB X8 S CT I R
B R AR AR AR
(1) BAUE% i =e (&, c)) e (cf,g)  REBOL,
Hrp
ci=e(g,g)" " e (& ,8,) Ve (g,8) Y
=e(g” ., g e (g ,8)"
=e(g’,e))e (ci,g)""
(2) % HS AH VT 1 fie o 45
Y e(d,,c)
e(d, ,¢))e(d;,c)
e(gr ,gild (s +x+y)
e(grg! 8" e(g" . g1")
(e (i) m - ) —E B el )
e(g; g e(g g e(g" " .8")
1
e(g:,8™)
= (e (g,)" " m - )= .
e (gl ’gz)
Hrpsk, = (d,,d,,dy) = (g5¢)" ",¢.&"").
ZEEFNR BT AR THE m WAL C
ZHAAE TRFHEE m - m' EEESCC Hp o

=(e (g ,g) "m-m')

=(e (g.8,)""m - m)

#e(i=1,2,3,4.5).

3.3 Z=-HARREWHEMIRESH

FESCHRL 13 1, M35 360 BT 4R 7 S8 1 e R E AT T
FRANATE AL UE B AR 3545 368 J5UAA Ik 9 3 752 119 15 5
BEAT O, 97 3 A, B G TR I B A I 3 A (R
FUR DL, TR A A e T IE A ERIE N ) , Bk
ik

(1) #itafk. B8l o M DBDH {535 i Bk % & 4b i
FIMRL A PERICH (g,8" 8", 8" Z). % g1 = ¢" (B Y
BEERHMBENEL o ZRGEFRY) H g, =" IR
WY RGN T SR Params = (g,8,,8,,¢, H) RGBT
A H0, 1] " —Z) SRR i pREL



294 H, *

EE ¢ 2020 4

(2) BrBe L iz Br Base T Al il vk i AT 2 315K
UK S A b 1) A0 A 2 40 )
WA G L. X — AR B id, e g R— A
WEHLEL re Z, A2 UM L O B 2 41 -
sk, = (d,,d,,d;)

L
—id

:(glr.idaglgz ’gr.idgzil)-
Sr et
id
d, =g1r‘id=g3gl_bg1r.mzg;glr'id_b
_ id'(r—ﬁ)_ a ider
=88 =8,8 5

i o
r=Td rr

d,=g'g, " "=g""=¢g"

b
reid 1 reid-b id - (r=) id -

dy=g""g, =g =g =g .

fif s R R). XF By 4 SO (id, ©) Ik a). ¢
TSR By id BEFT AR B AR BRI ], 7R AR S id X R Y
T Hsk,, , FHE TR AL, Flsk, M % % 3C C, IF 45
NERRHSC m Rk 4y A

(3) Pkl BT A L —ABRER S id ™ TS5 K
HIPEERIE B my ,m,. C EHFEALIL R v e 10,1}, FFF& By
Bl i A B frid T xR RAH sk, = (d) L dy L, dy ),
SRG I BEDLEL ¢,p e Z, FE3E X B 1% SCANE

C; =(c ,c,,04,c,,¢5)

=(Zm, g\ """ gl e (g.g)"

Hrpg=H(c, ,c,,c5,c,).

WR B4 C© 1Y% A /& DBDH Jo i, B} Z =
e(g,g)" 3 C AN

X
c, = (Cl »Cy5C3,Cy ,Cs)

(c+p))
b

=(e(g.g)"m, g " g8 e (g.g) ")
=(e(g.&)m, 8" " g8 e (g.g) ).

AR, C) JRBST m, B— N 80N 8 % S

GnRBL AR C W% A3k DBDH Judimt, B Z &
G, T—HEALCER. XFPEAT B4 C 1%t %
SCRE—NBEHLIE S 50 5% .

(4) BBt 2 8T A dkes & RS A B [n] A e 25
I e o V= WS = Wi W VA S S B ia 3 1 ="
oA CREEXT B K B O 2E 1T 5% 40 2R BRI, S BE X Bk
wik B APk AR 2 SO (1T, € ) EA T R ).

(3) F5I B2 BT A S S X REPLER v AT 0"
10,11 s o' = v, WECT A T ).

SRR B, b IARTE BH I A AG Bk AR B B H B T () A
Wil C WL A ¢, = Zm, B2 U B A FH AL ¢
XEE m, JE17 %, I H % CIe %K ¢y, ¢ M e THE T
THIBENLE ¢ 5 Z =€ (g,g) " Y ¢ RARFIAY, WX T
Bl c MG, VLR ¢ & RHM, H R ¢ J&2k H DB-
DH PR X [n] 28 ) BEAILES. 3R B 3 A2 I BE LR ¢ A

fE A& C BEMLIEIL. 1T g, =g" IR ALEH T ¢, =
gl S I L T 2
TCRESITHR: ¢ (9, DRI A U o i AN 7 9. 258
bR, BARSCHR [ 13 ] 45 T 2T DBDH {3 H ik 1]
WA ERZIE R AR, 5 BUS G 07 SOF A 2
HITRAFRI CCA “Z 41k,

4 ZHig

SCHRLI3 4R T —FhAE AR MERL Y T AT IE W] 4 42 1Y
A TR UERY IBE J5 58, - T A5 Rk DBDH {BIE
W 1% 75 % k. SR, AR SCAE IBE HLI A9 2 4 A
BN XHZTT SR AT T o0 W, A BRAZTT 58 9 A i A2 T
FAFRAY CCA At RIME R T B8 2k T A ik 4 S0 by
M AR TR B AR RO A T AR B
Jiik R T SO ERE P A G B AL.

S5 3k

[1] SHAMIR A. Identity-based cryptosystems and signature
schemes[ A]. Annual International Cryptology Conference
on the Theory and Applications of Cryptographic Tech-
niques|[ C]. Berlin Heidelberg ; Springer,1985. 47 —53.

[2] BONEH D,FRANKLIN M. Identity-based encryption from
the weil pairing[ A]. Annual International Cryptology Con-
ference on the Theory and Applications of Cryptographic
Techniques [ C ]. Berlin Heidelberg: Springer, 2001. 213
-229.

[3] BONEH D,BOYEN X. Efficient selective-ID secure identi-
ty-based encryption without random oracles [ A ]. Interna-
tional Conference on the Theory and Applications of Cryp-
tographic Techniques [ C ]. Berlin Heidelberg: Springer,
2004.223 -238.

[4] BONEH D, BOYEN X. Secure identity-based encryption
without random oracles[ A |. Annual International Cryptol-
ogy Conference on the Theory and Applications of Crypto-
graphic Techniques [ C ]. Berlin Heidelberg: Springer,
2004. 443 —-459.

[5] WATERS B. Efficient identity-based encryption without

random oracles[ A ]. International Conference on the Theo-

ry and Applications of Cryptographic Techniques| C]. Ber-

lin Heidelberg : Springer,2005. 114 —127.

GENTRY C. Practical identity-based encryption without

—
@)}
[

random oracles| A | . International Conference on the Theo-
ry and Applications of Cryptographic Techniques [ C].
Berlin Heidelberg : Springer,2006. 445 — 464.
(7] 2R A5 P, AR — b T B 4y Jin 85 10 ] 26 30 b 235 2
EHE[T]. BF#4R,2010,38(9) 2059 —2065.
LI Da-wei, YANG Gen,ZHU Li. An ID-based verifiable

secret sharing scheme[ J]. Acta Electronica Sinica,2010,38



g

2 W)a B AR Al A TSR BE 4% TBE J5 SR 12 2007 295

(8]

(9]

(9) :2059 -2065. (in Chinese)

W1, £ 7 R AR AR R AT 22 4 Y T O A Ak T B 03 o
TR [T]. B F2#4,2013,41(10) 2082 —2086.

MING Yang, WANG Yu-min. Provably secure identity-
based encryption scheme with wildcard in the standard
model[ J]. Acta Electronica Sinica,2013,41(10) :2082 —
2086. (in Chinese)

HU M X, Ye Q,Tang Y L. Efficient batch identity-based
fully homomorphic encryption scheme in the standard mod-
el[ J].IET Information Security,2018,12(6) :475 —483.

[10] LI X G,XIANG T,CHEN F,GUO S W. Efficient biomet-

ric identity-based encryption [ J |. Information Sciences,
2018 ,465 :248 - 264.

[11] WU L B,ZHANG Y B,CHOO K K,HE D B. Efficient

EEE T

BMRR 51,1991 4 6 A A TR Y
I BRI PG U 2 T SR o 2 B 1
oW S AR E SN N ey B P R (2

E-mail ; yangqiliang@ snnu. edu. cn

(12

]

[

and secure identity-based encryption scheme with equality
test in cloud computing[ J]. Future Generation Computer
Systems,2017,73.22 - 31.

HAN S,LIU S L,QIN B D,GU D W. Tightly CCA-se-
cure identity-based encryption with ciphertext pseudoran-
domness[ J]. Designs, Codes and Cryptography,2018,86
(3):517 - 554.

AR Al JUARHIT, 3B D, XU ARifER AL N n] A JF
SRR R4 IBE J 2 [J]. i 724 40,2016,44(3) ,673
-678.

LI Shun-dong, YANG Kun-wei, GONG Lin-ming, MAO
Qing, LIU Xin. A publicly verifiable anonymous IBE
scheme in the standard model[ J]. Acta Electronica Sini-
ca,2016,44(3) ,673 —678. (in Chinese)

BESCGREEE) 55,1986 4F 4 H g
FHMAENE . B oA S 6. BN
B PY I 24 3 B AL 24 2 Bt e 4 TR, A
E R ACE N ) eIl PR

E-mail ; zyw@ snnu. edu. cn



