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Abstract: Information technology has penetrated into all aspects of politics,economy and culture in the whole socie-
ty. The information revolution has changed the way of communication all over the world, promoted the development of hu-
man society,and made the problem of network security get unprecedented attention. The research on network security has
mainly experienced 4 main stages:idealized design ensures safety, passive defense after auxiliary detection,actively analyze
and formulate security strategies, forecast trend after comprehensive perception. Under the background of the new strategic
commanding point for the power of digital control in all countries, the research on the Cyber Security Situation Awareness A-
nalysis (CSSA) has presented new features in both academic research and industrialization. This paper makes a detailed lit-
erature survey on CSSA. First, it introduces the status of the research and the difference and connection between CSSA and
traditional awareness analysis. Then the logical analysis framework of CSSA is proposed from the perspective of data value
chain. The whole process is decomposed into five continuous stages of processing,including factor collection, model repre-
sentation , measurement establishment, solution analysis and situation prediction. After that,the role and the mainstream meth-
od of each stage are expounded,and the application results on the experimental object and the horizontal comparison between
the methods are explained. The purpose of this paper is to provide a panoramic knowledge of CSSA ,and to provide an auxil-
iary idea for the network security industrialization scheme ,and hope that it can serve as a reference for scientific research and
engineering personnel in this field.
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FLEMBEHLAT R K AT 22 6 (S8 4 5% B, 8 DRI o 5
T PO 445 1R 5 R AT 4 T A ) e G BT L 45 A
3N BB , 5 T B AL 190 4 22 4 A5 B2 i
SRR S, FEALE . Tl R R Petri 9 1
ZEi6 Markov B JRBe 5 kst 700 4

ek R Scheier 25 AT 1999 4EHE 1, H
T LUV S A (1) — b ™ R, T 00 5 T BEA , (L
TRAE ST . T ot PR R 5 Ly Swiler 45 L T 1998
A4 R RS U2 19 52 , Sheyner ™ fd I A6
FRURS I F 7 925 A R T P, Ammann 48 A 03 5t 4]
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W5 T RIUBE L 1R BT, B 5 55 2 719 S 36 I 4% Hh i
i Eve B1 XTI & M55 4% 1 (10.10.0.11) iy FTP
255 EA T Bl i Moy B AR R 8L S (@) 2 TR ALY
g 1815 (0) BT B B AL IA | 2ol P R A
A ELULPE AN 348 BE 7 58 1) 0 i, T EL 7% 5 FH A D5 3k
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-

5 T Windows>
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Network preconditions

Intruder effects

Network effects

End

Attack Apache Privilege escalation (CVE-2011-3607) is i
Intruder preconditions

[User-level privileges on host S|
plvl (S) > user

[No root-level privileges on host T]
pI(T) < root

[Host T is running Apache]

ApacheT

[Host T is reachable from S on port sp)
R(S,T,sp)

[Root-level privileges on host T
pvl (T) = root 1

[Host T is not running Apache]
—Apache

()Tt PR A A A

(b) Wi 2R X A pache i s BT AL HAR

ES  ExF 1SS # B FTPRY I

NI R 5000 A R LR 5 5 R
B2 Dacier ™ 48 A FEL b (5 s 4 AP 75 , 2
TR, Ortalo' ™ ARG F 4RI O B sy T
TURAT KM S4H T RS2 S LR, TE A
LU XA T A, (LA PR AR A R
FEL 2 1 9 R 3, (75 I S 0 8
T AT BT ) B8 10 s Kemmerer ™) 8 O3 1 T 3
TFARZSEERS P 19 AR 7 o, T o B A 45 1 2R
RS — A IGIPIRES , 1A% FR TS 1078 5T R A 1
SCHRT 101 RERBER  SCIR[ 102 ] 9 2 T JR 7T Sk
BRI HS A BHE R 1 13 T , AR 75 0 0 R
SRR T TR (LA 777 25 LB R0 2 T MR 525 I A
F 0 47 10 X0 b 3 0 ke 977 47 22
AT

Petri % ( Petri Net ,PN) Iz Al F/R « A - fildF BT
1962 AF4RH, 7T 1 B HORTT R G154 300 B
#, Fopl AN P (Place) , A8 5E ( Transition) FI
FIAL( Are) 4L, N = (P, T3 F) 76 2 FF PO 7T LA 5 25050

A9 AR AR B TR (Token ) , f5c 401 1A 1 FH 37 5% 2 i 1
Token 75 J4 JI A JE 3l A G 0 P10 350 v 1) 5 i (R BIAR
). AL Petri [ 55 0 25 22 4 25 IR 45 & b R BT P
AR AT I8 1 R SR AR, AL G TR BEB
R GUIRZS S L O A Bk 0 8 IR H G 3, A 9 F
K Ry RS R 1 22 (W) B A7 A7 R SR MK, 2 — T T 5
FHBERS AL i A2 1 A A2 14 )R F0IR 2, — T W 45 1) e 22 i
JI 5 L B0 R AR A A AU 18] 6 JIr s IR 58 2 9 ) S
W25 R 11 i FTP [l 55 2EA 720 idi 19 Petri Net F5
HEMELE AL, 5 42 L Petri Net A7 22 5 1) 2, J3E BIr N AN 2
Token, T 2 52 5y BAR A T ALIE A AR MR Wi 6 7 A8 1T
b B AR B T B Bl U B T e AL |
A LASEAT 2 PR Y PR AR U0 A s I SC IR B R
ASTTHE R AT R AL S AT, B 0 R P XGRS B K A )
ol O] AN [7) 5 A ) A AR SR R (L), U I 2
P & MR A max (0.4 x0.4,0.7 x0.5,0.8 x0.1)
=0.35. A LAE 5, Petri [FAE AT EE AL AR ) EDUL
TR NS, S 3 5 T 52 40, R AT i dealy ke AR i
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WS — BB A5 H, oy A H AR AR 2 4% A 1Y
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S5 75 AT DIARARBE R By 4 A X S 5 7. PSR IE IO 45
o7 0 4% 2 A A BRSO 1 T B AE B SR
W% JZ= A, T EL AT R 4% 2 55 07 40 BT 2l R4 T 22018, 53X
PR R 1T 11 8 5 BE g A A 5 R B S 1, H
OB Jy i 4 v 7 < T 25 G B 1 gl A g A
ARG ELZ AL B S A ik S A B S B
FRACRAAR B 4 5 1.

Markov FL 10 ) HEA FEABJE T — RS FE R H 524
RIPRZSA K45 P SRS TG K, By R Al KA i =/~ %2

AR S & RGP A AT AE B R S BT 2 8 AR 2R 2
5, PR RGNS BRI, Q ARV MR D
fii ,M = 1S,P,Qf ,H5 Markov FI N 7 ¥ 2% 22 4= A5 4
SRR 14 R R AE R IR A5 1 B4 i LR X ey Ak
AR BEAT T, (H X ot 3o o v 2 A AR A R 1Y P 2
Tty B B it , i e n G I R 2 il aE T R &
HOE AL (3 5075 R — 1B AR S VR i 52 iy i 25 28
W — P BRI ), DR — JBORs Markov 55 HoAt 5
TGS AE—RLAE i Markov 19 J5 3% 3R DA R
R, F I 1 — 2 e R AR AR e T A is B A e e, A
TYR] DU R MU 45 B BEAT A 808 -

IR 4 80 e i 2 0 4 o, O SRR
T2 H T 4% 2R G0 1 e B SR IR, 2R — 0 4% A 1 XU
SRR TC T I B F AL E RS 4 A RO T
B B A~ 0 255 45 5 2R G0 9 XU AR 285 k47 A R
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WU P 7 A 3.2 Y SE R 4% rh e B Web i g5 AR
Tk I, Xt o A e 55 i , 50 126 I 55 e B i AR 55 s e
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AR AR R Tl Wi . o R PR IE d5e AU 7 B SR
T G B SR B S KA S 4 A 18RRI L A, , B

w(u,v)

z w(m,v)
mEN(v)

Horprw (o) AR R w,0 ZIBI MR, AT#336 5 iR
AITTIR AR NS IR R DU 0 2% G JXUBS IR 285 AN B B
SRR T R 0 AR S, ] I 052 5 5 1) 254 45 T
R ) 0 A AR S AT 9%, SR FH XU A7 6 A6 B RE 6% 4 31 e AL
B UM ARG £ 75 B A
5.3 EYIRAER

PLE SR SR B SR B4 sl A Dy R 2 4 #Y
BRET S LR Z O W8 R T7 ik, AR J
SRS C A BRI R B ) fifp e 7 28 TER R T
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Z e RE B8 S T — B iRz 1E LUAT By 22 3%, it
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11-File
BT R 2 U R4 5 s
RS BETHETRNIGEER

10-1IS 10-11S 10-11S 10-Apache | 10-Apache [10-windows

0-Apache | 10-windows | 15-SQL 10-Fip 16-Email 10-Fip

3/8 1 /11 4/11 3/10 /11

10-Ftp | 15-Windows | 15-Windows |  15-Rpe | 16-Windows [16-Windows

11-Fip 15SQL | 15-p.pc | II-Telneted | 16-Fmail | 16-Rshd

6/14 8/11 1 5/10 7/10 1

10-windows | 10-windows 11-Fip 16-Rshd 11-Linux | 11-Linux

15-Windows | 12-Windows | 11-File | 11-Telneted |  11-Ftp 11-File

1 1 5/17 5/10 8/14 8/17
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BT P50 R G T EHL S e B 2k
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T DA AR A B2 1 X IO 56 2R, 48t T T A 114 I 4%
24 RTINS R 7 58 it 38 10 12 10 3l 5 B R A
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SCHRL 119 TR N TS e S0k A O U AL 1) 2 H A oK
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AL, SRR R E T I W B SR e~ B LB A fiE K 3%
VR, SR 25 18 52 5 P AR AS T A 2 608 A A B R A ik
P 7 I 2 A, BE T AT RO 5 4 25 i Al i e il
A 1 L B B

6 BrERIl: EEMIL

It ST A% O B R AE AT SR AR 20 AT =2 B 4
2% B A A SR T B B 11 4% AN 2 X 5 A Ak A3 2K
T ALIU. MR P 1 o o 45 22 4 25 SR B AT HL BT
IR BRI SL Y B B2 R A R EDE A Rk 2
0T R R B 22 SR AR (SR [ 1 B2 R A7, 0 BF Ik B B
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Tk Z RIS HL
6.1 BEREZE=SL

TESF S 45T AR e i oy 2 2 00 A O 1 45 2
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B B, 45 00 8 25 R S [, E A A 2 v B 2 A
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R, AT S R A 5 T L WK £ BN T 3 1 2
Christy ™ FF48 Hi 14 75 T0 20 36 7% 07 12, 16 58 M4y 25 07 1
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R A )32 T 5 78 T R ep Ry AR R )N
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W 245 22 42 25 R AR R ZR FIHE BT DLl 0 45 A5 B B
8 SR KM BB 1) RS Rl 0 e i i ok
T EOOL Y S5 L 0 4% 22 AR, T HR A8 A 7R 2 1)
X RSCAT AR Wl S 1) e B S 0 T AR S 2 R [
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PRI 2 N5 AR 462 4 LR B SUY A Rk A T
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JRRIETT, MG % 2SRRI B (0-1) (R
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