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Reconfigurable Block Cryptographic Logic Array Weighted Metric
Model and High Energy-Efficient Mapping Algorithm

DU Yi-ran,NAN Long-mei, DAI Zi-bin, LI Wei
( Zhengzhou Institute of Information Science and Technology , Zhengzhou , Henan 450000 , China)

Abstract; Aiming at the problem that the block cipher algorithm mapping based on coarse-grained reconfigurable ar-
ray structure is complex and the evaluation standard is not uniform, this paper adopted a multi-objective decision-making
means to evaluate the performance and power consumption parameters, and proposed a weighted metric model for map of
block cipher algorithm. At the same time, the method of weighting parameters is defined by comprehensive subjective and
objective factors,so as to provide differentiated mapping scheme by configuring reasonable weight parameters. In order to re-
duce the decision time, this paper introduced the algorithm of enumeration search based on binary coding, and realized the
parallelism between the optimal scheme search and the generate mapping matrix ,so that the time complexity of decision de-
crease to O(2 "). The experimental results show that the weighted metric model can achieve efficient block cipher algorithm
mapping, and the throughout per chip area has improved about 14.2% ,with a 100% improvement in energy efficiency per

workload bit.
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R PSR LTS ARG T + TR A G 0 T AR 1R R A
+ RPN IR 2 AT + AL SNRA + . RIS TS A PE K FU SCH A, Dt H i g
WA J7 5 3 AR AR AL + SR A + Y] AURT Y TEP AR ARG 1R A5 TET K
s Tr5 4 TR + 1R + SR G + WP, TEP AYRCE M0 «

%2 AES BB HMAHERE R E BAir:107
JRITHEL 1 2 3
SIS 1 2 3 4 1 2 3 4 1 2 3 4
Pu 0 0.24 0.01 0.36 0.95 1.37 0.92 1.48 1.83 2.40 1.75 2.41
Pyi 6.25 6.25 6.25 6.25 5.36 5.36 5.36 5.36 4.46 4. 46 4.46 4.46
JRITHEL 4 5 6
Wesft Iy % 1 2 3 4 1 2 3 4 1 2 3 4
Di 2. 66 3.33 2.51 3.20 3.45 4.19 3.21 3.88 4.19 4.99 3.85 4.47
Pyi 3.57 3.57 3.57 3.57 2. 68 2. 68 2.68 2.68 1.79 1.79 1.79 1.79
SR e 7 8
WS 7 %2 1 2 3 4 1 2 3 4
Pu 4.88 5.72 4.44 4.98 5.54 6.39 4.99 5.43
Pyi 0.89 0.89 0. 89 0. 89 0 0 0 0

Kt TET Kz TEP 45453 51 4 - 0. 440 %71 0. 560. 1. 51Gbps; TEP B & K AE N 803mW , iz /ME N 420mW.
Xf T AES B IE WSS PERESR AR BOR L 2 p S8 R TET K& TEP 9 F0LALHE 5353 Jy - 0. 823 1 0. 177,
PERER T 2. 5Gbps, B SEIMERER T 1Gbps, ZHFE/N IR RIAS 3] TET K& TEP 1 32 % WL L5 5 B 70 51 8 -
T 800mW. [F]ff AR 452 1 alJl, Z 0 4HRUR ,AES % 0.785 F10. 215, Mgl — AL AR, /] I B ik 3 s
M55 BB TET B9 f5c RAE N 11 12Gbps, i /DMELN BRSSP O bR RU(EL

%3 FREBSHTEFRETN HMIE S0

JRITEEEL 1 2 3
IS 1 2 3 4 1 2 3 4 1 2 3 4

MET 2. 140 2.433 2. 141 2.582 2.997 3.517 2.961 3.654 3.781 4.475 3.679 4. 496
JRFFRCEL 4 5 6
e 55y 22 1 2 3 4 1 2 3 4 1 2 3 4

MET 4. 499 5.323 4.308 5.162 5. 157 6.074 4. 858 5. 689 5.759 6.741 0.534 6. 105
JEFF R 7 8
e 55 2% 1 2 3 4 1 2 3 4

MET 6.312 7.334 5.762 6.432 6. 818 7. 860 6. 130 6. 683

S5 LR MR PERR IR AR Y SR, o AU AL AES KBRS PV A0 bR B S 0. 733, % 1 B vk S Bk e S
MR BN T E e N T AU ST LA, 10. 11Gbps SARESCBLIIAE R 749mW. SR ATAR TR 75 0% 6
RIS NR A SR E A, IR IO 7 fe, Hdse ML RSP 2 R SR A T WU W 4 SR N3k 4.

R4 BT EERER A AT EE RS

DA ik AR IBRLH LN S DS SR % Rfl MET
Blowfish Feistel 454 SE,S AL M 2 vk (BB 8 0.795
SM4 Feistel £5#4) g, S A (Fu) + BA( FE) 8 0.812
AES SP £ FHRE + BAL IR S (R ) 7 0.733
DES SP 2 H EGY B +S & +P &8 4 0. 561
IDEA L-M %544 B2+ 1 Sk (FE)  BE2'0 + 1 3k 4 2" ik (5 80) 2 0.429
MISTY MISTY £t 9 | FH +S & (HB 1 0. 684
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JETTRERUBR T % RGCNFER N, B Z MR RE AT il TR R R IT R 8 ik 6 i it 70 2 4 0 53 1 Y
RSV BEAF BT IR BR . 5 f s 5 N ARAFfE M [l BRI 4 o
BTG, D625 e S 22 51 (9 AN TR A7 o, AT R

08 Blowfish i et 4554 . SM4SL ML 25 08 ABSFITLMR G 45 5
°) \ .
L A
0.6 0.6 -
= ”/e\e/l P 5% — & P
m m y. D m
= 0.5 =0 4_§ = 05
H/e\/ ' E -~ 1 0.4 )
0.4 = .
i’/}\_a/l’ 02 — N /E\E/
0.3 0.3 "
. —* R=1
0.2 — 0 0.2 —& =)
15 2 25 3 35 4 115 2 25 3 35 4 115 2 25 3 35 4 _4p3
S S CImES -e-R=4
N . X N ) —+ R=5
DESH LM 45 4 IDEAS ML 25 1 MISTY 5 e 25 5% - R=6
06 0.44 0.685 ¥ _A- R=7
0.42 —R=8
0.5 7 0.68
0.4
= = =
0.4 ©0.38 L0.675
0.367 ¥
0.3 0.67
,—/—n—/ Fo034 T
0.2 032 0.665
15 2 25 3 35 4 115 2 25 3 35 4 1 12 14 16 18 2
S S DIWES

P4 MR SRR A

TRy SCHR 14 ~ 18 ) P SlAORDRLEE AT ARG SR Se U R A e e S AR , M A SO 2 4
FULER TGRS SR, SR FAAS SCIR H I AU I EF T 5 PipeRench'™ \RHCA™'  CryptoManiac'® \REPROC'" %
SE e ARG AT (5 VR RE. PRI, BUE & SCHRT A4 Cryptoraptor™ ™ G55 I T T LA, 45 SR 406 5.

RS HDEZTHERLIEMEREITLL

Sr TR AL AL E (Mbps )
T E A S S T Z(nm) HiA(mm?) | IFE(mW)

AES DES IDEA
PipeRench 250 50 NA NA NA 126. 6
RCHA 130 17.96 NA 829.6 690. 4 412.4

CryptoManiac 250 1.93 606. 37 64 NA 26
REPROC 65 4.28 584 2160 2720 NA
Cryptoraptor 45 6.32 6207 6400 2670 NA
AL 55 9.25 803 11120 10353 6337

H1 T A [7] AT 5 B 51 285 440 BT R R T 220K F A SRR T, 03RS A SR bR T,
[a], PR TG 12 AR T L, Z O ( 19 AR L Rk 6 Biin.
x6 HEATWEELEMEELL(TEHRER)

FY )5 FERE/ A (Mbps/mm? ) BB Pike/ PERE (nl/bit)
ATEAEEFIEH | T (o) (R JE T2 (nm)

AES DES IDEA AES DES IDEA

PipeRench 250 55 NA NA 52.314 NA NA NA

RCHA 130 55 258. 062 214.761 128.284 NA NA NA
CryptoManiac 250 55 685. 137 NA 278.337 2.084 NA 5.131

REPROC 65 55 940 980 NA 0.229 0. 182 NA

Cryptoraptor 45 55 1012. 65 422.46 NA 1.931 3.052 NA
AR 55 55 1202. 16 1119.24 685. 08 0.072 0.078 0. 127
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£ 55nm A 5] T2 KFF AL T 3C#k[ 14 ~18 ],
ARSI i SR P AR 251 1 A B e DL WIS T S B B
T BUEREAR T T4 14. 2%  RERIR T T 49— 1. &5 L
A AR SR Y B 2 R BV I S A A A R
8 R 28 S92 B 53 L 5 ) B 0 A T IR IR 5 58 9 R ko
PRI RIRE 22 0 (2") , Sk T HUKLRE W] 544 [ 5 14 43
AR FIE WS S .

6 ZRiE

N T SRS AL BE W] E A [ 5 0 RS Sk P R
BRI IR, B2 T 2 A 5k R AR, AR SCHEXT 43
A R A s SO URE I n B ) [ 51 254 R A AF 7T
AR, 32 T — ol T ) S 2 A Rk RS 1 A
JERBRY. DIURER ST I TERE I FE N 25 & AL H A,
S BRI R RS FARE S8, 1R 32 A
WS 7 5. SR F T 1k 1l 20 % O MO $ R B0k e
BRI USRS T5 58 11 [ Hsf g S RS 4 I, AT 6 A1 28 1
DRI 1) 52 Z% B AR S0 F B R Ay R A R i
ORI L B B AR W S, TR — 2R 2 4 o i
A eSS i A48 B DA A 0 ) R L

575 3k

[1] LI Wei,ZENG Xiaoyang,NAN Longmei,et al. A reconfig-
urable block cryptographic processor based on VLIW archi-
tecture[ J]. China Communications,2016,13(1) :91 -99.

(2] e, 20, O T 1) o 21 S 00 1) a4 S5 Al 2 A0
T PG [ T]. BT 40,2017 ,45(6) ;1311 - 1320.
FENG Xiao, LI Wei, DAI Zibin. Reconfigurable asymmet-
rical multi-core architecture for block cipher[ J]. Acta Elec-
tronica Sinica,2017,45(6) ;1311 —1320. (in Chinese)

[3] SHAO Shengjia, YIN Shouyi,LIU Leibo,et al. Map-reduce
inspired loop parallelization on CGRA[ A]. IEEE Interna-
tional Symposium on Circuits and Systems [ C ]. Mel-
bourne,2014. 1231 —1234.

[4] LIU Dajiang, YIN Shouyi, LIU Leibo, et al. Polyhedral
model based mapping optimization of loop nests for
CGRAs[ A]. Design Automation Conference|[ C]. Austin,
2013.1 -8.

[5] LIU Dajiang, YIN Shouyi,PENG Yu,et al. Optimizing spa-
tial mapping of nested loop for coarse-grained reconfigu-
rable architectures [ J]. IEEE Transactions on Very Large
Scale Integration Systems,2014,23(11):1 -1.

[6] YIN Shouyi,LIU Dajiang, PENG Yu, et al. Improvingnest-
ed loop pipelining on coarse-grained reconfigurable archi-
tectures[ J]. IEEE Transactions on Very Large Scale Inte-
gration Systems,2015,24(2) .1 —1.

[7] WARTER-PEREZ, NANCY J, PARTAMIAN N. Modulo

scheduling with multiple initiation intervals|[ A ]. Interna-
tional Symposium on Microarchitecture [ C ]. Michigan,
1995.111 - 118.

[8] LEE JONG EUN,CHOI K , et al. An algorithm for mapping
loops onto coarse-grained reconfigurable architectures[J].
ACM SIGPLAN Notices,2003,38(7) :183 - 188.

[9] AKSOY, SELIM. Feature normalization and likelihood-
based similarity measures for image retrieval [ J |. Pattern
Recognition Letters,2001,22(5) :563 —582.

[10] $BG:4E, W20 , = pf. — R ot 19 2 F AR R RAE bR AL

FI A ITELT ] PEZ T RHOR 24441, 2014,41(6)
118 —125.
GUO lJinwei, PU Xugiang, GAO Xiang. Improved method
on weights determination of indexes in multi-objective de-
cision[ J ]. Journal of Xidian University,2014,41(6) :118
—125. (in Chinese)

[11] CANNIERE, CHRISTOPHE DE. Blowfish [ J ]. Encyclo-
pedia of Cryptography & Security,2005 :48 —49.

[12] 4R BTG AR. B2 [ M. db st /5208 i,

2009. 146 -231.

JIN Chenhui, ZHENG Haoran. Cryptography [ M ]. Bei-

jing:Higher Education Press,2009. 146 — 231. (in Chi-

nese)

MATSUI, MITSURU. New block encryption algorithm
MISTY[ J]. Lecture Notes in Computer Science, 1997,
1267(1267) :54 - 68.

[14] GOLDSTEIN S C, SCHMIT H, Budiu M, et al. Pipe-

Rench: A reconfigurable architecture and compiler [ J ].

Computer,2000,33(4) .70 - 77.

Zedh AR, AT EAG AL B M RO BT S T [ D . [ B

Bl ALY 2004,

JIANG jingfei. The Research and Design of Reconfigu-

(13

[

—
—
W

(-

rable Cipher Processing Architecture [ D ]. National Uni-
versity of Defense Technology,2004. (in Chinese)

[16] LISA WU, CHRIS WEAVER, TODD AUSTIN. Crypto-
Maniac: A fast flexible architecture for secure communi-
cation[ A ]. International Symposium on Computer Archi-
tecture[ C]. Sweden,2001. 110 - 119.

[17] WANG Bo,LIU Leibo. Dynamically reconfigurable archi-
tecture for symmetric ciphers[ J]. ScienceChina Informa-
tion Sciences,2016,59(4) :042403.

[18 ] GOKHAN SAYILAR, DEREK CHIOU. Cryptoraptor;

High throughput reconfigurable cryptographic processor
[ A]. International Conference on Computer-Aided De-
sign[ C]. San Jose,2014. 155 - 161.

[19] BIN LIU,BEVAN M BAAS. Parallel AES encryption en-
gines for many-core processor arrays| J]|. IEEE Transac-
tions on Computers,2013,62(3) ;536 —547.



|

L4l

G SR < T EE AL 732 5 5 R A5 AR P e R I iy RE AR S 91

EE®E T

HAA% 5. 1991 4 4 7 iR, IR A
N RS B TRRF AR SRR L
AT AL, N SoC 5T R Btit B a%
SR B A AT
E-mail ; yrdu_ieu@ 163. com

BN L. 1981 4R 1L T A, BRp g B
N AR TCAEAR B LRI Y, 2 4t st
T L B ER SR AT S

BEH U 1966 455 il AR, TR
N R B LRI S, AR S0, A
FEMERBBBIT S L2 FEE4E
BT HRAEA BTIE.

F BOBREE) B198 11T
e R MR 5 6 TR B, M
PR Sl T BT S B B 3
.



