%5 H F ¥ Vol.46 No.5
2018 425 H ACTA ELECTRONICA SINICA May 2018

T POETE B E i EE R S
S5 7E X5) G A I B AR

EEm ARy = AT
(1. P EPBLEBEA REY TR EIF R B, A AR BEMLIAT 75 81 RE DR TR S 06 58, 22 BCE IR 230031 ;2. W ERF 4 F A
Kt AR 230027 53. W R E e A BRI TR AR 58 B W B A AR BT, 22804 A8 230088 )

W OE: SERAmARENRGML, T RBILA A AR RSB TP R, (B TS S
a) 8, BRI (5 B S E R R IR L Z 225, FEOA R RN 2R 500038 FPE R SEE P T . S0 ik a8,
ARSI T Vihd, —Fh3E T35 8 V416 55 97 2 B4 rootkit [T X G2 A6 45 AR . VInd W 22 5045 55 i 15 £ 1 78 R A e 79 34
43 TELASEY T B b A6 JE ST A M A R LI X%‘ﬂ [_] BRI T B R BR B E R GUIE SURIR, I I AR 4R
PEHPLAE SRR S5 . 8 5 0 452 Linux #4E RGEAZF rootkit 47 ARKEIIREE , & B Vihd Xt rootkit [ X} G2 Kl
AR BT @ MR, Vikd [ B Bl 34ms X REGEBIAT 1. 1% (B E N 8s i) M HERE 4.

KPR EEME; BB rootkit; xen; 1 SUEH

mESES: TP316 XHEAFRIRAD: A NEHRS: 03722112 (2018)05-1025-07

B FZ# URL: http://www. ejournal. org. cn DOI: 10.3969/j. issn. 0372-2112.2018. 05. 001

The OS Hidden Object Detection Technology Based on
Fast Semantic Repair

LI Yong-gang'*, CUI Chao-yuan' ,WU Yun’,SUN Bing-yu'
(1. Lab of Intelligent Decision , Institute of Intelligent Machines ,Hefei Institutes of Physical Science ,Chinese Academy of Sciences ,
Hefei ,Anhui 230031, China ;2. University of Science and Technology of China ,Hefei,Anhui 230027 , China ;
3. Institute of Applied Technology ,Hefei Institutes of Physical Science ,Chinese Academy of Sciences , Hefei ,Anhui 230088 , China )

Abstract: Compared with the traditional intrusion detection system, the intrusion detection system based on virtual
machine introspection has stronger anti-jamming ability. However , the difference between the hardware byte information and
the high level semantics leads to the decrease of the versatility and real-time. Aiming to solve this problem, this paper propo-
ses Vlhd,a OS hidden object detection technology based on semantic repair method. Vlhd separates the system into two
parts : the offline module and the online module. The online module reconstructs semantic view outside the target virtual ma-
chine ;the offline module is responsible for the extraction of OS semantic knowledge,and providing semantic services to the
online module. Through a variety of rootkit intrusion detection test in various types of Linux OS,we find that Vlhd can de-
tect the objects hidden by rootkits. A single scan time of Vlhd is 34ms,and the performance overhead is 1. 1% (scan cycle
is set to 8s).
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%)‘U??V*]E‘Jiﬂ(ﬁ%*’@ﬂ&%ﬁﬁﬁ%@ﬁﬂﬂﬁ% 1 21. gva _ task _ struct = ReadAddr( map _ thread _info) ; |
F)?/jf\‘ 3~5 //Ti, % E:F EFI ﬁ*ﬁi ﬁﬁ% é:p'f )F/LJ [Zﬁ] %]z& GetData T’f 22.  AddrType GetNext _task _ struct (AddrType task _ struct _ addr) {
W?FZ é’,ﬁ i% HTJ‘ i))z [E] i% )Z E: *’Q F)]" %E' E’:J jT: é& iE ]%j ﬁ 23. struct task _ struct gva _ next _ task _ struct;
24. struct mem _ data data;
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HEPRAVEAS 2 2 1 3R R B task _ struct 1Y HE 300 E ML bk pR
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typedef string MemberType , StructType ;

typrdef unsigned long long AddrType;

struct mem _ data |
unsigned int Offset ;
string DataType; | ;

mem _ data GetData ( StructType struct _ type ,MemberType member) |
struct mem _ data * data;

data —Offset = & ( ( (struct struct _type * )0) —member) ;

A A

data —DataType = Stringof ( struct _ type. member) ;
10. return data; |

11.  AddrType ReadAddr( AddrType s src) |

12. AddrType dest =0

13. memcpy ( &dest ,src , sizeof (AddrType) ) ;

14. return dest ; |

15.  AddrType GetCurrent _ task _ struct( ) {

16. vepu _ ctx * cixy

17. cix = get _vepu _ context (virtual _ machine _ name ,vepu) 5
18. esp = clx —user _regs —esp;

19. gva _thread _info = ~ (THREAD _SIZE - 1) &esp;

20. map _ thread _ info = MapMem ( gva _ thread _info) ;

25. data = GetData ( task _ struct ,tasks) ;
26. MapAddr = MapMem ( task _ struct _ addr + ( data —Offset) ) ;
217. gua _ next _ task _ struct = ReadAddr( MapAddr) - data —Offset ;

28. return gva _ next _ task _ struct ; |
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RS T RSN E P A5 BREL Parseltem FH 15 XL
T, AR task _ struct B Hb ik K T EHE RE 07 8 DR A
B0 AL, AR5 AT ke, 2 I AR T B
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Hik2 REUHEIIR

Require external view 7,semantic library %, process view 7, intention .7~
r-7-0,
gua _ task _ struct = £. GetCurrent _ task _ struct( ) ;
do |
for item .7 |
data = #. GetData( task _ struct ,item ) ;
P =P Parseltem( gva _ task _ struct ,data) ; |
7=707,

gva _next _ task _ struct = 4. GetNext _ task _ struct () ;

0PN R

S

{ while (gva _ next _task _struct | = gva _ task _ struct)

—_
—

return 7
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255 Z a5 L 2008 F N R a2, AL LN R AL
5 XWHER
5.1 SCISINE

YIBEHLR ] Intel 4 4% i5 AL PEEY, 245 2. 8GHz,4G

NTE,200G fif 5% g dALF 4 % 1 Xend. 1.2, VM 525
W 1 s,



%5 M RN B TR SUB ST IR RGO GAG H AR 1029

®1 ILEIHE

VM | CPU | ATF | OSRATARA | RATHSE | PAEERRAS

SVM 4 4GB | Ubuntul2.04 | 2012.04.26 3.2.16
GVM11 1 1GB | Ubuntul0.04 |2010.04.29 | 2.6.32-21
GVMI2 1 1GB | Ubuntul2.04 | 2012.04.26 | 3.2.0-23
GVM13 1 1GB | Ubuntul4.04 | 2014.04.17 | 3.13.0-24
GVM21 1 1GB Debian7.0.0 | 2013.05.06 | 3.2.04
GVM22 1 1GB Debian7.3.0 | 2013.12.16 | 3.2.04
GVM23 1 1GB Debian7.6.0 | 2014.07.14 | 3.2.04
GVM31 1 1GB Cent0S6. 3 2012.07.09 |2.6.32-279
GVM32 1 1GB Cent0S6. 4 2013.03.09 |2.6.32-358
GVM33 1 1GB Cent0S6. 5 2013.12.01 [2.6.32431
GVM41 1 1GB Fedora 16 2011.11.08 | 3.1.0-7
GVM42 1 1GB Fedora 17 2012.05.29 | 3.3.45
GVM43 1 1GB Fedora 18 2013.01.15 | 3.6.104
GVM44 1 1GB Fedora 19 2013.07.02 | 3.9.5-301

5.2 KiER

SEH L adore-ng JIr BRURE 1415 5 BILEA T S H0AS: DU
B EIRBE BN SR B, KB RO AR B HAY. & 3
4 I 2 X} adore-ng [FHEHEFR R BRURE SO AR I 45
ZEA BT 117355 SVM F1 GVM.

1540 qmgr aa. txt ado
1559 abrtd a. c ado:
1567 abrt—dump-oops | ladore-ns. ¢ ado:
1577 eromd adorengz. ¢~ ado

1590 atd adorenz.h ado

1806 certmonger [centosBlocalhost adore—ngl$ sudo insmod a
1632 login [centosBlocalhost a top

1635 mingetty [1] 5373

1638 mingetty [centosBlocalhost adore—nzl$ ps

1642 mingetty PID TTY TIME CHD

1648 mingetty 5320 pts/0 00:00:00 bash

1649 mingetty 15373 pts/0 00:00:00 topf
1870 console—kit—dae| | E375 pts/0 000000 ps
1736 bash

4978 clearnp [11+ Stopped top
5154 piclkup [centos@localhost adore—nsl$ . /ava i 5373
5314 sshd 56, 500, 500, 56 I E—
5319 sshd Adore 1.56 installed. Good luck.
5320 bash Nade PID 5373 invisible.
5373 top [centos®localhost adorengl§ ps

total: 93 5320 pts/0 00:00:00 bash I

M 5372 pts/0 __ 00:00:00 ps 1
lye@lye: "/ /xen/tools/DSChee| | [centosBlocalhost adore—nzl3 N =

PE3 RRCERR AA

thhunter1.4.0 yan:
tkhunter-1.4.0. tar. gz zhoucentos. ¢
shi

6.32-358.£16 o
rootki B TR  suterue
mac i
Makefile
rhhunter—1.4.0
rkhunter—1.4.0. tar. gz yam: &

shiyan zhouzentos. ¢

[P =S LR LR il

Adore-ng iN# 3 GVM Ji5 , 383t I P i IR IT ava 5
AR RBEN . 2Kt pid 50 5373 1y top HEFEREC, R
HUTHE 4. /ava i 5373 ; 550%/home/ centos H 3 T [ adore-
ng 2@k, R T. Zava h /home/ centos/adore-ng.

RIS AT UK B, X GVM 4 adore-ng BERLAY %) 52

F5uTHy Vihd #30F). $E A6, Vihd 38 7] LKA SR FE 1 A
B Bds B WL SO TSR A AR .

AR Z2Fp rootkit HEAT T AMRKEI, 3 5 1% Gi ks
T B HE, e 2 B R, X HE & B, Vihd X rootkit
F RN 25 AR FAE Gk T L. Kk Vihd 40 F GVM 4
T, b T O B SR B AU . Vihd 5 S AR R A
(TMdE GVM 1 2 5t pR £ $R B IR 5 19 N A7 )5 ih
B AR50 Bl SCRVR MR AT AR5, I 213 3N
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FHL, 2EE GVM b F A A L 25 H%, FH itk — &
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& Bl GVM 1) 22 55 R B3R BN 425 2 118 SL. #5 GVM
) 2R 55 R B0 L v (], adore-ng 218 B &R Gt 2R BX
getdents () ) BB 48 T A5 2 1 18 SCR BB 2> 2 R A5 A0
Bl R S i ge .

%2 Rootkit AL RILE

adore-ng| kbeast v1 |suterusu v1|diamorphine| f00lkit [maK _ it

Vlhd VvV VvV Vv Vv VoV
Avast 1.3.0 - - \V4 - _ V4
AVG 2013.3118] Vv - vV _ _
Avira7.6.0.10| - vV - _ Vi
chkrootkit 0.5 - - vV - - _
ClamAV 0.98.3| - VvV - vV - |V
F-PROT 6.2.39| V/ - - - _ _
rkhunter 1.4.2 - vV - — - _

5.3 iiEae
5.3.1 HUTEZ

223 J& Vihd 5H e A5 R T A 8eR s t. i
AR T H 43 51%F Ubuntul2. 04-64 347454, Vihd 45
Fi— K292 34ms , 8/ FHA T H. Vihd fRCRIEHE
T 71— S Vihd HSETEFRRT S BN AE 4/
THE R R B LR A BT A IS SRR, YT
R AR A It A ) AR AR il 28 S 00 15 B 4, TR I e 4R
BT S RGN T B 2 s B 1.

Vihd B TRCREAUE TG R T H, 54T
I FHYE L) () ibVMI X6 AT AT R 815 J2 Vihd
55 TibVMI XAN[RI 3 E R Ge e (R0t . 383 X6 He ]
LU R, VInd f94353 % 1 ibVMI 9t 2 ~ 3 /%, ibVMI iz
T ZHIAMGHZEET X R VM IR findoffser. ko FEHLLIFR
WOE A5 B, AT ZAR U E VM 1) System. map SCIF,
G H A HIF] SVM [1)/boot/ H 5% R . HBRAMER 24 KM TF
PR, 5 GVM Z A7 AE ik A

Bk ibVMI Z 41, Vihd 385 H g i AN T 217
TP BE ST EL. 54, SYRINGE $4/7— IR 75 L 57ms,
VMST (UL FE 5 F h i) pid 5 752 60ms, 1M Virtu-
oso FRHX Linux HrHE AR 1 Fe 75 #E T 6394, 1ms. BRM1iz
AT T B AR L5 B B J& 5 SYRINGE F1 VMST
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PAT R A SCHER 3R . Virtuoso 7EZRHUHERR SR 1O 1 A2
ta ZATIT/ proc SUHERGE, H AT Z2 SRR, I I #E
W42, 5 EaR kM E, Vihd A 76 28 W 0 3 R4S 4 75
PP ERICRIE SURR AT R 2R AT: X R T b T B A
REANFTIRAT. BLOb , LA SRR g Vihd
FRPET P ATE UG R B TR S AR LRSS L BT L, V-
hd AT R T HETAR.
®3 SEGHNTREMNKENBELL

T FARHAT ]
Vlhd 34ms
Avast 1.3.0 317ms
AVG 2013.3118 497 ms
Avira7.6.0.10 1s
chkrootkit 0. 5 29.061s
ClamAV 0.98.3 7.014s
F-PROT 6.2.39 1s
rkhunter 1.4.2 24ml5s
120 m Vlhd mlibVMI
100
g 80
@ 60
= 40
20

R R O OIS

T DT A AT a7 Q T A

SEERS N I S S P S S S NS
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SOEOEEEN)

{E R G
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Pl 6 2 B 2k AT b B 2k b 8 N7 1 SO I T RS 1Y
BFRL. X6 T AN 6] () A R G, 29 A B 1 3 47 B[R] AN
[], (H B AN AT 13s. 3% 2 F T 25 S B B0 A% 19 4 1%
TR AT R R BN 25 B R SO A T
TTAREE RSB A A%, 3% R D 1 1 I s 1) Ik ]

& i 2018 4§
Fedoral9
Fedoral7

=

#  Centos6.5

Sy

W  Centos6.3

©
# Debian7.3.0

Ubuntul4.04

Ubuntul0.04

CMH R BT R R R T I R

I 2 3 4 5 6 7 8 9 1011 12 13
I ] /s

FEl6 A SRR P e ]
5.3.2 @AM

BR L3R 13 Flt OS Z A0, FRATX 2 AT AY Linux &
AT RRAHR AT 7 I, M3 4% SR 2 W Vihd X} 4525 0S|
ARV AZ A A % T B A S B e f AR T AN LT
ToUgh AT 58 B, 3 AT
5.3.3 {EEEFH

ASLEG R, R A Linux P8I T H nbench ] ¢
Vlhd Xf SVM 5| AR PE R 85 Itk A2 b, B 5 i i
SVM ANzt Vind B (1 RE. 2R 544 Vihd 358y Ji 19
PEFHE, RGBS 55 B 1s 2s 4s 8s, 43 51 &4
i R SVM Tk fg. 3= 4 s LA 10 T,
T 2 7 B AP R A% o6 B I A~ %, R AT 22 Ui ik
B AL, 5000 A 3 A Ak L b DA 10 T30 3
HET LA IR, Vihd 1 4 R R X SVM 43515 | A B
K 6.7% 3.4% 2.6% F1 1. 1% [ PE e FF#Y. 1 SYR-
INGE 72 Dk b pa A 4 48 1 0 R 43 5l 51 A T 8.3% |
4.1% 3.5% F 1. 7% W)k Re 8. A5 30 50 R 1 4
HTHELE S, B84 Vihd 5] AW PERE T #5104 0. 03% ,
JEARTF X-TIER (%) 4.3% . 4 T Vihd #57 T B2 FI7E Lk
PR R 17 SR B 7E 2 58 T 45 1 A 1b i 5 2k
1, NI T e R 505 | A B PERETF Y.

%4 nbench MEHRE

no Vlhd 1(s) 2(s) 4(s) 8(s)
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