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Abstract: In this paper,we propose an identity-based ring signature scheme based on Waters dual system encryption
technology and the orthogonality property of composite order bilinear group operation. The scheme, relying on two simple
static assumptions, is fully secure in the standard model. Due to the merit of Hierarchical identity-based encryption (HIBE) ,
the proposed ring signature scheme achieves unconditional anonymity and has much higher computational efficiency.
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—7Z  NPURETE Y hash pREL, EHE e\ Z 8,1, ,u,,h
eG, X,—,G o HEEH NS

param = {N,g,u, ,u, ,h, X, ,H, ,e(g,2)*}

Extract: 4= & £ 1D X 7 (9 FASH , BEAILBE B re—p
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I S I BE PR R TR 28 2 (R T B i I 3R 45 44 7 %
YRR — 0T T5 1.

[1] RIVEST R,SHAMIR A, TAUMAN Y. How to leak a se-
cret[ A]. The 7th International Conference on the Theory
and Application of Cryptology and Information Security
[ C]. Gold Coast, Australia,2001. 552 — 565.

(2] sktm e, sk i, EFR. BES 4 L[], @52
#%,2001,22(1) ;77 - 85.

signature and its applications[J]. Journal of Communica-
tions,2001,22(1) ;77 —85. (in Chinese)

[3] BRESC, iK%, EER, % —FRE T b [ 90 4 € BELAY
B2 2T ], T4 ,2004,32(7) 1062 - 1065.
CHEN Ze-wen,ZHANG Long-jun, WANG Yu-min, et al.
A group signature scheme based on Chinese remainder the-
orem[ J]. Acta Electronica Sinica,2004,32 (7) ;1062 -
1065. (in Chinese)

(4] FRBELL ALATLL, AR, 55 — R s RE 24 [T]. 1
F#4,2005,33(6) ;1113 - 1115.

ZHANG Jian-hong, WU Qian-hong, ZOU Jian-cheng, et
al. An efficient group signature scheme[ J]. Acta Electroni-
ca Sinica,2005,33(6) ;1113 —1115. (in Chinese)

[S] 24kl , IR, SRR ARERE R T k22 42 Y AR b 36 U
B4 (T ], TR, 2011,39(7) 11618 — 1623.
LI Ji-guo, SUN Gang, ZHANG Yi-chen. Provably secure

group signature scheme with verifier-local revocation in the



1024 B *

EE ¢ 2018 4F

standard model[ J]. Acta Electronica Sinica,2011,39(7) :
1618 —1623. (in Chinese)

[6] CHOW S S M, SUSILO W, YUEN T H. Escrowed link-
ability of ring signtures and its applications[ A ]. First In-
ternational Conference on Cryptology in Vietnam[ C]. Ha-
noi, Vietnam,2006. 175 - 192.

(7] WATA, BATH, BOME, 5. — RSO BB E 4 R T2
WAFE[T]. HF2£4R,2008,36(2) 1320 —324.

MIAO Fu-you, WANG Xing-Fu,MIAO Hui,et al. An anon-
ymous E-prosecution scheme with reward support[J]. Acta
Electronica Sinica,2008,36(2) :320 —324. (in Chinese)

[8] FALHE, T4, B o, %5 — RSO B M E A R T2

e T7 R 2 et o i it [T]. i 524, 2009, 37
(8):1826 - 1829.
WANG Hua-qun, YU Hong, LU Xian-giang, et al. Crypta-
nalysis and design of an anonymous E-prosecution scheme
with reward support[ J]. Acta Electronica Sinica,2009,37
(8):1826 —1829. (in Chinese)

[9] YANG X,WEI W ,JOSEPH K L,CHEN X F. Lightweight
anonymous authentication for ad hoc group:a ring signature
approach[ A ]. International Conference on Provable Securi-
ty[ C]. Kanazawa,Japan,2015.215 -226.

[10] SHAMIR A. Identity-based cryptosystems and signature
schemes[ A ]. The Workshop on the Theory and Applica-
tion of Cryptographic Techniques|[ C]. California, USA,
1984.47 -53.

[11] ZHANG F G,KIM K. ID-based blind signature and ring
signature from pairings [ A ]. International Conference on
the Theory and Application of Cryptology and Information
Security [ C ]. Queenstown, New Zealand, 2002. 533
-547.

[12] AU M H,JOSPH K L,YUEN T H, et al. ID-based ring sig-
nature scheme secure in the standard model[ A ]. Internation-
al Workshop on Security[ C]. Kyoto,Japan ,2006. 1 —16.

[13] 5KERTS, 250, E 7 R bR ERLE T 2L T 5 iy A9 IR 25 44
FELT]. EE¥%H,2008,29(4) .40 —44.

Zhang Yue-yu, LI Hui, WANG Yu-min. Identity-based
ring signature scheme under standard model [ J]. Journal
of Communications,2008,29(4) :40 —44. (in Chinese)

[14] XA, B8, 22 7, A6 B O PR UMERLEL R 8 T 5 iy
HIFREEA TSI T 55 B, 2009,31(7) 11727
-1731.

LIU Zhen-hua,HU Yu-pu,MU Ning-bo, et al. New iden-
tity-based ring signature in the standard model[ J ]. Journal
of Electronics & Information Technology, 2009,31(7) :
1727 —1731. (in Chinese)

(IS ] SRMIE, i, kv, 2. BRifE i) S By fy b 44 25 44 5
ZOr T GBI @ fEEH,2011,32(5) 140 - 46.

ZHANG Ming-wu, YANG Bo, YAO Jin-tao,et al. Crypta-
nalysis and design of signature schemes with identity am-
biguity in the standard model[ J]. Journal of Communica-
tions,2011,32(5) :40 —46. (in Chinese)

[16] B =%, Aot , sk IR Ig , 4. bR By T [f 7 1 Y 4k
TR HEL TR ] AL, 2012,35(9) 1874
- 1880.

GE Ai-jun, MA Chuan-gui, ZHANG Zhen-feng, et al. I-
dentity-based ring signature scheme with constant size sig-
natures in the standard model [ J ]. Chinese Journal of
Computers,2012,35(9) . 1874 — 1880. (in Chinese)

[17] WATERS B. Dual system encryption; Realizing fully se-
cure IBE and HIBE under simple assumptions| A ]. Ad-
vances in Cryptology-CRYPTO [ C ]. California, USA,
2009. 619 - 636.

[18] LEWKO A,WATERS B. New techniques for dual system
encryption and fully secure HIBE with short ciphertexts
[A]. Theory of Cryptography Conference [ C]. Zurich,
Switzerland,2010. 455 —479.

[19] LEWKO A ,WATERS B. Unbounded HIBE and attribute-
based encryption[ A ]. Annual International Conference on
the Theory and Applications of Cryptographic Techniques
[C]. Tallinn Estonia,2011.547 -567.

[20] AU M H,JOSPH K L,SUSILO W,ZHOU Jian-ying. Reali-
zing fully secure unrestricted ID-based ring signature in the
standard model based on HIBE[ J ]. IEEE Transactions on In-
formation Forensics and Security ,2013,8(12) ;1909 —1922.

[21] BONEH D,GOH E-J,NISSIM K. Evaluating 2-DNF for-
mulas on ciphertexts [ A ]. Theory of Cryptography Con-
ference[ C]. Cambridge , MA ,USA ,2005. 325 -341.

&=

REEE U], 1992 ARA TR ML, By )il
TR HUR 2 2 e O L F 5 2, BF 5 %
By 2 4 RO

E-mail; zhaoyq@ snnu. edu. cn

B R GBEEE) 99,1963 4 TR
T B L O, DR A
W, BRI R (2

E-mail: byang@ snnu. edu. cn




