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Abstract: With the popularity of social networks, social worms have constituted one of the major security threats.
This type of worm spreads fast in Internet networks based on topology information and social engineering. There are two crit-
ical problems of previous works, which result in underestimating the scale of infected network and lacking a comprehensive
and accurate abstraction for human behaviors. These are structural imperfection of network topology and one-sidedness of the
propagation model. To address the above problems, this paper proposed a novel simulation model of social worms. We more
accurately and comprehensively abstracted the relationship between social logical layer and actual physical layer in a hierar-
chical network, and characterized the social worm propagation through the temporal characteristic of human mobility. Experi-
mental results show the impacts of user behaviors, topology parameters and different recovery processes on the propagation.
Meanwhile, we give the qualitative analysis of the spread ability.

Key words: social worm ;propagation behavior; human mobility ; simulation modeling

- X 2% £ 4 AUl 1 — I 5 A
1 5|7

UTARR , AL AZ U 1R L 22 B W 45 22 4 R 2
— AR 4 e A U ) B O R A S i A R 1
WA A AT 3 R T — T T, AR S M 2 — R
— RGOS SR 65 75 —Jr i, e B4t 2 T
i S L O o) o e SNBSS

Wik H B :2015-09-15 5 & (8] H ] :2016-07-26 5 53 AE 2 i - P BE

JERIT B 27 B AR TE AL S G R A% AL ) A By 8 7 58
7 WA T R AR, — 07 7, 32 20K AR Y 2 1) AR
FIAFI G HAL HE A9 U, 32 T — S TR H A Y
FEARASIRY 2 G b7 s o A 7 1 12 e 190 ROV 4 . 55
—J5 T, 73 A #FD TR il Y P D A AL R AT O
AIES AR T BRAE A I 26 41 A 52 B A

HeA I H - AU RUI 23 MUK K2 1 L BF 5 2E M AR R 4y 5 [ By AL B &) (No. A2120110006 ) 5 b5t i B 2 51 2 36900 H @34 (No.

ID100060630) ; H i Talk 7= 24 4F ( No. CXY2011BHO7 )



w07 M E TR TR ) 7 P 4% PR A S0 L) BRI 1723

SRS F T A TR i S SR LB BUARAG S5
SR T AR B — A, B TR SR A TR
WA RIS NS 2 3 Be 2 BB FE T P2P M 2%
Bl sl e HL R AL A R T 0 TG T %) i
HURLRE AR B RO T SOk 9 ) B T AR AR R
T LT PR 5 0 B O B A 2 I 0 A A R AL
Rtk SCRRL10 ] 322803 ik 58 W0 2% 2 ) 4 A K 3 X A%
AT R IS T R TR AT A S5 R B A L. (H
s IR SCHR AT 25 18N ZEAS 3l (4 o 18] R 4k X T4 52 I
LR .

RSO E AR B PIAS R EAT T R A, 1
TR A S0 AL SR 5 PRt T T KR
Iy (a4 5 0 o (7 AT R, RIS A A 4

M4 5 U LA 6 BE T 1 E VESR AR, D 4 I Y 19 2%
B AN BERE 1 IS S ) HE .

2 HXIME

AT AR, 5 AR 7R A ) B 5 ISR R B
B PLE PRI SRS TR 114 955 L < 319 R O RO A B A SR i
R GEAE A [ A 41 0 S 2 SR e B s 1k AL IS R
MR 5 2 L AT 9 &0 5 4 i 2L focil
TIPS N 57 B 20 3t 5 T 3l 5 7 7 A B A TR A A ) A A
FHH0 LI B AL 3% A7 0 77 3 Yu 88 % — P RES 8 1L
A FUI 2552 B A 2l 3 31300 23 LR AG I 05 H AT
THEFE. GIA RIS BRI 1A 555 H A2 4 2 A0 5 1
Z RSP, 28 T — T A3 2550 % Ay SRR 00 AR CRE 2 A
MBI 2 AR AR A I 1 D4 0 A 110 % 4%
FEIE BT T — A SEF A AR 7 . Manna %
NPT — il e A L ARORY i o3 J5 R B B R

05 YR b3 BT S 0 TR ek p A

W7 135 1 A 1 AN T %, 4 S B L il —
Fob 2 B I 2% 38 U T B A SC 32 LS S 4 0 o
VR BFTE 4. 3 B B A RIF 92 2 B4 WK - T 2
WORMEHE7 B A BT A0 32 0 J2 3 T 40 0 2% 43 7 7
T B A BT A R BF 5% 4 3 0 o 14 £ G R . 90
Chen %5 NFEH T —Fp 56 FHE S K A9 B /R B R BLAY, fifi
FHBEHL I 2 1 2 5 & 0 G 1Al vk (B & HE R Y 3T
G L Ween 25 A Sof B 1] 2l 251 (0 4% T P 30 4
fi 42 15 20 SR A R £ ) 12 TR AR A P 37 B S S0 e A
RINEE ) W a8, 42 T — > il - -t g
SIT 71, Faghani 45 A% B5 IIAS 250 o B XSS 15 o 44 %
FFRHEAT T RO R 32 T — b e B W A I Oy
2R AR T ) A 235 B R TR AT I AL A G
WEFE , AN FEE S BRI 20 )2 P 28 AR N a5 1. AL 4% 5 B 2 8
SRS A 7 BUAR R X 5 B AL 3 47 O HEAT 2T, 120, Zou
26 N3 3 SR e 007 ORI Xk T P G R 2 4 A T
AT RENLAL FE R, S e T P AT S B BE AL LR B
SEPE B A B DT B TR T I O R A AR
Yan 25 N\ T B 7R S A 38 W0 46 107 545 B B0 42, 2
SEAEAS B BUEAR O LIRSS, A AR b g T P s AT
G B AR S S B R S AR R . Fan 25 A
SIHT T HESE I 2% rp R 2EL A R, BE g 4 T P 2 )
(1 P00 2% B B , 418 R4 20 5 bt 1) (6 4. 9T 1 0 B R S0 0
IE T AR S5

3 oA

HEAZ I AL AR P AE 19 73 2 W 2 S0 eh Ak 232 4
JERNSZ PR BZ RIS, AnTEL 1 (a) PR

b2
L@
A
PP =1-P MEHT
EEZHs L@
S=4
]
e @
AN
Bl P S % o @
Vil ‘
°
§=5
Time =1¢ Time = t+At

(b)

PIL 532 0 2 o Ag i LA 3 3 5

3.1 MRS TE LR

NEAEAE 2 p 43 36 A Rl A AL 25 @, fEAS AT
AT RAFEAS [ (9 Ml BT TAR ORI 30 X — B R UL sE
T PAT RATEAN [ P i (s AR L F) S AL A BEAH SC 1)
P55, TR BL G5 1 #1585 A% 3 40 Fh 45 4 5 B0 51

A S I R A 1 A N5 AR R — B HT N B R R T A
£ B R SRR IAL AU (R R A SR R R
NP BT — 6 0L (R B0 S OR [ 5
BT LAJE TR — A 1. IR, Se Rl R BT A R e L
AELARG A A ) AL



1724 H, ¥ % 1k 2017 4
3.2 fEEREH K E RS iy = N0 3

I 9 B X P A7 0 S s P S v
BT S 0 050, JELA 1 220 T A A

SR TAT A Y IR ) Ao ek S G H A o b AR T B
HIRZIE. TRl , B 3l AT o 2 2= W 2% th A TA) J= B JT 3
Z IR 5% 2T A R il T DL, T A A9F 5 X0 A 5
HAARAT N BN PR AN MERR FIAS AT 9. O 1A R
)0, A SCH LA NSRS SR, el 1(b) s ™.

4 HIZIFREEMEERE

4.1 FIUEHAEEILE

FEAE B R A R PR R A 3 AN B B
AR D s 1 A IS4 RS 2 28 2 o) 2% 5 432, 0 B )
J R R I AT I HOSCR R L O g
PR R FR G BT RE G A KL RE R
A A P 258 A T UG AL

ASCH EHLIIR A 53 2 5 IR A (Susceptible
State) JB& YL IR 2 (Infected State) F1 492 R 25 ( Immune
State ). d A HI 7 X6 3% B B0 0 THER, B X B AR
FUERA: 14 5 M 0 i, 099 2% o 1Y) g Sl SR g AL T LA
P, R AR IR TE B R B R R
D5 ARG | MBS R r (1) 27 W 2% R S sie B 2
A3k A« — A SR FE AL AT LA 4 5 il ™ A g2 [
Af—A~ R 1) AL AT LG F s BR s E 8 2 T B
SR AN 2 R — o i A BT SR .
4.2 WEF R IRINFEXEHREIE

AR BE T NSH Bl [B] 4 P 104 4k 5 05 1R i) 4% 7
TR B, 51 M x M G B R R+t 22 4

JZ RGN
Pu P = P
[ SR ] (1)
Pm Pw " Pum

Hrb,p R W i B j AR M FRoRtt 2
T2 2 I FH R
HWR R M x L (B8 H i N, RN TER Z] ¢
FAPY 510 i T Hl S U8R
Ny(t) = Ny (1)
N, (t) : (2)
Ny (1) = Ny (1)
Hop N, () FR b B8 20 ¢ FP o i alad g j
B, L FonFem Z ¢ FH 0 U Ta)ad R TR ) Ak Bl
PUAE S T, F/R I i 455 B8 76 5 — i s 14 35 7Y it i, D)
Fﬁﬁzﬁﬂﬂﬁ]maﬂ BART I P(T.,,) S3 A s pl (1)
FRH P IR A O RHER A

— 7, AR SO ARV & T, s P § BT
R A . SRR P AT SRR E , B E I
[ [R] fi FH 7 2> A ALK ™ BB B 55—, 5l
NAZEE & 8RN b — UK A 3T T B 2 FiT i %) ¢ Z (8]
(ANELAE ¢) B TH JEL 338 iR AT R 1)

4.3 HIFREHEED

ARSI A B A1 4 ( Dynamic Vector, DV) B 4544
FORY I PR RIS O, WA 2 B R AR SCHE AT 4l
P ENLIT AL EHURT 2 3L AL R SR B E
P RS LB AL host 1 BN AAA EHLH AES
O, A e 9 SR AL 28 3k J2 B AT i
s B

S 7 L) AR i A

Owhafl o HFE(2) FishZsm & DV B T4
GRS Z BT AE S 5 1 A0 host 1 X R TC R Bk 1, HoAh iy
TCRARBEN O A (1) o p, AR SR A1, A e
W (L) A IR 2B 4R 2 i d AN A5 R AT AE L
A BUBKAE 1 85 0.

OMAEIE 1(b) B9 NZER SRERL, ] P 7 3l 2 A [+]
(1 3t ek FH R BOE Py T2 0L, 9 B A% 2l S B 1 X Bz e
EN:#

@ H [ 4 DV TR A R4 L= e
JECOU, ke TP ok 2 3 S AL A 0 P19 0. EL A i 3k 4
AN 2 froR R L LM%KP @Jii%‘ﬁﬂﬂ/ﬁ‘l
MR LIS TR, o 5 ) Wt 75 ] R O8 F HCAt F
U AILEHL. B P () KR i ?FDFHF' J FE TR — 3
M n R,

L’ 1
P (t) = —F"— "L (4)
ZT’ (n)
P () 5P U5 R) 5 i b s SR L E B, 5 AN [R]
A I ANt
I
AL 2 13 FEHL4 FHL5

mfhlmq@ -0

[;j"l@@
|

fﬂFMEH-@--@-@

K2 Zhas i H s 4



w07 M E TR TR ) 7 P 4% PR A S0 L) BRI 1725

RS EE ] T () BN L R die o 5 A2 B B & U
EC. HEBI R A O

{=- ! I 0 (5)
;/‘:ncighlzu;mu, # ) ?
iy, =k 2 T (n)
=1

Horprdy, =k FoR P R R AR B &
14208 .

P, (k) Fn i S ARRE B O b i AR S i
B I FHLARE R

1 1 1 1
P, (k)=

e T T der (6)
eg; deg,, deg deg

deg, FR 1 i WL X (6) FaR AL @ R j %
P LB A 2 A R AR, 1 AU A T B A A
JE R (B ROR AL

RS ER (D) R 1B i E o k(1
<k<T,k 1 EBRy T——KHE N 7 BEFLIe 15 ) B9 48
Ja i MU SRR F i % L AR B 22 3 SR host n L
P (1) - Py (k) B QR SR WUAE AR I host
n BT E N 1, 4R AL host n. 2R v A5 40 i o 1o
MR A L I A S EALIER P () - Py (k) BEA K
A FE A O 4 B SR L host 4 1Y ki, I
B X TG R BN 14205 host 4 FHL. AN A 1 LIMER
PR [8] A [RIRE AR L A e I AT T
PP AR 1 AR AR EAURE X R0 B
1 #4F B SR 0L, AHET ARG

@ FRPSTH RS, 5B S8 U 1 4% 1L
R MEAb i B AS E DV AR EUE Y 1 oeER it
B TN %) ¢ 4 e AL R

5 {(hEEEWIE

5.1 HZMERIMER

ARSCHITFENZRAE B AT 0y I [ A A 0 s T A 3 1) 52
Wi, AN e s () e DRI, e 5 G SR A% 4 5 S B g B
SRR R RIS AL TGO, T e R A ¥
BZHINCR SR AT N LB b P B2 i
L, DA 22 02 (9 0 A B AR SN — 0 o 2 T4
FARSFME B AR NG 1 R,

&£ 1 The algorithm for social network topology generation

/ # step L ARFMIIRAL AL T FRERM AT = /
1. initialize the amount of nodes N;
2. create node _head[ N] array;
7  step 2 WIIRALTTY A BE A AL = /
1. InitDegrees By PowerLaw ( alpha, max,min) ;
2. initialize the amount of edges £ =0
fori=1to N do

E + =node _head[i]. degree;
end
3. indegree[ N] = outdegree[ N] = node _ head[ N]. degree;
/ % step 3 Al AL % /
RE =reciprocity rate X E
while (RE > 0)
do
nl =rand() % E,s=find(nl);
n2 =rand() % E,d=find(n2);
while (s=d)
addEdge(s,d,p) ;
addEdge(d,s,p) ;
RE - =2 ,indegree[ s ] — =1, outdegree[ d| — =1;
end
/% step 4 AH A BRI« /
DE = E = (1 - reciprocity rate) x E
fori=1 to DE do
for j=1 to indegree[ i] do
n=rand() % E,d=find(n);
addEdge(i,d,p) ;
E - =1,outdegree[ d] - =1;
end

end
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