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Research of High-Efficient Block Cipher
Processor Based on Stream Architecture

WANG Shou-cheng, YAN Ying-jian, XU Jin-hui
(PLA Information Engineering University , Zhengzhou , Henan 450001 , China)

Abstract: To solve the existing problem of the cipher processor, high-efficiency reconfigurable block cipher processor
based on stream architecture was proposed. Through the efficient data organization and flexible cipher computing units, the
processor that adopts the design conception of hierarchy achieves the cooperation of software and hardware pipeline , develops
instruction level parallelism in a block and among multiple blocks and improves the utilization rate of functional units. The
processor was simulated and synthesized in 65nm CMOS process. The mapping results of typical block cipher algorithms
show that it has high encryption performance both in CBC and ECB mode. Compared with other cryptographic processors,
this processor has the advantage of small-area and high-efficiency.
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