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Zero Correlation Linear Approximations and Impossible
Differentials of New-Structure Series with SP Networks

FU Li-shi,CUI Ting,JIN Chen-hui
(PLA Information Engineering University , Zhengzhou , Henan 450001 , China)

Abstract: The security analysis of block cipher is an important respect in cryptology. Impossible differential analysis
and zero-correlation linear cryptanalysis are important methods to evaluate the security of cryptographic algorithms. Based on
miss-in-the-middle method and the restrictions on the diffusion layer, this paper gives the zero correlation linear approxima-
tions for New-Structure series with SP networks. This paper also presents the consistency between the structures of the differ-
ential characteristic with nonzero probability and linear approximation with nonzero correlation coefficient in New-Structure I
and New-Structure IV. Moreover , this paper gives the 16/22-round impossible differentials for New-Structure I and III with
SP networks respectively. Finally,, when the block size and key size are both 128-bit, this paper gives the time complexities
and data complexities of the 21/28/22-round impossible differential attack (resp. 19/28/22-round multidimensional zero-
correlation linear approximation attack) on New-Structure I,III,IV. The results provide theoretical foundations for one cryp-
tographic algorithm based on New-Structure series.
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New-Structure IIT 5 22 %% ) A S 2R PE @ i, i 3 7
Ji7R.

EET ¥ GF(2") LAl Wi E P, ik SP
2% i1 New-Structure 1T [ 82, 25 (P") [i‘l) ,(P") (3 ,
o (PYCVE ) By B BRI o iy,
i, (P ) R AR % 4 B fr R T Y B e
GF(2")"\{0},(0,0,¢e, ,0)-A(B.B.B8.8) ¥ hit & SP
M 28 1) New-Structure 1T 254 1Y) 22 8 BAH L MEE L.

IERR  ARMEPERT 3, FATALT 2N L% J5 [l 7E
vy R FHRTE  BE £ @ AL (e) @ A () D ALY
(e)® A () #0, Hhe=A,(e ).
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BT e=A,(e;) =Apns(e;) =(P)" xA
(e;).icA (e, ) =€ Jfike TN TRENE M e=
(P w6 (PG & (P - O

(P TP A AR R LB R 60,
i e=e, .. BT A(e) =A (e, ... =
(P") "'xAg(e,,...). FTHEZeDA () DAY
()@ A (e) @AY (e).

Boo, W@ A" (e, ) HI5H k S8R ke
Liy,onui ) B @, =0 JROL. AWiic e, ., THEZ S
BRI N e, e, e, HILE

4
(P') ™" x @1 A (€s) D€ = @ (@, x

(P") ) ®D(e, xE,).

H(P) (_i.l> ,(PY) <_izl> s, (PY) <_i,l> E) G E L E
LA MA@ (W, x (P) () @D (e, xE,)) #0.

He®A (e)DA” ()P A (e)D A (&) #
0, & FRAGIE.

HIL3 W GF(2") Ll kE s P, ik & SP
W 4% 1) New-Structure IIT 4 852, 25 1,7 W 2 (P") (;)1 =
e, HL(P") () # ke,  Jrh k i B0, MIXHE R B e
GF(2")"\101,(0,0,e,,0)A(B,B.B,B) #1)y New-
Structure TIT Z5F4 /Y 22 % FAH L M@ .

BOEHRF(PY) ) #ke, A (P) 5 E, LT
K THEE 3 i A5 PR R B 7 45 R ) PR A5 1

315 8" % GF(2") LAYHERE P, .o MDS i,
WML PIE ] BT r(r<d) H L PEI0C.

Hit4 X GF(2") LMWAIWHERE P, i E SP
M 2% i) New-Structure I ({382, P,,, i MDS 45 (4

(P") R A R A HOD T E MIRHE R B <
GF(2")"\10},(0,0,¢,,0)-A(B.B.8.8) ¥ hii & SP
W 2% Y New-Structure TIT £554) fif) 22 5555 AH JC L8 @ T,

(318 1% P, MDS Sl %% ¢ < 2 L
P, ,P,, P E, E., - E; LI,
W4 i S R T 25 A BRI R 1. e 3 RN
iS4 PRI S5 SP W 2% 11 New-Structure 111 4
22 TR AMEEIL W P &

S| 9 ¥a,b,c,d,a’,b’,c',d' €eF,, (a,b,c,d)
—(a',b’,c¢",d") Jy New-Structure II1 B &% Q MIHERIE
TR ZEFAE, WA o' =d,b" =B,c' =b D B,d" =c,
F R B 2253 R IE N a—b', H

po((a,b,c,d)—(a",b",c",d")) =p,(a—b").

ERR 5139 IR R S 513 4 Z (1) e
FERA , BCAE LA T S FFUE .

51 5 TR 1177 1% New-Structure 111 25§12 51
EBEERYVET, AR .

R4 1E New-Structure 111 H 25 HERIE T 1) 25
E305EW 2 (AX), AXS, AX), AX]) = (0,Ax,0,0) 01
AXG = 0 77 M 3R AR 0 22 3 1% 3 5 L (AX), AXG,
AX},AX,) = (A2,0,0,A2) MU AX, ™ = A, (A2) D(@
A (A (A2))).

EH S AW T HE SP M1 New-Structure III (1)
22 B ANATREZE M FAL IR A R T SCHR 17 ] 45 A9 19
BN T BE 22 3 AL

FIES W GF(2') LA AENE P, Wy SP
% B New-Structure TIT B3 8= , 75 P(j‘l‘j‘) =0, % £
B Ax e GF(2")\ {01, (0,Ax,0,0) A(P xe ,0,0,
Pxe )Y g SP M 4% 1) New-Structure TIT 4544 [
22 B AN A RE 22 1 HFAE.

IERR AREPER 4, FATHFUEN] A, (P xe

@
(@Aif}(Ar‘ (Pxe; )))#0. T A, (Pxe, )
)
D)

Agp(Pxe; ) =Ag (P xPxe; ) =As (e,
e AW e, PAET pwm ol £, WA A (e
Agip(€ ) =0 (E-PY).

H P, =0 %y, (A (e ;) =0,ie{1,2,3,4].
ity (e',) =1 iy, (¢, ®(Da(e') ) =1,
e, ®(DA(e,) 20,6 A, (Pxe’, ) D@
AL (A (Pxe’ [ ))) #0 f5 7 &, i HAIE.

3.4 #E SP WM& K New-Structure I ~ IV Z5#1Hy
AFTREE DHHEFIEHE XL EERR A

3.1 255 3.3 I T New-Structure 1 ~ IV [
AN BB 22 40 R IR A1 2 A G 2 Mk 3 3l 1) B K AR H, AT
PRI 53X LE N AT BB 22 43 R IE R A OC 2R 1 1 I AE LA
Yok th ;AL AE LR e dr b, AT BR H i SP I
#%f%) New-Structure 1 ~ IV 25 4 F) 43 21 2 1t 58 15 Y BH SC
iy ARS8 AT Oy 128 LURE, S &0 8 iF 8 Y
LA, P & 4 x4 Y HUZ, BN A 32 iy
BHS5 FRuss, B F R 8% w0 sd 800 B4
B LERRER S AR 32 FURRAE G

WImIA B RAR T 3.1 R 3.3 i
) New-Structure I ~ IV 1/ 7] B8 22 73 ¢ AiF Fl 2 AH G 2
PRI, FRAT 24 2 Tk 2k X A e Moy B ) e K e
BB SRR 2 PR, IAh, B — AN 05 R A New-
Structure 1T 544, W B L AFAEAT BFC AN 1T BE 25 70
TEFNZAR G 2 M i, HAT B AE A AT i 22 43 FRAE A
FeAH LN 18 I A e Bl R A DX 43 s, A e 4
e R AR 5 ik



% o6 H RISEAL iR SP 2% 1) New-Structure Z8 81454 1 22 AR S ML T 5 A AT BE 22 70k BRI 1373

R2 AXHE SP MLEH New-Structure [ 111V RAJREE S INEE/ &
BFHEXBMENRKEH
X ot g/ An] Xt 24k
BRI 454 ez B £ PG

B/ AR | Rl R/ ) A2 2 R

New-Structure 1 16/21/2"¢ /21172 16/19/21278 /2137

New-Structure TTT 22/28/2M16:3 11505 22/28/2M18.78 /157

New-Structure IV 16/22/2116.5 sp115.4 16/22,/2122:8 y108.08

4 HFit

AL AN BT 68 22 43 43 BT FVEE AH 5G4 43 17 1) A
FEXTHi £ SP W 45 1) New-Structure 3 51 51k 47 T 41
Br, 45 0 T EATT H BT E A AN AT RE 22 43 R AR FTE A G
. A SCIEYL B E SP M 2 1) New-Structure [
Fl New-Structure TV F AT fiig 22 43 ¢ AiE F1 5 A OC 26 M
T, JE T New-Structure I A R AE 1Y n 48 25 41
R 4% (A OCAE AR T n 48 2 M 38 i 1% 38 4 ) A
New-Structure IV H1AH G A # IR 1) n 5046 P 38 i %
R (WERRAE 1 0§86 28 5045 1 5 ) 1Y 450 2Z ] i —
b, WAL TUEB SRR AR, A SO T X SEAN AT RE
55T IR RN 22 A DG 26 M 3 3 AE A ] BB 22 43 Mok i 2
Y AR R NE GG T Ry AR AR SO 25 R 5L T
it & SP M 45 ) New-Structure 38 41 25 ¥4 15 11 119 %% it 43
AN AL RE 22 43 53 7 AV AH O Gtk o A 4t 1 B e
.
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