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Abstract: Bluetooth low energy (BLE) is designed for the devices with computational and power limitations. But it
has been confirmed that Secure Simple Pairing (SSP) is vulnerable to the MITM attack. We identify the root causes of the
problem :the pairing messages being tampered, and the vulnerability of the JW model. In this paper, we propose two hash-
based SSP schemes for the devices in Mobile Cloud Computing ( MCC). The proposed schemes enhance the SSP security
with the help of MCC. Scheme I is applied into the devices which support the PE or OOB model. It uses the hash function to
ensure the authenticity and integrity of the pairing messages. Scheme II is suitable for the devices which only support the JW
model. It improves the security of the JW model through using the hash array. At the end of this paper, we examine the per-
formance for the proposed schemes,and perform the security analysis to show that they can provide the MITM protection a-
gainst the adversaries with different levels of power.
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