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Abstract .

unit circuits during the manufacturing processes to generate numerous unique,random and unclonable security keys. In this pa-

Physical Unclonable Functions (PUF) exploits process variation across same structure and design parameter

per,a configurable resistance divider type DAC-PUF scheme is proposed,which consists of input register,resistor-string based
DAC, voltage comparator and timing control module. After configuring the DAC cell by applying input challenges, the PUF
circuit updates keys without physically replacement. In TSMC-LP 65nm CMOS technology, the layout occupies 72. 4pum x
87. 8um with custom designing. Experimental results show that the PUF circuit possesses nice statistical characteristic of u-

niqueness , high randomness of 99. 1% and high stability of 97. 8% ,both with respect to supply voltage variation from 1. 08V

to 1. 32V ,and temperature variation from -40%C to 125°C. It can be effectively used in information security field.
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R () (p) (Q) (Q) (%)
Rowod 1.8 9 1916.34  125.53 6.55
Rowsti 1.8 9 3640.77  238.49 6.55
Ruod 0.4 0.4  145.04  17.45 12.03
Rpod 0.4 0.4 187.79  22.06 12.20
Ropoly 0.4 0.4  556.09  71.03 12.77
Rppoly 0.4 0.4  550.02  70.55 12.83
Rnodwo 0.4 0.8  302.39  26.61 8.00
Rpodwo 0.4 0.8  580.80  67.11 11.56
Ropolywo 0.4 0.8  437.11  46.40 10.61
Rppolywo 0.4 0.8  1412.69  67.66 4.79
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