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Abstract.
posed. In the method,the image is firstly transformed by DCT,and then the differential DCT coefficient of four directions,

An image forensic method based on coefficient-pair histogram of differential DCT coefficient was pro-

such as horizontal direction, vertical direction, diagonal direction and the second diagonal direction are computed. After that,
the coefficient-pair histogram for each differential DCT coefficient is calculated. Finally , support vector machine (SVM) is
used to classify the authentic and spliced image through training the feature vectors of authentic and that of tampered image.

The experimental results show that the proposed approach not only has low computing complexity , but also outperforms all

the state-of-the-art methods in detection rate on the same test database.
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#1 TRBAETHENER

B T | 4i%C | True Positive Rate | True Negative Rate | Accuracy
2 100 61.88% 64.39% 63.14%
3 196 59.63% 77.74% 68.69%
4 324 99.41% 99.89% 99. 65%
5 484 97.38% 97.07% 97.23%
6 676 99.63% 99.67% 99. 65%
7 900 99.13% 99.35% 99.24%

TR RL - T, T X R B 57 8, ie 4 CPH
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100% 1337133 100% 154/154 100% 100%
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100% 1337133 100% 154/154 100% 100%

99.25% 1327133 100% 1547154 | 99.65% 100%
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100% 1337133 100% 154/154 100% 100%
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S Ig 7k BT i ) ROC ( Receiver Operating Charac-
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oI i A5 ROC il k.
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(Area Under the Curve) i 5 5 , b 32 ] 1 U 45 8 9
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TPR L TNR o Accuracy | Precision
SR IR ’
100% 400400 | 98.75% | 395/400 | 99.38% | 98.77%
100% 4007400 | 97.75% | 391/400 | 98.88% | 97.80%
99.75% | 399/400 98% 392/400 | 98.88% | 98.03%
99.75% | 399/400 |97.75% | 391/400 |98.75% | 97.79%
100% 4007400 | 97.75% | 391/400 | 98.88% | 97.80%
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99.5% 398/400 | 98.75% | 395/400 |99.13% | 98.76%
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F T VAR T B R A X T JPEG FRAR &Rk
HE I R Ll X G235 O R T 25 405 R SR K I (Sub-
tractive Pixel Adjacency Model ,SPAM ) BRG] 5
JRFE 1k S AH TR 59 9 3 42 IEEE IFS-TC image forensics
challenge™". 5216 th EIUE 45 1 Q =75,80,85,90,95
G390 R 1 0 4k P AR R AT S 4, SE e  EL A5 A a3k 6
7.



12 H, F i 2016 4
1 ROC / R
z: —— AUC=0.9990 2% 3k
g o7 /,-»’/ [1] Popescu A C,Farid H. Exposing Digital Forgeries by De-
é Z:: //“/ tecting Duplicated Image Regions[ R ]. Hanover ; Dartmouth
§ 0.4 /,/""/ College Department of Computer Science Technical 2004,
£ 03 TR2004 - 515.
0.2 /.,// [2] Amerini I,Ballan L, Caldelli R, et al. A sift-based forensic
01 /// method for copy-move attack detection and transformation
%0 01 02 03 g;seigsit?.{g Hg-: 08 09 1 recovery| J]. IEEE Transactions on Information Forensics
(a)CASIA v1.0_EAHII 45 SR ETROC 1 2% and Security ,2011,6(3) :1099 - 1110.
. ROC _ [3] Pan X, Lyu S. Region duplication detection using image
0.9r  AUC=0.9980 - feature matching [ J]. IEEE Transactions on Information
L Forensics and Security ,2010,5(4) :857 — 867.
% Z::; /// [4] Wu Q,Wang S,Zhang X. Log-polar based scheme for re-
:% o // vealing duplicated regions in digital images[ J]. IEEE Sig-
; 0.4 // nal Processing Letters,2011,18(10) :559 —562.
& o3 /’ [5] Avidan S,Shamir A. Seam carving for content-aware image
. /‘-»”ﬁ resizing [ J]. ACM Transactions on Graphics, 2007, 26
0'01 P (3):10.
OO 0% eposiverate (67 i, FhBEE, FLRELE, S5 V(R 003 vh ORI 1y 520
(b)CASIA v2.0_ L 45 REIROCHI LR GIRRBGER A [T]. T 2£47,2006,34 (12A) ;2451
3 - 2454,
Wang Bo,Sun Lu-lu, Kong Xiang-wei, et al. Image foren-
£6 SEENRTILER sics technology using abnormity of local hue for blur detec-
tion[ J]. Acta Electronica Sinica,2006,34 (12A) ;2451 -
AL 1 ik G stk 2454. (in Chinese)
0= oL 0% . o8 (7] JESAS, EAR W, 925, . 3 T4 P (R s SR AP R
Q=80 82.60% 90. 05% TESFIERIBIE R AR [T]. B 7-2# 4z ,2008,36 (6) : 1047
0=85 83.92% 91.41% ~1051.
Q=9 86.50% 92.91% Zhou Lin-na, Wang Dong-ming, Guo Yun-biao, et al. Ex-
0=95 88. 529 95.00% posing digital forgeries by detecting image blurred mathe-

N 6 TT LU Y, R A6 I 1) 531 S i T 4 1A
TP S, 5 R BRI 5 3 6 5% 5 RS TR
R R A 25 AT 1, (ELR I 2 1 A O 1 %)
PHEIGFPEAT TPEG [E 44 (Y B G SR BE % 2R A5 B0l 7
PR,

4 #ig

AR T — R T 52250 DCT REUH & PF
HAGI T3 7. %7 4% (R A Z AR TE TR A% G T S B
2% X7 E YRS DCT 5, Jf H 52243 DCT &
BOEFEARSS & AR T — PS8 09 R5 Ak 1] 5 52 BT =X
BITIEMEA B — LI E ML, AMOTRE R EAR, &
A RUFprERe. @ R i SR iE M 1Tz ik A

matical morphology edge [ J]. Acta Electronica Sinica,
2008,36(6) :1047 — 1051. (in Chinese)
[8] Cao G, Zhao Y,Ni R, et al. Contrast enhancement-based
forensics in digital images[ J]. IEEE Transactions on Infor-
mation Forensics and Security ,2014,9(3) ;515 —525.
[9] Luo W ,Huang J,Qiu G. JPEG error analysis and its appli-
cations to digital image forensics[ J]. IEEE Transactions on
Information Forensics and Security,2010,5(3) ;480 —491.
[10] Farid H. Detecting Digital Forgeries Using Bispectral A-
nalysis[ R].
nology, 1999 , AIM - 1657.

[11] Ng T T,Chang S F,Sun Q. A Data Set of Authentic and
Spliced Image Blocks[ R]. Columbia; Columbia Universi-
ty ,ADVENT Technical ,2004. 203.

[12] Ng T T,Chang S F. Blinddetection of digital photomontage

Cambridge : Massachusetts Institute of tech-



g

LR

W 2 — T 222 DCT R B0 17 B A9 EHGIBGIE D7 ¥ 13

[13]

[14]

[15]

[16]

[17]

[18]

[19]

(20]

using higher order statistics [ DB/OL ]. http;//www. ee.
columbia. edu/dvmm/ ,2004 —01.

Fu D,Shi Y Q,Su W. Detection of image splicing based
on hilbert-huang transform and moments of characteristic
functions with wavelet decomposition[ A ]. Proceedings
of the 5th International Workshop on Digital Watermark-
ing[ C]. Berlin; Springer,2006. 177 - 187.

Chen W,Shi Y Q,Su W. Imagesplicing detection using 2-
D phase congruency and statistical moments of character-
istic function | A ]. Proceedings of SPIE Electronic Ima-
ging[ C]. California; SPIE,2007. 65050R - 1.

Shi Y Q, Chen C,Chen W. A natural image model ap-
proach to splicing detection[ A ]. Proceedings of the 9th
Workshop on Multimedia & Security [ C]. New York:
ACM,2007. 51 - 62.

Sutthiwan P,Shi Y Q,Dong J,et al. New developments in
color image tampering detection[ A ]. Proceedings of IEEE
International Symposium on Circuits and Systems [ C ].
New York:IEEE,2010. 3064 —3067.

He Z,Lu W,Sun W et al. Digital image splicing detection
based on Markov features in DCT and DWT domain[ J].
Pattern Recognition,2012,45(12) ;4292 —4299.

Saleh S Q, Hussain M, Muhammad G, et al. Evaluation
ofimage forgery detection using multi-scale weber local
descriptors| A ]. Proceedings of Advances in Visual Com-
puting[ C]. Berlin: Springer,2013. 416 —424.

Shi Y Q, Chen C,Chen W. A markov process based ap-
proach to effective attacking JPEG steganography [ A ].
Proceedings of the 8th Information Hiding Workshop[ C].
Berlin; Springer ,2006. 249 —264.

Qian-Lan D. The blind detection of information hiding in
color image[ A ]. Proceedings of the 2nd International Con-
ference on Computer Engineering and Technology [ C ].
New York:IEEE,2010. V7-346-V7-348.

[21]

[24]

Shabanifard M, Shayesteh M G, Akhaece M A. Forensic
detection of image manipulation using the Zernike mo-
ments and pixel-pair histogram [ J]. IET Image Process-
ing,2013,7(9) :817 —828.

Jing Dong. CASIA tampered image detection evaluation
database[ DB/OL ]. http;//forensics. idealtest. org,2011.

Chang C C,Lin C J. LIBSVM :a library for support vector
machines [ J ]. ACM Transactions on Intelligent Systems
and Technology,2011,2(3) .1 -25.

Qiu X,Li H,Luo W,et al. A universal image forensic
strategy based on steganalytic model[ A ]. Proceedings of
the 2nd ACM Workshop on Information Hiding and Mul-
timedia Security[ C]. New York:ACM,2014. 165 - 170.

ARocha, A Piva,J Huang. Images corpus of the 1st IEEE
IFS-TC image forensics challenge [ DB/OL ]. http.//ifc.

recod. ic. unicamp. br/fc. website/index. py? sec =5,
2013 -06.

EEE T

BEE 51,1984 FAE TR LT
CM I EAIPES S INEISES X

E-mail ; yong _ nk@ sina. com

BERAT 55,1966 4F A T LR ). 47,
(kA R BIFE 7 1 SR T A e A R K
TR





