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Abstract: In order to solve the problem that the client is required to be honest in traditional provable data possession
(PDP) schemes, we propose a fair provable data possession scheme based on blockchain. The traditional PDP schemes al-
ways assume that the cloud server is semi-honest but the client is trusted, which is unfair to the cloud server. In our scheme,
the metadata used for verification is no longer generated by the client but by the blockchain node. A consensus on metadata
is reached by the nodes in the blockchain. Therefore, based on the property of distributed trust of the blockchain, we can re-
alize the mutual trust mechanism of the PDP scheme, which can ensure the fairness between the client and the cloud server.
We firstly use hash function and Pedersen Commitment to construct an efficient fair PDP scheme. Then, we analyze the se-
curity, computing overhead, communication overhead and redundancy of our proposed scheme. The results show that this
scheme is not only secure, but also superior to similar schemes in both the cost and redundancy.
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