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Anti-Attack Color Image Encryption Scheme Based on Hopfield
Network “Pseudo Attractor” and Alternating Quantum Random Walk
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Abstract: The secure transmission of image information has attracted wide attention in the field of the Internet in
recent years. We propose an attack-resistant color image encryption scheme that combines the pseudo-attractor property of
Hopfield network with the probability distribution matrix of alternating quantum random walk. We find that by controlling
the accuracy parameters of the Hopfield network state matrix, one sub-block M, of the 4-block probability distribution matri-
ces generated by the alternating quantum random walk is involved in the encryption as a pseudo-random number matrix.
And when the training matrix and the input matrix of Hopfield network are one of the 2 diagonal sub-blocks of the 4-block
matrix M,, respectively, the pseudo-attractor can be generated. The matrix form of this pseudo-attractor, after processing by
tensor calculation and binary conversion, can be used as a key matrix to generate an encrypted image based on adaptive per-
mutation of pixel value ordering on the spatial domain and confusion of element values for the original image. The key ma-
trix is a critical part of image encryption, and a key matrix with excellent statistical properties can obviously improve the ef-
fectiveness of image encryption. In the statistical characteristic test, the encryption scheme proposed in this paper achieves
an average information entropy of 7.999 4, an average value of 99.621 8% of the number of pixels changed rate (NPCR), an
average of 33.537 9% of the uniform average change intensity (UACI), and an average correlation decreases to 0.003 9.
Our encryption scheme is also tested in the presence of various noise simulations to verify its robustness against common

noise and attack interference in practical applications.
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5 Wi 15 B /it
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AL 28 W 5 () 2 1 Lk i
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Tele 3 M IX — 22 4258 o, (0T 4 1) 2l SCAR T
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F =R A0 B BLA A, FL ] & 4R ol 0@3n?), T AR
SCHn BB [E] 2 2% BE R O@@n? ). A SCXF HE T 4 LY i
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Yol (BT . 14 7R T Lena JE FRUSAE AR e
M rE AR MRS LU BT DI TG J i o ) LS

Hh I

A
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fift 3 PR

\ ‘ h -_ s \‘. 4 A
14 Lena % SCEGAINME A 5 " AR IO AE 1L
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22 MO NPCR -2 UACT 3540 23 (] K /N2 75 RE B 41
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R4 FIEEMAE BT LS

Bk ‘ . I /it
NPCR/% | UACV% | =5[d] AH I

SCHR[13] | 99.6233 | 33.4766 | >2' 0.0107 7.999 3
SCHk[41] >2!% 0.009 9
SCHik[42] >2!% 0.0129

SCHR[43] | 99.6158 | 33.4557 | >2' 7.997 1
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5 #ig

ARSCHEAT T 41 BEIS S LA o > e G o el
(4 LTSS, 38 5 7 L3 M B R8O 6 L H A 2% 5
SRS T ARSI R 455 T Hopfield M2 5115
SR T REALATAE AR LRGN B T SR Al A5k, 3R
TR BRI S LA 27~ B3k I 38 PR B s 40
HA T W i R A5 ASSCIT R I J5 48w, 1L
A7 7 A AR 3 45 B AE I 5 Hopfield [ 25 (49 D41 51 5
JIT RS L B AR PR SR S B 2 T RS S B A
M il 4 2 b 1E 2 e BOBIESE AR Rl BERE R —
R DIE BB e b A 4 R

Bt 5%

() BHASEHIE I
A S0 python JEAT 7 ELMT L 7E python 1, I 4
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AU, BV B A0 SRR TR IR N R . e R L, i B
python F 7 A ALKEAA RORT BE 42 1) 14 07 64 705 FL 4040 .
Q)ZHEEEHBH
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JRE MRS SE MR S5 &R
2 LR B In) AL, %% 4 2 1R B K /M 2 o B B T B £
B3R B, R o A1 B () BU(EL S [ ok 0 2] 27 AT 3
B, W o T B He s 1) 25 B 2 R B (E o TERR K. (1
15 B BT i, PR R T 28 BT B AL IR AT 40 BT, TE i B0 iE
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9=3 141 592 653 589 793. 238 462 643 383 27,4 K, 5 K,
R 30 BERLES , T

K,=2564 823 796 521 785.475 638 962 148 03,

K,=0562 789 324 747 325.145 624 856 254 63 ,
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1 1
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