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Abstract: The electromagnetic signal recognition model based on deep learning has the advantages of high efficien-
cy, high accuracy, and less manual intervention. However, it is as susceptible to adversarial examples as traditional neural
network models. Studying adversarial examples is important for testing and improving the security and robustness of neural
network models. In order to generate high-quality electromagnetic signal adversarial examples, this paper proposed a batch
feature points Jacobian-based saliency map attack method (BP-JSMA). Compared with the traditional Jacobian saliency
map attack method, BP-JSMA can generate adversarial examples faster by selecting key feature points in a batch. In addi-
tion, according to the characteristics of electromagnetic signal data, adaptive disturbance limitation is proposed to make the
generated adversarial examples more covert. Experimental results on public datasets show that compared to the Jacobian sa-
liency map attack method, BP-JSMA improves generation speed by 11 times and concealment by 10%. Compared with tra-
ditional fast gradient sign attack method, the attack success rate has been improved by 24%, and the concealment has been
improved by 20%.
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