570 H F ¥ M Vol. 51 No.7
2023 47 ACTA ELECTRONICA SINICA Jul. 2023

ST P R R AL PR B SOE A ik 5 3k

L wmL,ERL,H &°
(L. TCPGRHHITE K A BRI e TEPT A 330038 2. VLRI A 507 7l 3 TEPY RS £ 330022)

B OE: CRPEES VIR RS SR AR AR 1 B 2 — . SR, B A B AA R I U5 R P O 1
ASOM KRB 2 1) 7 4 A B8, A 25 B AT DS RIS I 2 5, TEIEW 2 A R TR oK . O 1 ARG ) B, AR SCHE Y T
— 0L T TR A B AL R 3P TR 42 1 DML, K P [ e A oA — i TR] S AR R, 2 — e [ B -5 AS ) U 75 ) 42
BLA . AR SO ORI 3 S 22 At SCRIGMAIT , 2R P TRUAS: I 94 777 32k X B 80 R0E 6 AL ) P R R A7 00T, e ¢
TE AR SCATRETH AT LA )42 1 14 £ 2 0 12 A A R R P I LA K

KR DABI IR R ERL ; BRAM PRI L D7 451 5 B A AL ; TLA+ (Temporal Logic of Actions plus)
HEWE: IHEHARAREATH (No.21TQOSD) s VLT i i A SCH A RFEBF S5 H (No.JC22115) 5 TP

FAARLE A G0 H (No.20224BAB202013)
FESES: TP309.2 XERERIARG: A
FF 24 URL:htip://www.ejournal.org.cn

XEHS: 0372-2112(2023)07-1842-08
DOI:10.12263/DZXB.20230144

Formalization and Verification of Privacy Preserving Protocol
Based on User Consent

MA Li', JIANG Huo-wen', PENG Yun’
(1. School of Big Data Science, Jiangxi Science & Technology Normal University , Nanchang , Jiangxi 330038, China;
2. School of Digital Industry, Jiangxi Normal University, Nanchang, Jiangxi 330022, China)

Abstract: The combination of user consents and access control is one of the main approaches to address privacy pro-
tection today. However, most of privacy protection access control approaches are from the perspective of the data control-
ler, without considering individual participation in access decisions, and can not meet the need for privacy protection in
terms of autonomy and control. In order to solve this problem, this paper proposes a privacy-preserving access control pro-
tocol based on user consents, which transforms user consents into a kind of consent authority and forms a dual access con-
trol mechanism of consent plus authorization. The syntax, semantics and security of the protocol are defined and analyzed.
The properties that the protocol should satisfy are verified with the model checking method, which finally proves that the de-
sign of this paper can comply with personal information protection regulations from the perspective of access control.
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