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Abstract: In order to effectively resist the misleading of the adversarial examples for deep neural network models, an
inverse perturbation fusion generative adversarial network (IP-GAN) is proposed. This method makes full use of the adver-
sarial perturbation information in adversarial examples, takes inverse perturbation as the starting point of the adversarial ex-
ample defense method, and analyzes the effectiveness from the high-dimensional feature space. Drawing on the idea of the
generative adversarial network, the generator architecture is used as a construction model to generate the corresponding in-
verse perturbation based on adversarial examples to obtain the reconstructed examples. Then, the deep neural network mod-
el is introduced to guide the direction of inverse perturbation optimization, and input the reconstruction examples into the
deep neural network model to obtain the correct classification results. The experimental results show that the inverse pertur-
bation constructed can eliminate adversarial perturbations effectively, and assist the DNN model to identify and classify ad-
versarial examples correctly. Compared with the state-of-the-art defense methods, the defense success rates of the IP-GAN
method on MNIST and ImageNet datasets are increased by 0.86% and 2.96%, respectively.

Key words: adversarial example ; generative adversarial network ; inverse perturbation ; adversarial perturbation elimi-
nation ; defense method
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4.1 ZWEKEE

(1) S5 P58 K i 4

52 5 3 B : Intel Xeon (R) Gold-5118@2.30 GHz
(CPU) , NVIDIA RTX 2080Ti (GPU) , Ubuntu 14.04.5
(0S),CUDA9.0.176, Python2.7.13, Pytorch1.3.1.
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AR 4 F e % (Classification Acuracy, ACC)
fiif i DNN LRI T B AUHEA 1 73 2 88 ) s BOti i) %6
(Attack Succes Rate, ASR) ffif 1 ¥ HiEE A A2 il 12 %6
DNN #5714 15 B B8 7 5 B 18 5% D) % (Defense Success
Rate, DSR) i f XS HUAEAS B A 7 12 08 T X0 AR 4 B 40

AEJT s AR ARALLIE (SSIM) i A [RIREAS 22 [ A AR L
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IP-GAN J5 125 38 3 Y11 25 306 4 3l 4 3 A5 284, B 1
DNN A7 2 B AT X B A Y AR . 5 Rl 2L
I 25 B 10 /9 28 B9 Defense-GAN . APE-GAN F1 DAE J7 7
AHEE, IP-GAN J5 35 9 7 A p o 22 o B 4 5 . X2l T
IP-GAN Jy iR fE I Gt 2 | A B AR 2645 i PR 3k
T I E A 7 ), DA kB T AR AR AR R 2R ) A
) e R

UIPD J7 %5 IP-GAN J7 ik B9 WF 5T & s AR & 3L+
WS . UIPD Jy 38 o 25 AR Ak B 6 e A R AR A
T A S . A HE UIPD 7 2 5938 %, TP-GAN 7 ik
BN R PR 2R GA | A AR AR AL A X R e AR

s A s 4 B, (45 IP-G AN 5 14y 38 114 336 Bl e b
PR T

GRIP-GAN J7 {438 12 [a] FLSEAEAS i g A R HLI 7S
YA A A 15 38 FH 65 R 40 2l . A EL BRI 7
IP-GAN J7 vk B2 R XU REAR Y 25 AR AT, TR A
R 2 2] T B A R RHPUREAS P A R A, TR
XFBT A S T A B SRR AR 3 A . % 1 0] L TP-GAN
J7 B AE MNIST Hid 5 v X6 35 6 3 A T4k (0 %7t
FEAY DSR 48 #5430 ¥ 8 = 1 0.55% F11.16% , 7E
ImageNet FU4H 4 o X 35 86 B 5L 00 1k i XU RE A
1) DSR 484553 51 F- 148 5 T 3.16% F12.76%.

R1 AEBPBESESETFHEENRAERER T ARG ER IR LB SR

POETIRE 2N e MNIST ImageNet
AT ATLRE A7k AlexNet M_CNN"! LeNet ResNet-50 VGG-19 Inc-V3
Defense-GAN®' 72.40% 70.31% 68.26% 40.87% 51.04% 38.01%
APE-GAN"! 83.40% 82.36% 80.71% 54.10% 57.88% 51.80%
S DAE® 84.54% 85.68% 85.25% 65.94% 59.31% 64.54%
- uIpp”! 88.92% 87.45% 86.89% — 59.91% —
GRIP-GAN!"! 97.10% 98.25% 97.79% — 86.35% 93.88%
Ours 97.83% 98.91% 98.04% 86.48% 87.23% 95.32%
Defense-GAN®! 82.43% 86.13% 80.34% 42.08% 43.10% 41.96%
APE-GAN" 82.46% 85.14% 85.01% 73.90% 49.28% 70.90%
‘ DAE® 83.66% 86.88% 84.17% 69.41% 51.61% 63.25%
T uIpp"! 87.92% 87.54% 85.22% — 52.91% —
GRIP-GAN!"! 89.34% 93.58% 92.69% — 94.38% 86.73%
Ours 95.76% 94.77% 94.57% 97.99% 96.37% 90.25%
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