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Single Key Revocation Based on Merkle Tree for TPM
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and Engineering, Wuhan University, Wuhan, Hubei 430040, China)

Abstract:  As the internal storage space of trusted platform module (TPM) is limited, most of the keys generated by
TPM will not be stored inside TPM. Instead, these keys are encrypted by their parent keys and then stored in external stor-
age space, which is not completely controlled by TPM. In case that one single key is invalid, TPM1.2 and TPM2.0 specifica-
tions do not provide any commands to revoke this single key except the command to revoke all keys, which is inconvenient
in most cases and reduces the availability of TPM. But if the invalid key is not revoked, an attacker may load it into the
TPM for use and this will result in some security issues. Thus, this paper proposes a scheme based on Merkle tree to revoke
single key. By constructing dynamic or static Merkle tree, the keys generated by TPM are linked to leaves of the tree for key
management, which can revoke single invalid key if needed without affecting the normal use of other keys. Compared with
the scheme based on blacklist and whitelist to revoke single key for TPM, our scheme shows only the root of the tree is
stored inside the TPM and the remaining nodes are stored outside the TPM. The cost of the scheme has a logarithmic rela-
tionship with the number of keys managed by the tree, while the cost of the scheme based on blacklist and whitelist is linear
to the number of revoked or unrevoked keys. Compared with the scheme that constructs a tree based on chameleon hash
function to revoke single key for TPM, our scheme is simpler and reduces the calculation complexity. This paper builds a
prototype system based on TPM2.0 simulator. Through testing, the system achieves the expected goal and has good practica-
bility.
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