511 H F ¥ M Vol. 51 No.11
2023 4E11 A ACTA ELECTRONICA SINICA Nov. 2023

ST RO R R 2 MR 5

MART,F F, kS
(T RRAE R4, ML 430033)

WOE: ENELN OISR, BREIECE I E AR . R R, BRI 23 TR
PG ) s 0 0 U 7= A 3ot (5 4 HL B 20 A2 B B A B A T R N A St R e g T e R N P 2 4 e A
Jolb . Sk B L IE ML 0, 24 2% 2 ) B A o X B i SR BB AL B & A #% (True Random Number Generator,
TRNG ) 3 51 A5 A= il ) Ji 4 B WL EX (raw random numbers ) 2 BE7ELR Wa i T AE . SR, i T 904 7628 Wil ok 2 52 Tl
FEGET b, S BCHAE SEBR R A7 AR S AL A% FESR VIR S (a1 s o — Jr T, bl T4 AR A A 22 SO s H 40
A 3240 3 PR 2R 5 i A D DA ol A5 A 2 2 A 00 9 3 A A R A T IR . AR ST T2 2R B RS I R R X 4
XA Sl s T R PR AR S e PR B s e AT T IR AT 4 T 0 i A 1 S R R A RO s A U
FFEE A7 T BRI PR E A T B4 = e R ST Ak A TR AR LR W AT R AR AR I A A L, K
D7 BT SRR Oy T H A B B AR, BENS SE I S Wb sh g s T I IR e R A 43 PG Sh ER B kR 4 Uy T 1 AR SR L, S
FXT TRNG g A 25

R FRENLECR L8 RUR ; 2R W s SRS Bl 5 A4 Allan 722

EeTH: ERHAFFIES(No.61672531)

FESES: TP309.1 MERFRIZAE: A XE4HS: 0372-2112(2023)11-3388-09
H F %R URL:http://www.ejournal.org.cn DOI:10.12263/DZXB.20220119

Research on the Online Detection for the Entropy Source Based on the
Cycle Count Difference

OU Qing-yu, LUO Fang, CHU Wei-yu
(Department of Information Security , Naval University of Engineering , Wuhan, Hubei 430033, China)

Abstract:  As the key element of the cryptography application, the true random number plays an irreplaceable role.
To guarantee its quality, it can be mainly generated by the entropy source, composed of the random physical processes, so it
is vulnerable to the ambient interference and the attack, and thus the security of the cryptography application can be threat-
ened. To guarantee the quality of the true random number, the current main international standards require the true random
number generator (TRNG) to be provided with the online inspection on the generated raw random numbers. However, the
current online inspection is mainly implemented by the method of sampling statistics, so it has the problems of complicated
implementation and huge resource consumption. On the other hand, because of the statistic model bias and the disturbance
on the entropy source output distribution, the excessive estimation has become a common problem in the current online in-
spection method. In this paper, the current widely applied ring oscillator-based entropy source is researched. By analyzing
the cause and the impact of the entropy source characteristic variation, the heterogeneous isomorphism cycle count differ-
ence is prompted to characterize the entropy source, and with the calibration of the variant threshold value, the online in-
spection method, with high accuracy and strong real-time, is established. Compared with the current online inspection meth-
ods, the proposed method has significant advantages of resource consumption, and the variation of the noise components, as
well as the disturbance inductive couplings, can be reflected in real time, so the inspection on the characteristics of TRNG,
can be effectively implemented.

Key words: true random number generator; entropy source; online detection; disturbance in environment; cycle
count; Allan variance

Foundation Item(s): National Natural Science Foundation of China (No0.61673531)

WA B 1 :2022-01-25 5 & 18] H 11 : 2022-07-16; 54T 4 - HFdioh



o1 M WK T3 T TR B0 (R IR L U B 5 3389
1 5|8 HIT 2R 5 PR IR A X 4, 28 RIS 31 7 5

AE by B BEMLERC Py A SR, FC R LA & A 2%
(True Random Number Generator, TRNG) /5 I K Z4KHE
BT S ) A PR BE LB G2 (A« b PR RS
S ) AT, 15 Y G 0 R B AT A A5 L AT LA
G324 FSH B 2 (A A g bk vp IR LSS ) 52

SRy R FR AR 5| A B A i ) 4R 2 e
Wi, WP TRNG B 224, 78 1 1 &% £ 2 M BrbnifErh , 1
WA %K TRNG 77 B IR AE 2 IS D DI RE , LU U5 7
AR S0P S i W . 5, A RRCE AR ME Bundesamt fiir
Sicherheit in der Informationstechnik (BSI) AIS-31™ Hr,
BER CPG.2 S LA b 22 4 25 0 4 A TRNG MR IR 1E 46
M THEE s 76 NIST (National Institute of Standards and Tech-
nology) 4 #fi #J FIPS (Federal Information Processing
Standard ) SP 800-90B"* rft , B3R $i (M4 U i 452 K50 h
FE WS I BE s NIST FIPS 140-2' 6t X5 22 42 9% 2 3 Fl1 4 1)
BRI, B SROG BEAILZS™ AE S I . SR, TN
I AE L Wi 7y s K 2 56 TR ge ot Oy py e, i A
FEA AR R [ 8™ 5. AR A R A AL S B B
Iz W5 B AR GERAE 2 5 T (R S e A1 AN 25 240 . 15
401: Lee % N7 XF PUF B HLACAE Y 76 28 W 750K
B I 523 T FIPS 140-2 J7 344 WIRAE Yy 1 0054
BT 5 Suresh™ 48 A4 11} T —Fh NIST SP800-22 75 2%
W Tk 1 24 7 SR, L rh B R 9% /N Y Monobit il
AT E 1 128251

T3 —J7 I, B TE 2 Wa D 5 3t 3k >R FH A AR 4 1
B s A GE T I T v, IS v el AR R S ff 2
Ko R VR 4 AT D B0 A SR A A5 G L 58 B SR A
VEAS AT SV , 5 S B0 AR THB B B . Zha 25
HERA , 24 BEALEC AR b 7 [6] 434 i, NIST SP 800-90B 1l
T AR B A3 T s Darren 25 N2 o 18R 3T
B A LA U0 O TR R P Y BE LB AR e Skt
5, % FIPS 140-2 764 Wil 77 VA 8 R 04T T R 36 , 445
S22 W R A2 B ATLZOT 51 BH 0 O 2 A 0 AT e I
Fi 1 FIPS 140-2 7E 2R3 .

A AR, YA AR S I Tk 2 LAk i
PUEOT 51 Al AP A B S AR w4t . R 1M, 24 TRNG 3
2 HAEE 5| A BTk 0 B R B 5 e B B T
ORI A 36 1% ) BB 52 (an A s 55 ) X 1 R R A 8
P ABURAME | LA AT o B 20 5% e 77 A |, 28 AT B AR AR
PR, T IEIAG TR 221, Yuan 256 2 F) F G A58
XFPLBN R TRNG FENLPE R i A T LR BEAT 1 50 i
FERT, B8 1 T 3 F i A S0 BT Al o F 0 SR . AR
M, B T 83 2461 52 2k, S BOZ 7 B AE S
Ty TR ME T A TRNG 78 28 Wil pY 2K .

X TRING 8 Y8 76 2 W DU T 4746 1) () A, AR SC >

IR A L2 0 (R AL, %ok P DL 305 | R PR R P S
13 T RAGIT 5 LA g BE, 38 35 T ol 342 r g U
FPESEITRALTTIE AT TOTE 4R I T — PP BERSAR I 3t
Z) WA IR S A, SR 5 B A TR M R 5 A
Je A XA SR B R AR E A TR e A R
P, BEAEIE ] TP 5 BRI E LR S IHEZE

2 IRHINEEFED
2.1 RHING R FEN A X R I

PR PRV R R T B A A R B sh e A
BEMLEL, HAT S50 7 o Frmk s TR b el 25
P, M & 1 s . AE{5TRE (S 5 Enable (& 37
RO MRS T , R AHB T A X S S AT B S
PR AT A, TSI SR .

J:E)Fjl_

Enable — 5

K1 RIS

WK 2 BR  BARG MG S, PR £, -4
JAHI R T, BIERARGL £(0)=0, HBAR 5 S, 78 [H] Fabr
HE07 1T RS A IE IR B AL B

| |

[
| I I I I I I I ]|
ojtrjof1fojrfojrjojrjojtjojtfoftrfofrjojijojtjojt
I LN
i inigigiginiiginipinipini

K2 YRy IE ST R

TR RBER A CLK | XHAER B 3 155 S,
T E AT R AR R 25 S, BT
JIT AR S 3R BT R BR AR (CO7 B ) B 2 i ) Bl
DUBCHCARRE . G — A RAEH SR T, 1 RS L8
T—ACLK,, , EIHE AR S, BIARAL (T ) T RoR N

f(Tc):fo'TC_|_f0'TCJ+§D(Tc)+§G(TC) (1)
AS(T)=¢p (Te)+ &6 (Te) (2)
Forr, & (T ) &6 (T ) 73 B 7R 283 — AN SRA I J] 481
T, PR R 1 M P (ol L 5 e 36t i 4 SRy MR 7
Tk 32 7 A3t 10 B 5 M P DA M P 45 3 i ) AR R
(IR e e o345 ) B 5 R B9AE 5 S, BRI AL $H805 AS(T )
7 i A W R o B O S AR AZ Bl . T AR R Y
B O, I T~ W Pty <7 M A B, AT RN 28 2k R BRI (1]
T Je s AS(T ) WY 40X (3) Bz
uy=E(AS(T ) =B (Te )+ E(&6 (T )




3390 W T

EE 2023 4

:E(éD(TC)) (3)

SRR AS(T ) BT 2% o) I (4) B

or=0" (o (Te)+ &6 (T)
:02(§D(TC))+O-2(§G(TC))
20'2(50(Tc)) (4)

RITEf 225 00T, 2oad BB ] 7 )5, S 4 5)
AT BITTZEN 0 (6 (T )

B 2 v 45 IR O Y I AE AR (] ELAS e, R
—AREEN BRI TS 5T S, AR ER B LR A
A ETFHETE GRS R 085 19 4E IR BT A 550 31y
P,.P,, =X (5).(6) i~

Py= [TC-’-AQZ(TC). To‘lmodZ:O)

t

step

=P|0<

t

(TCJFA&(TC). Ty )mod4) -2< 1)

step

TC+A§(TC)'TO
t

+P| —-2<

step

[Tb+AEUb)7h]mod2:1)

)mod4) —2<—1) (5)

P, =
! t

step

To+AE(Te) T,
t

=P[1<

mod4) —2<2)

step

T +A(T) T,
t

+P| -1<

step

mod4)—2<0) (6)

H1E(5) L (6) AT, FHA B8l AS(T . ) BORE 3 53 A7
Vel BRI (S S BRI TS A GRS 07 E 17 B 4E R
BPLTE (A %, D T SR K R L B BE R . 7 I 1
LR, BT &G (Te) M I KT & (Te), AT IN K AS(T )=
Eo (T 5 3Lk T oy P M 75 51 A A b T 452 4 30
E (T MM IE A 43, HLERMEAR 3 T B HLAS B 9 1F 25

e e R N (((TC+A§(TC)- T, )/(tslep))mod4) 2

(REAR AT R AT R S A DR BB 454 . TAEBLSE
H 1o B NEE (BRI /N T T, 45 e O, BE T 45
Py~ P T PR AL LA R B8 SR Ao ek 221
TS g LM P AR AT IR BAST AR (07 E 1) B
D00 AT R AR 5 1 AL 10 4% P ARE(EDRE 7 O T 1 ]
B A, T SE B T FCREAILE ) A A
2.2 ARG E IR R R0 5 4

55 At 3 T ) B BE LI G B IR A, 9% 35 R 00
TR IFIRE L 5 32 BB S R A2 . LR RESE 3
91, T IR 5 AR R ) 52 0 T 5 R A ot A R L T
A T 250 71 F) M P v O, EL 2 MR P L UL 2 ol AR A

I DRI 5 43 B 1

R 75 5] R M 7 R O D R 2 K (7)
Fﬁ%[ni

Su=% Tkog, (7)

FOoR kBRI R TR g, W RSB S

FET DA AR R 75 3 2 R 7 b, 34 ) 56 3 2 Ak (8)
1
kE o gy 1
B Cox W-L f
FL £ A R AR, L RS W
RIS C, R A HL L

JET 4% MR 75 4B 7 10 MR G R 7 T 23
i g

(8)

S =S+ Sq (9)

S LS W T
g0 =t,Cory V5= Vi) (10)
By 510 AT 61, 26 41 20 5 (Ao ik ok 416
B2 L 0 L T (7 Vg ) OS2 00 B5 5 g,

UK s LT (7)~ (9) T 1, 46 W 7 43 1) 2
PR E AR . T (10) R S, 5 g, MFIr ik
6 F T 7 BRSNS A 5
A 4 5 A U o (R R 7 R B R B
AG(To )~ &g (Te) 10 1B S04 AR T 7., 75 AR G 84 2
AE(ey) B ML T M TE A5 06 , T KE R A 58,
TR AL 05 1 BYHER TR B A
T s s BB B B T 1

3 IRGINEIR B SF MR RAE

AR 2.2 715 (9 43 BT AT R, 240 3 B U5 52 B 45 A
e Relb A N el W R 2 B B i N Sl NI
DR R . PG, 5 2 SR — P BR A% X R % A U
F T PEE R, JU 2 I S I Sh AR AL S 1
BLHEAT ALY J7 1, Ry 3% 5 R0 U8 10 76 28 W ) 25 5
FEl
3.1 FEEHHESER SR KB

PSR B 2 P HRFE B CLK SR (575 S,
WAEEAR LRI . i TP S AR LR it s 1
AU BERFER B CLK 08 R0 T R 50, DR AR L
Bt it AG5 S, T BRI TN 55 S,
IR A ECH R,

R=max{keN,& T +k-T,<T.| (11)

Horr, & R 155 S, AR TR AL B BRI R AR 6L, T,
F5 S, R R XD AR



£

RT3 J R0 AR DA 2 s D F 5 3391

T.—&- T T
Rz{cfj"Jsz—éo—Af (12)

AE=E5 (T)+E6 (T)+Ep (Te)+E5(T)  (13)
ES\ES ESES AP M F AR RSB LK, FIf5 5 S, R
PR S P M 7 R P 5 RS AR Bk 3. 20 (12) L (13)
KWL AES S, M HITHEUE R ZAABLE ) AS TS .

8 BE B S A PR B, 7 25 AE MR IR
U B e AT B 0z 5 F Y SRR 2240 1, Allan
7 2 X T IR M e SR MR 7 ) ek B T G A B
e L DT RS B0y ke phy Hset A SR A 0.
BAFS S, AW TEUE R (1 Allan 75254 Avar(R) , B &
W T T, S ARG 7 T AR AR DL & R 0, AR =X (12)
A

ol e

(T i) }

TO
- TE[(ag-2¢..)']
=Avar(A&) (14)
A (14) W, T HBUE R 19 Allan 7 22781k, 524
BB AGHISEMR . DRI 8 A % 58 R Y Allan
05 AT, BN I BLAR 5 PR R P LU S B s o 0
B B A
3.2 EFRERZEITHENRINFERT
S X R S I L e S R N T NG B/ i B
REVUERGE S S, BB R T, A58 PRk 5 36
SR T, 5 T, % KR 2 . B s R B sche
P FECh R,
R=

TC_trx Q_
T, —§0+T AE (15)

Horb o, 32 R RS, T, B sh 745 $h s 17
AP DR R TP AP R . 2T C(15) il A
Tc_té+1 ti+1

TO Ti+l

ti_ti+l t:;+1 t;
—— — — L 4+ AE - AL,
i+1 i ! i+l
T, T, T,

Avar(l?) = % E [

1
(16)

Wi (14) 52 (16) FUXT L nT 20, Z e shsz i, J&
HIME R 5 1E % B AT 00 R A9 35008 R 72 2R W5, I

1717 38 X A VR Sl R AR S AR D A T 2%

Shy LS 7 L M Sz B 3 S 1o P AR I 3 P VR A
SRR AR SCHR T —Fh DA SRR 5 A A 8
LR IR A F A vk . A ELA M R 254 L (R Bk
BTG AN A B PR % 26 Ring, Ring, M 373847, Jf:
X4 AR I WIER , Ry HEAT AE LR S i 5, 58
X R A2 R, — Ry BT 5E . 4R % 2F Ring, 5
Ring, (F B30 8 T TS (T8 = TE) , HIUEHF K
AL 3 o 0 O & &7 (EF=EY) L AL Ag
(A&, #ASy). MG C12) A A E RO T IR 4
LIRS

Te

76 —¢&B )4(A§B—A§A) (17)

H SCHR[ 22 Jn] 0, E RS DL, A 0T R fE A2
BEAIL I AR 5 Sk SOk 20 ] 56 TP AR BEHLAZ 5 Y Allan
J5 25— M VER I AT 0, Ik 3 A T H R 22 79 Allan 7
2= (18) fiw

Avar(ﬁA—ﬁB) =Avar(A§B—AéA)
= Avar(A&;, )+ Avar(AS,) (18)

A I8)F M AEIEH GO0 T, 8 93 R W 4k
[ Allan J5 22 , BESEAR U Hb Sz WUAR JRL15 -5 Bl 2l e

a5t T sh e R/tt, F IR R IR 5
P Ring, \Ring, 7 A IR G 15 5 Sj, S 15 R I 32 21 52
W SR, T R e R TS B sh il
R IS 5 X R 28 Ring, \Ring, R AE 225

WA 3 B TEE 52 s, 22 4 5 26 vh 43l
N ISRl B8 A IS A o SR DB B
TA TR TFRANE ot 02 2 aB T2 T8 4 35 A
BER,-Ry N

5 = T.—t} T.—t?
Ry—Ry= |5 —55*)— i —583))
Ty Ty
A tB
+| = - +(Ag“ —ch,‘)
A B B A
TP T/)
[ Te—ty Tty o,
i Ty Y T
—
r v
+(EP-&0) + (A& -AE,) (19)
\j_/ ——

2} D
—J5 10, B F MR 2 Ring,, . Ring, &5 AH A, B
SRS AE PR G: PR h BT 5 | & 1) T3 2 U 5 e 64 T4
[, RN 1)~ T =T 30 (19) PRy I Wil T
0,7 T HE(Ty#Ty); 75—, T RIG AL
ENESTERE, H &) = &8, T o W E B PR35 A
H¥E R, — R, 11 Allan J7 22 T R Ay



3392 H, T

EE 2023 4

K3 Hshgs b SRR G (E 5 4K
1

Avar(R,~R,) = EE[((F“IJF Yo+ )

—(r'+7'+6+ @i))z}

- %E[((F"” —r)+ (P

+(0-0)+ ((15"”—@"))2}
= se[(o+ (a1 2))]

1 i+1 i 2
~ EE[(Q -9') }
=Avar (A&, ) + Avar (A&,) (20)

Hir 2 i o T 0. (20)F 0, L THR W80
19 Allan J5 22 , BEMS At v AR 185008 0 22 1) 1) J3E, K
T4 ok 25 L S B B 35 0 V6 A s A5 R

4 TRFEEIRzHEIEELZ SN

AR 1 0 S R R 3 B A T 2E 1Y Allan 7 254
T, BB AR U Mo R AE IR % PR RS 5 Bl sl sh 55k . (H
FEBRSZ I F R, A T IR S PR DR, H R P H
P 1 B B AL AR PR T B A5 1 100 S it A 8 S B
o Z LR A I A 5 B E A TR

TEELERF Ik Py, 20 (18) H i AE, (A IT IR M IE
AR . ARAE O 2 Uk b, 3T Sheppard 1
E220 R R AR AR XA [0, 1) E 3550 40 A5 Y Bt L AS

i,

Avar(A&, )= Avar(A,) (21)
Avar(A¢,)
1 N i+1 i 2
T 2M-1) & CY
SOy Sacriag S sy
_ =1 =1 i=1
2M-1) M-1 2(M-1)

= DBV - BT EAE) + 5 B Y

LAV R S B B |
T273 2727273

1 1 1 1

"6 4te 12 (22)

Horb, M3RoR R B R b A0 3 AR A Bl . Ak

T UL Hr nl TR H 0 00T S DR JA I R2E i
Allan J5 22 B 50
Avar(ﬁA—ﬁB) :Avar(AfA) +Avar(A§B)

1
< —=0.
c 0.17 (23)

3T 0(23) 15 B Allan 75 25 1 R B A8 5 R
S pnan=0-17+0v. FH1 0> 0 VE A48 1E 50 A2 5 g i
B 2R FEA SCh B 0=0.04, 0] 5,,,,=0.21. B TR
PRI A B HLME SR U5 TR G 5 5 kg iR 7 15 5
AR Bl ST it AR M 7 RS L AR 3.2 A 4y
Braf g, >4 Avar(ﬁA—ﬁB)ﬁ?ﬁﬁﬁlﬁﬁ{E & pntan I, BEWTH:
W 7 oy 2 IR R R e sh i, B & AR AR S 1
TRREALYE R TR .

FEAR S B (E O 500 2 A LR 1 4 15 AN E] 4 TR A
AR S [ A 9K Sl A M U e SR M 28 A . Hh iR 5 38
Ring, 1 44 I £ BEALEL , %35 2 Ring, i 57 F Ring,
AT RIS A B 2> BIXT IR % 25 RingA RingB H (1)
W (55 T R Ry BEAT IR RFTIL 28 , X 0131
B2 R, - Ry AT IR B0 25 ik B8 7 ke
WA SR g 3 X Avar (R, - Ry ) #E AT V5 9F X
Avar (R, — Ry ) 578 5 B 0y, YT HLEL 24 Avar (R, —
I?B) <O ppon 1, RBHE S Feed 1 1, BN, L5555 Feed
40,4k ¥ Ring, \Ring, # 1Lk . 2R AN, 4
PR3 Ring, Ring, B P ER G IR W HE(E R, Ry 34
H 0.9 FH Avar (R, ~Ry) =0<0 . LB Feed 4
PEEHE N 1,985 Ring, Ring, T HIT AR .

Feed

Enable S % FRingp

fh B R s
i I ik 5

I EiH R,

Feed

P4 72 S R LR 5 0 e 2 s 22 A

5 LWKOW

Shy I AR S L BIK By 118 A 1 e M I ) A R
BT Xlinx XCOSLX4S5 52 T 41 &l 4 Jir 7 9 7 £k Wl 45
4, $%3% 4 Ring, Ring,, 33| i =24 2% ph 5L I0HY 1, IF-9E
TR AN ) 68 s A DXl P DR 1 38 R AN (] 4 7 26 ]
VIO S ARG B8 22 5 . $-7% 8 Ring, \Ring, Y LAH] K
W8 FT, [ BRIAI B A 640 ns, BAYGEFTHFR] A 500 ns, {11
&l 5 s

FIH Time-Waves 6000A % o3 & T Il ey A s 7
AR CPREF S5 R AR ORISR SRR B R 4

=0
|

\
Kt
1




£

RT3 J R0 AR DA 2 s D F 5

3393

WP 6 7R . R 5 A A A A A TR 14 Sl 3
i A2 55, SRSk T A g A U kR JFad i A
BER TN FPCA LU AR SIS , IBUIASE N R
FRIPEBI B2 5 705 P 1) P 2% B M e 3 S ASE DL 1% i
IR e B R A OLREA TR AR

Ko SERIiR R G L

5.1 SRR FB R X 48 IR 49 72 00 43 A
R 5E S DR 3 SR IR 5 MR IR A S, 53 S %S

ROIASBIRGEH S5 A S BAR G PR57 T,

PR35 ¥ Ring, Ring, 1HL 8l R 22 K R T 22 1 AL-
lan 7 EEAT IR . A PR UE I 48 SR A0 — B0k, R TR S
THRG I Ring, \Ring, YR AR R A7 ) A4S 4L

we1 KIIARERGZH ,JR% 3 Ring, Ring,
BIVE ST R . ez 5 B4 i RS
WA AR SRS KR E S Feed BINFEAE .

maEI SIAFERGSH, K 4F7R .

TSk [27 )R 7 2 oy A BT R E
800 ns.2 400 ns.5 000 ns i, X375 1 35 T R}
Bl BRTT 2 o) JE TS 19 Allan J7 25 Avar 277
AR ImE IR,

5 1, TR 26 Ring, | Ring,, 7 il 57 %5
U8 AT, 56T A A ST M PR, PR T 1 R
Gl T B B ST L I e TR RS B
R 8] 4 38 i, 9% % 25 Ring,  Ring, BB 7 25 5 1 1
A, H T PR B e B 25 R g A TR, ek sl 25
[ Fy 22 SR /N

e 5 1, 8 %% 25 Ring,  Ring,, £} 80 J7 25 [A] BE
Bl SRR (A] S I R S [ P Zs RAH L, s
I R A BB 7 22 50UE W B K T3 1 b A i i 2
X E SR i TR % 2F Ring, Ring,, 18 5 18] 4 H (1) )5 S L
BOE AR — RS, AR R A SR AR
B 2o

F1 FEHETHIFTER Allan T EHRLE R

S ARl AR B 1 _Avar 555 1 _Avar
Ring, Ring, Ring, Ring,
800 ns 1.5103 2.173 6 6.984 5 7.4250 0.097 0.098 3
2 400 ns 23102 29313 7.5926 8.188 9 0.105 0.1027
5000 ns 3.6477 4.236 2 8.9292 9.5018 0.110 0.1186

TESCHRL27 b, B8l 07 22 o FE T 520 Rk ik it
FrAfit, = (24) B .

Nmp

T\
Z(Idiff,[—tdiff)
i=1

2 _
Oz= Noy—1 (24)
N,
- Z,tdiff./
L= l_Ni (25)

FOrP 0 N30 L IR N 4R35 055 b THE AR SE IR 5%
HP I AR A S T R L ) S SR G P A 5 7, 2, RO SUT AL 5
Ny 2R M SRB . HT 1 BRI T IR G 15
7 L TR R BBl A D i A 2 R B AL AL B LS
A2y AGAERL . T8I (24) BT TR, 24 1
00 37 52 S B IR 3R BRI I R 3 R Bl 5 2 o) Bl
SRR [ 4 28 1 08 5 A2 B . (A, R o X 3
s L s N AR 2R ] #3722 1 i 1 — 2K

PEFRPEAEYR % Ring, Ring, FR % 15 S5 19 ph 7 1k

F—J7 L EAEXTER P s T s TR A
2219 Allan J5 22 BEAT HLES AT, B RPZ 5 R A9 Allan 5 22
JRE B AR R ) — 2ok T SRR A S A AR S
XF DA JE AT 022 10 Allan 5 22 SR A 1 B 2 oA 1 3 1l
SN
5.2 ETZREENREIERELZBENE N R

ST

FE TR P AR IE R O AN [ 3l 37 50 T S IR R
W AT B 526 2 917 681 YCRAE, IE X 8 1314k 2%
9 Allan J5 2 Avar (R, — R,y ) SCHa 55 O Bedili e $ m=
100). Forfr, 43 50 DAAS [R5 2% (AR v AR BE S 1V,
1.5 V.2 V.2.5 VHI5 VAR ZE B e ik o, #5400 AN [m] i
PRSI SR . T Allan 7 22 5 7 (ERI £ R,
PR 3895 5 T 3 1] 1 6 Bk, X3 AN [ 45 Allan 7
PZAEFA DRGSR, S5 R 7 i



3394 H, + ~ 1R 2023 4F
i3 DR LR, W HIE A Bl FE N A B[] 05 .
B KB (1 V/100 ws 2 V/100 ws) , F 05 6] 46 i V00 s

Jry A e OO TR VR Y S N L 2 4 I B 18] B
(1.5 V/10 ws.2 V/10 ps) , FXF Allan 75 2 (8 09 52 02K i
RN, 1 B B I Sl AR R G P Sl R e A B ] 2
JE 1 1 Jeg S A e 3 T 0 55, BT AR =2 4 e X VA
SRS AR R Y SE EE A5 VR, X AL
Lan 77 25 {8 A 5% 0 58 T4 3 e B2 /N 2, HL
IS ] PR (10 s 100 ps) XF T Allan 77 22 {8 A9 52 0
N, L SRS R Bk — e RS, T A S
TR KRB IS SF A5 AN ] s DR 2R A

400
300 [S=— —IEHIBAT
15 V/10ps
~2V/10 ps
200} —~2V/100 ps |
N —5V/10 ps
g 100} ~5V/100 ps
) N
-100, 025 0.75 1

ER S
7 T i R Allan )7 2% Hode

3R IEE B AT L S S S8 1 V/100 ps .2
V/100 ws B, Allan 7 228 P9 ARG LA 7 LR A, 25 51
I 8(a) FE 8(b) 7 . 7E8(a) , IEH IH O T k% 36
T VRAER 7 00 0 R P A 7 0 2R 0 B 45 i
R X T R R S ANRGE L 575 Avar (R, — R, ) (0
T AR S 0, =021, (HER B R R E R
Avar (R, - Ry, ) (T4 208 S BREE FE A B B
(1 V7100 ps) , 1 FHR 35 175 5 £ 80 32 I, Avar (R, -
Ry )R TFAE B 0 5y, - HATE 0.32 HEE RS . E8(D)
o AR SIRE A, FER 5 T Avar (R, R, )
P ZAE 0.35 Btk )y . i x) E1 8 (o) AT 8 (b) B HLER
AR, AR B O, FEUSAT RCH TN PR T 2R 85E [H R
Pesh 5 [ i I s AR I 0 2 Ak

NSRRI O HO RS T S S
2 W 0 1) 4 2 A BPE L XT3 2500k 2 V/500 ms
2 V/10 ps B}, Allan 7 22 (B 75 ARG BLEAT L3 L 25
FANE 9 7R .t TSR A0, e IR 15 5
PLEhErrE T gmAk . (H15] 9 F20A , BVEAE Al i 7 0
T, FE TR S A AT B 5 T 0 b o AN [ PR 2l i
U5 RE M M 2 w3 2 80 2 ViS00 ms BT
Avar (R~ Ry, ) (H1E 1.26 x 10* BT 80 BEZHE 1
AN SR BB HON 2 V0 ps I, Avar (R, - Ry, ) (75
2.1 x 10* [tk ) .

0 0.5 1 1.5 2 2.5
S x 10
(a) 1V/100 ws B3 5IEH 2171 LRI
0.5
~IERIEBT
2 V/100 ps
047

(b) 2 V/100 ps Pesh 5 1E #2171 L
FE1 8 A S {2 2 W A SR

3x 10

2V/500 ps
25 2V/10 ps

0.5
% 05 1 15 2 25
EEF x 10*

P9 M F 0T T2 e (L e 00 ) i it

5.3 5ERBEFENLEES ST

F T Xlinx XCO6SLX45, i A8 53[5 1B 9K 3 () %05 PR e
2 W I B Rl E AT SE B, O Rt B IR AR B L 5 S
k[ 7, 8] H ) FIPS140-2  NIST SP800-22 7 £& il iz 52 3
AT HLER , S5 R AR 10 TR

& 10 H, FIPS140-2 7 2 I 18 77 72 48 52 B 8 7
1 005 245817 ; NIST SP800-22 7E 4 Wizt )7 B 4 h iy

2500 mSP-800-22
mFIPS-140-2

2000 ARSI

1500

1000

500
|

R
@é&

P10 5 BUA T EGEIRFE S DL i LL AR



£

RT3 J R0 AR DA 2 s D F 5 3395

Monobit M S FLAE S 1 128 1~ Z 41T . Block 2 52 B
FER 1 590 2 5] Run M SC BLFE SR 1 231 N2 1R
I'] . Longest Run | 152 BLFE 2% 2 103 2 %8 ] . Binary
Rank XS FE 2R 1 283 BT . Template Matching
MRS ENFE R 1 693 4[] 5 3L T8 S (A A 7E 4k M
TN ZR S B AE 379 B 5 ] .

Sk HC AR SO 1 5 A R 2y vk e R R P
W T T AR A3 AE AL B S E0E E R T V/100 s
1.5 V/500 ms. 1.5 V/10 ps.2 V/100 ws A1 5 V/10 ws (915
BT XHR G R UR S 30, IR 3% 5 R ARG R
i 11 S 1 000 e R AR KA, B4R R AE 2 000 bit. 5
T FIPS 140-2 "1 %) Monobit il iz |, Poker 132 . Run {1
Fil Longest Runs M55 7 {48 st a0 1k 42 ok B 4k
O 20 SR B B St 43 A, FE X R R 3l 3 5 T TR
SRR Y I 3208 1 B T G, A SR 11 B

1200
1100
21000 ' . j963 o2
' ; \

800

700

600

500

. 1 ' H 1

300 : ) i : i
1V/100ps 1.5V/500ps 1.5V/10ps 2 V/100ps 5 V/10 s

FIPS 140-2ilisi 1 Kk

B 11 FIPS 140-2 7628 WA S i

M A RS N HATPREAL(1 V/100 ps 1.5 V/500 ms)
R, 475 05 i SR RE R 2438 1 FIPS 140-2 3057 vk 4101
X, R FIPS 140-2 13K 75 12 52 TC 16 X 20 T 3l 0 A 5
o s P 5 ) SIC it A 255 W 5 it I B0 s RN s AR
AN (1.5 V/10 ps.2 V/100 ps) , FIPS 140-2 il )7
AP Longest Runs I3 H AN o (15 5, (H5 8
A3 38 2 A Bl A, 33 A ) A A 1 &
B 5 430 Bh e R e — 21 K (5 V710 ws) , B T4 5 g
B B 2R AL, FIPS 140-2 052 77 125 4 A 1 I 38 %
RiR 321 0K . It DA A3 Hr T, FIPS 140-2 I3 75 26
FARM R T A DR 2 i = A 3 W

6 it

B M1 TRNG i I 7R 7 e RAE 52451k
IR | T SR R S A A T TRIAFAE G (R, B
TP LA R R A 5 2 B R R Auanﬁ%%%
ilt, R P AR 5 B BIR S0 A R A 4 SR W I A AE 4
WEINFARHEZR BEAE 7853 %1 ) 71 P‘%Wﬂ&m%ﬁﬁﬂﬁ% r%
JIT i B AR | LA A e R P N R U, ERS AR it
4 TRNG RS20 A e Wl s P e 2 AR . 5 80
AL T AR 2 M AE AR HAT SEEA A/ L R A
B v SR PR AR A, LA AR A B S FH

SE

[1] EPSTEIN M, HARS L, KRASINSKI R, et al. Design and
implementation of a true random number generator based on
digital circuit artifacts[C]//Cryptographic Hardware and Em-
bedded Systems—CHES 2003. Cologne: Springer, 2003:
152-165.

[2] PARESCHI F, SETTI G, ROVATTI R. A fast chaos-based
true random number generator for cryptographic applica-
tions[C]//2006 Proceedings of the 32nd European Solid-

State Circuits Conference. Piscataway: IEEE, 2007:
130-133.
(3] BT, W%k, %, 55 — PRI M IR L E N LG

1. 515 B4, 2020, 42(10): 2566-2572.

WEIZ K, HU Y, JIN X, et al. A true random number design
of low power and high noise source[J]. Journal of Electron-
ics & Information Technology, 2020, 42(10): 2566-2572.
(in Chinese)

[4] KILLMANN W, SCHINDLER W. A proposal for: Function-
ality classes for random number generators[EB/OL]. (2011-
09-18)[2021-08-27]. https://www.bsi.bund.de/SharedDocs/
Downloads/DE/BSI/Zertifizierung/Interpretationen/AIS_31
_Functionality_classes_for_random_number_generators_e.
pdf?__blob=publicationFile.

[5] NIST. Recommendation for the entropy sources used for
random bit generation[EB/OL]. (2016-09-27)[2021-09-08].
http://csrc.nist.gov/publications/drafts/800-90/draft-sp800-
90b.pdf.

[6] NISTFIPS. Security requirements for cryptographic modules
publication 140-2[EB/OL]. (2002-03-12) [2021-10-12]. http:
/lesre.nist.gov/publications /fips/fips140-2/fips1402.pdf.

[7] LEEJ S, CHOI P, KIM S J, et al. Built-in hardware pseudo-
random test module for physical unclonable functions[J].
Nonlinear Theory and Its Applications, IEICE, 2014, 5(2):
101-112.

[8] SURESH V B, ANTONIOLI D, BURLESON W P. On-chip
lightweight implementation of reduced NIST randomness
test suite[C]//2013 IEEE International Symposium on Hard-
ware-Oriented Security and Trust (HOST). Piscataway:
IEEE, 2013: 93-98.

[9] ZHU S Y, MA Y A, CHEN T Y, et al. Analysis and im-
provement of entropy estimators in NIST SP 800-90B for
non-IID entropy sources[J]. IACR Transactions on Symmet-
ric Cryptology, 2017,2017(3): 151-168.

[10] HURLEY-SMITH D, PATSAKIS C, HERNANDEZ-

CASTRO J. On the unbearable lightness of FIPS 140-2 ran-

domness tests[J]. IEEE Transactions on Information Foren-



3396 W T

EE 2023 4

[14]

[15]

[19]

sics and Security, 2020, 17: 3946-3958.

ZHU S Y, MA Y, LI X S, et al. On the analysis and im-
provement of min-entropy estimation on time-varying data
[J]. IEEE Transactions on Information Forensics and Secu-
rity, 2020, 15: 1696-1708.

YUN M, JINGQIANG L, TIANYU C, et al. Entropy evalu-
ation for oscillator-based true random number generators
[C]//Proceedings of the 16th International Workshop on
Cryptographic Hardware and Embedded Systems—CHES
2014. Berlin: Springer, 2014: 544-561.

SUNAR B, MARTIN W J, STINSON D R. A provably se-
cure true random number generator with built-In tolerance
to active attacks[J]. IEEE Transactions on Computers,
2007,56(1): 109-119.

ROZIC V, YANG B H, DEHAENE W, et al. Highly effi-
cient entropy extraction for true random number generators
on FPGAs[C]//Proceedings of the 52nd Annual Design Au-
tomation Conference. New York: ACM, 2015: 1-6.
GRUIJIC M, ROZIC V, YANG B H, et al. A closer look at
the delay-chain based TRNG[C]//2018 IEEE International
Symposium on Circuits and Systems (ISCAS). Piscat-
away: IEEE, 2018: 1-5.

LUNDBERG K. Noise sources in bulk CMOS[EB/OL].
(2002-03-16)[2022-01-01]. http://web.mit.edu/klund/www
/CMOSnoise.pdf.

BREDERLOW R, WENIG G, THEWES R. Investigation
of the thermal noise of MOS transistors under analog and
RF operating conditions[C]//32nd European Solid-State De-
vice Research Conference. Piscataway: IEEE, 2005: 87-90.
HUNG K K, KO P K, HU C, et al. Flicker noise character-
istics of advanced MOS technologies[C]//Technical Di-
gest, International Electron Devices Meeting. Piscataway:
IEEE, 2002: 34-37.

BAUDET M, LUBICZ D, MICOLOD J, et al. On the secu-
rity of oscillator-based random number generators[J]. Jour-
nal of Cryptology, 2011, 24(2): 398-425.

RILEY W, HOWE D. Handbook of frequency stability
analysis|[EB/OL]. (2008-07-01) [2021-09-20] https://cite-
seerx.ist.psu.edu/viewdoc/download?doi=10.1.1.738.7512
&rep=rep | &type=pdf.

NOUMON ALLINI E, SKORSKI M, PETURA O, et al.
Evaluation and monitoring of free running oscillators serv-
ing as source of randomness[J]. IACR Transactions on Cryp-
tographic Hardware and Embedded Systems, 2018:214-242.
GREENHALL C A. A structure function representation

theorem with applications to frequency stability estimation

[J]. IEEE Transactions on Instrumentation and Measure-
ment, 1983, 32(2): 364-370.

[23] BOZZATO C, FOCARDI R, PALMARINI F. Shaping the
glitch: Optimizing voltage fault injection attacks[J]. IACR
Transactions on Cryptographic Hardware and Embedded
Systems, 2019, 2019(2): 199-224.

(24] BRECT, B'55, SR, 55 . FET i BRIk 2 iy o 2H 25
W22 PR RITIE ], BT, 2021, 49(3): 417-423.
OU Q Y, LUO F, WU X P, et al. Research on the metric
method for the security of the block cipher based on the
voltage glitch fault disturbance[J]. Acta Electronica Sinica,
2021,49(3): 417-423. (in Chinese)

[25] SHEPPARD W F. On the calculation of the most probable
values of frequency-constants, for data arranged according
to equidistant division of a scale[J]. Proceedings of the
London Mathematical Society, 1897, 29(1): 353-380.

[26] VARDEMAN S B. Sheppard’ s correction for variances and
the “quantization noise model”[J]. IEEE Transactions on In-
strumentation and Measurement, 2005, 54(5):2117-2119.

[27] YANG B H, ROZIC V, GRUJIC M, et al. On-chip jitter
measurement for true random number generators[C]//
2017 Asian Hardware Oriented Security and Trust Sym-
posium (AsianHOST). Piscataway: IEEE, 2017: 91-96.

EZEE I

BRERTF 5, 19784 A UL T 4, B ity
HELRER G B Z A R BB AR Rt
A T AR I, RS ) S B 1 A
IV 5 B UG B
E-mail: ouqingyv@163.com

T FERMEER) L1983 LTI EL, HNEETRK
EaEY =R e e s e O R R T & R U 8 A A
AT
E-mail: If_0215@sina.com

B 91993 T IR NG E TRRFER LS
FAL AR A: , FERFTE T 0] R it e e i
E-mail: 906757361 @qq.com



