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Abstract: In response to the problems of poor prediction accuracy and low utility of privacy budget allocation in tra-
jectory differential privacy protection, our paper proposes an adaptive trajectory prediction scheme for continuous time se-
ries in crowdsensing. Firstly, in the task assignment phase, trajectory routes are assigned to participants. Then, the HMM
(Hidden Markov Model) is introduced to predict the trajectories. Next, a comprehensive privacy budget allocation method
combining pre-allocation and adaptive allocation is used to reduce the privacy budget. Finally, the laplace mechanism is ap-
plied to perturb the locations. Experimental results show that compared with related work, the proposed method achieves a
balance between prediction accuracy and low budget requirements, and provides good privacy protection for participants in
trajectory privacy security in crowdsensing.

Key words: trajectory prediction; differential privacy; comprehensive privacy budget allocation; adaptive continuous
time; crowdsensing

Foundation ltem(s): National Natural Science Foundation of China (No.61772196, No.72088101)

Vol. 51 No.10

1 5§

B RS — A S PSS S A BT A A
Hh g R L R 2 B R T R B
ST R Rl S S A AR e R T Bh i A
2 55 %58 W A B A R W R RO L X o
PEAAETERE W A I 5 1) .

WA B 1 :2023-04-21 5 1 18] H 11 : 2023-08-25; FiAF 24« B4R

N2 5 HELE AL A S AL E BRI, Bt & AT
DA 3 D A7 " SRR DA AT A PO B 56 R
SFHURME R NI B2 5 E AL 2. TR
BELESNPRAE T 25 % 00 BE B AL I F R AR B AL B
FE NS E AR T 2R AR AEZE ARG M . 4 Huang
AN R B AR I N v s ) P i — A T O



%10 s P T L TR 5 T ) R S A B BERL PR 4P D 58 2895

Bt T — U ORI R PR SR X S AT
LBl IFAH 22 00 A B RARE Y, LIS T 45 7 KR
00 g MR k. Wang %5 N 22 SC TR F AT B30 T A
RUTAAE LI Gl = A A P 22 A RS 55 S R
PRI, 48 H 1 — Bl iy 28 A R0 45 FIRE 1t I 45 4 B
J 5 i fE 15 R S BT — U R AT . e S5
NPIZ G TE T A B O R A A 7 A A B B = 2R
P R P 25 U AR S5 SR BRAE IR, Bt T — b phy A2
S 1 245 R A 190 295 2H ol 1) e 210 R S Y, S B
Y R AT

FURTEE X PUE AL PR P B 7 ik iz A S sh AR 4
A AT AERE B ARFF S S ). LB e e s
[ TS i) 24 S5 EL A AR S, A7 B R TR AR W3¢
FFARA S, R L HSh A AR S04, LU B 3 200
RXARIAHSCE , B B AER . I, A SRS % T8
AR RN B TR T A2 ] AR R
IR EAARIP T 58, 72T RERE (R REURA IR A AT 42 T o
PIELEIEFH) L2585 AN B % 4

2 BENMEZRE THIERFARP TR

R TP ST A T G S B A S AR SC
FE X 8030 B AR 4 L 5 51 A B R ] KB (Hidden
Markov Model, HMM )" i 47 1 35 FU , - 76 A b 1F
AT BRRA TR J7 S8 0 2 i, J Jim XoF BRI S IR 1 0L 30 45 i
VSRS DTS2 BHLA7 B 5 i & A B 1) B RA R
2.1 HEEMEREBIE

i T HER B B 8 B Al s an i 1 P
S SEEGMENT P, A, BRI A P s, P, 5
B P S B0 S Py, - Py PRI PO P RCE Y
BRSBTS S 5 ERE A S
B RL R O P AT 8 A, 1717 2 2 250 4 W7 4 PR T HMM
B AL SN A T A . P AR T 1 A B b ] ST
PR SR TE ALY G0 2 PR R 5 A L A A
PR R 43 A R/ INAH ] B4 5T A, 0300 A R 9 3R T

BT TR R B L o B

RPN .

W [*)) ~ oo
. 7
¢ Y,
B |
/ \
; 5
f \‘ i
it !
A !
A ;
- -
N .

Sl A

2B 2R /km
[S8) B
i
X
| S

" g A

)

o
e

:U

o

1 2 3 4 5 6 7 8
22 PR 3/km

P2 Ao B s b A A

2.2 TS B

A 1 43 FL AL A 2% R B 7 3 A P APk A
ML AP B oL T Pk 4 R R G 5 3T 55 o
BE ARG, A% 77 38 2k 70 AT 55 40 T o B A 30 5 8 A 750
SEnh - 20 i g A B AR 1R R0 T T A8 AT 55 AR A B RA
W R ES 5H S HEE %S 5 H 5 SmH
Ui NE/ RoIP

1835 B A A e /M L G 8% Bh B B, AT i 4%
FW S 58 55 TICE . IRAT LS £ K=
(kg b | FIB 5 H V= (v, vy v, | 533 g —
Oy BB 22 A TR B AT 45 6 I — S0 Q.. FRATTHE 45
AR R X 2k 2 FIBD SDE (B VR ]y i1 i 2o 20 . 4
HTREIZ X EAT 55 5 s o] PUATIZAT 55 0 P Y
FHXT B, HERT AT AL A3 R I AR AR RUE . SR
KA P v, G455 kSR B AEAE AT, FINTRE & M AT 55
kAR — S I T B T LURIZAT 55 S BB AR, A AN T
WOV E 3 — 0 Pl v ) TR {1

FEF A R B 43 B AT RN I 5 AR R iy 1) ke
SR A B B, HUR B A 1 4R 24 SR 4% 4 SDE B AT DE i
2| i A% . SDE M5 BARh  i 5  BIH BAT 550
B L, FZ 55 0L B L, , 0085 P 5 18
ik A% 23 ] 3 43 ) X Aok . 322 TR & AR P A B
HUAEFE D, D, 65 BEAILE B 5 {0 B 40 AR TR 15 21T 55
S5 H P SHFERE L AL, 5854 =3 i3t e
RSN A 5 e A SRR W5 R, = Ly < L, . AR SCRISS
AR R, %o Ff1 28 2 F1 SDE o fl i B 85 (b of , HLARAS
WZ5% 5F 505 . 25% 515 15 fil SDE
E SR LY . 5 38 2o ) 28 vk 4R 45 7 TR I 8
VERCHEA TR A .



2896 H, ¥

il 2023 4F

g

2.3 HuETa

AR F AT P [ R Ay B R W) R R o
FE . TR LTS 2 R B A SR N TR E
AR E S 5E S 5iE s B A e 20 AT fig
B

EX 1 BRI RA] AR . —Fh it P R AR A
AR H BEORE Y 5 R AT R BE AL AR A AT T iR 2S5
G, P A A RS AR OO 51 () 2k B, ARS8 S 80 P
I (A, B.m) RsE . o, A SRR R a5 A
IICE ; B R FERIEE b, (k) /& BT ITTER s
WIRIRERE R &, 7 2 a P RICER .

BT T F A0k HMM [ 7] W2 3 371, BROTAE 3 371
A BRS39S sl R 1 (57 40 R BRI AR 77 AR
A A

EX2 k. ZizdhiktEz st i igsgn—
AP EEEE, FR K Q={P. P,y P}, Hrh, P=
(X, p, ) FTRIB SPRLERT 20 ¢ (07

AR PSS Dy SR G . R A
1 (Expectation Maximization, EM) X HMM #£179)112%, AL
THRZPIR E MASRIRERAT S H 1 I KSR

BRE b ANPGRS0 B B s B A g s
WEIEA . E XBRRCRE TSN N s = (5,.8,, -+, 57), FERT
8] ¢ AR Ny s, AT B 20N ASA UL, Yo B oA gl i e
RMEWRIR A Z A ) 5 AR A OGS 4. AR E 1Y
WIFES 0= (0,,0,, - 0,) FIHMM S HN p, HHH A7 &
SRR & (i), a2 (D) B

E(ij) =0(s,=s05,.,=s o)
a(i)a,p..(j)b o) (1)

2at(i)ﬁt+l(j)bj(0t+l)

i=1j

o) x o, TR T AL B (1) =

M=

M=

/ﬁ\:qj ’ ar(i) :bi(ot)

S B ()ayb o, ) FA R

X (DS 5 ELE (B 2100 T s RS SR
yt(i):

yz(l) :Q(SIZS[|0,,L£) = Z 4Zl(l’]) (2)

EATEM P, % HMM 19280, 3R “.
bi(k) Rl ANHEA, BESL . BRI (3)~(5):
>eélig)
ai/:Q(st:si|Sz+1:S,-)=’:17 (3)

-1

>l

t=1

b,(k) :Q(ot:0j|st:si)

Zy,(i)xé(o,,oj) (4)
i)
ni:Q(s]:si|0hu):yl(i) (5)

o a, R T I B R RS R b (k) FR A A
SEXF LA 17 T (O , 7, 427 B A B TE TP o
e

{EL EM b F R S5 SR B R A e A
(RAIE 4 BT O Lt E R g I A (5 L
1t TSR 7 S B3 A, 0 B O 4 L
2 A B L I T W B3 e A O e
40 T IR

SRR B HMM BT Al 0= (0,.0,.--0,).
SR T Al R A RO 25

5 S 5,(1) R AE (16 2 5 ARAS R AT B 91 0
SN TSN

0,i) = max {6,,(j)a,{b (o)) (6)

Bt BERCTR 25 7 I AE I 220 ¢ 4k BEORIR 25 B i ek
MR SR (1) FoR AR

v (i) = argmax {5, ,(j)a,| (7)

e JE AR R 6,(0) iy, (i), AA 46 e (] 226 U 280 ek (1] 7,
i 2Z A0 i, (7) 38 58 B e T RERAS T AS 2B T R0,
B R 2 e At FBOCR A 7 90, TH 5 H A BEOCHR 2 X6 g
M AT RERY SR, BN T 455 o .

SR VTR R - S AT T S S A
PEATREINN S 755 @, b (k) Bl o, 36 HEAT A, S5-48
Xt I B B TCAK E B 8™ = (7,85, -, 87, ), PO 224 i 07 B
S ) ) BRI S 57, O 5 R SIS HE B BARSS & &5
FR B FRORCIR 25 6T I 1) f 1T A AU I 57 B, A5 3 900 4
R, BARTEILFL 1
2.4 ZEHMRAMESEMHEE

KT YR S O AEAR U TR AR
TR B E 23 Bl A FURA TS (R 38 i i 12 25 3 2 R ECRAHEA
B B PRGN TR BOSCRAR B ), 38 T —Fh 2R
G A EL A A N A B PR B B LG B ASCR
BARRRT , BRI WA 2.

2.4.1 [RFATRSTEC

T4 C 118 5 A FECRELIZ: 7R 0 0 35 SR 5 B0 ) 3]
P B AR A, T B e R A ST TR R IR 6 S T AE
B FRF 0] 8 Ak 38 ek o R Ml 0 T BSORL T, M E  id
e



%10 i VAR EET A

fﬁ-H

V322 52 1] FR R SRR LI R L DR 7 % 2897

BiE1 HUEBNEE

B2 ZATESETHRARINEE

BN BRI B R B T Q =
AR o,
A A R B, /1 EYIRE
uo < WIlkEkA,, B, 1A T HMM AR 1 25
n=0
WHILE g, & #{ DO

TS, Rty (i)

FHH a,.b,(k). 7,

n=n+1

8 END WHILE

N O R WD =

9 pep,
10 W4h1k o, (i) =z,b,( P
11 FOR =210 T—1 DO:
12 3RS, Ry (i)
13 END FOR

14 P" ¢~ max(d,_,

1 )7W;(i)

).y« argmax (d,_,)
I5FOR¢t=T-1to 1 DO

16 s;=w,. 5.,

17 END FOR

18s*:(sT,sZ,~~~,s;_l)

19 57« max(s;_, A)

20 0« max(s;B)

21 RETURN o,

SABARL T &, B RC B B A O B o, =
£ AEIET SRR N M B R 22
SV o S TS AT P T R w, — 22
S HR T A 15 5 B AR 1P H 2 i B
W 07 7 1 M9 6 P4 B4 B KRR N om
mwF%Q%ﬁ%Mﬁﬁ%%%k < S 4 35 B
.

R 14 77 S MR A 2 A R B
S X, FEHEEE X1 — 2240 00 98 X TG — I 22 0
S K (XL R . 2 A

ﬁm%Fig;aﬁﬁmﬁﬁﬁmﬁ@.remmﬁ

M%%%N@ﬁﬁﬁﬁ+ﬁfﬁﬁﬁﬁﬁﬁﬁ%ﬁﬁ
BRI, Bk — F & N 4B
2.4.2 BHENEALAMESLSE

R T AN [ i) B ) 5B LA R /NS [ B AR S
5] 214 000 A e B, 500 452 2% o I 2 44 m , £S04
T4 AN 2 AT 4 350 £ F90 00 43I, DR O 5 S 6 o —
A 3 V4 T S R R AR T

N B FLTSE S50 AL BB = ma

iz,

U ogm R AT B
1+d(P,.0,)

2 IF i=dTHEN HPRAT B AT 40 Bie

3 IE X —Br 2253 8 3RS S RS R B m

4 END

5 IF i=m THEN

6 0, (Lap( 2 ))

7 AT EC R MG AR — i 2 e R] 7
8 d:i+%

9 ELSE
10 KBz [ARAT 3T NS S
e, o

11 e,,« 72 - m:;vﬂgm
12 A= 2

&

2 ~ Eused
13 IF $8hi%2% > A, THEN ARG 56

14 Oy T P P4 SR A 8 R B RS 5
15 ELSE

16 BRI

17 END

N

18 Z« (Lap(2,))
19 END

R T E S T T B A BRI TR T R AR A T

B RATIUR. , AT 11 1& DR AT I A TR A . AR

— RS TN S b — R KA i ST HE 2 [R]

e/ N TR 22 , RWIBHG BB, I UR iR 22

RFWAL, TP T RAE SR B Bl s R 2,

ANSRARZEH, WSy >4 iy I 1] 38 ) A SR Ao S AR 20 T
B AATRR. .

WEYIG A&

I B B B FA T e, = .':{i—
z €,

m=i-w+1

RBEFATE N e, ,= E e IR BOE I TT 1k

PEAT B I8 N B A Lliﬁl&ﬂﬁ?ﬁ%ﬁﬁﬂl«ll_fh
AN T 118 A 1R) e SROFI BEORA IRURS: , 7 35 7 7 M 7 R 358 A

e PRI Bl 22 54 B e R R

w1, i = 1B O AR AT e =

A= 2

&

) ~ Eused
FAIEL, SF B 2 2 75 3 (LR A
2.4.3 RFERHTCEHB)

FRATEE -2 53 BRRAIN FH TS SC 1) 1 55 0 B A



2898 H, ¥

RRHCHE H e Al D Mo PR b e 5 (7 . IO I3 7 30
HL (Laplace ) AT B AL 3l , 24 P> AH QB B % b 4
TS I AR ] A 0 07 B AR R ARALL , DA T 468 i P
IR AR IS

EX 3 PR L. X TR R W R R AL
Bk MO s RS (8) | I BRTE MO I e-22 73 A -

M(t):f(t)+Lap(%) (8)
Horp ,Lap(%’ ) Y R R
FE A B 0 B B 3 S L S OB
TR | T8 AR O BRI . 462 R T T
M Xt (9)
1
X_1+d(P”m)
ST Laplace HL 25770 40 5 | 577 Az 1 4 2
E DL O RO AL (10)

2
e .
S(P)( ) = 2“6 ’I(P’Z)

TE 0 R P AR — M BURCE AR 7, Y SEBR AL E N P
B, 186 2 e MO BN AT DA M 09 T U008 Z BB A bR f AR
AR K (11):
r=C'(p) (11)
LA P AT O BB P (%0, ) RSN
BGESE o N EE R AR ST AR B A
R RINAEAR AR A — L S AL v e m] A
8 RV (S Sk VA 0 I A 953 O R VA W 74
E R DA R B M VA <o [ R 2wl I I B 7 el DA
5 H S E TR — BT, W BRI AS AR TR, O AR
Bz X S A P I A5 e S X LY
SR —E. Fn , PGB IR AR SR — A Z)
M E s Z,.

3 FEXBRSSH

AT REAS SO 4 5 125 0 B AL A B ROR AT
S B BT A DT R R B AL R ROR | S FR B
Intel (R) Xeon(R) 6240R CPU(3.5 GHz) ,RAM(8 GB),
¥R R 45K F Windows10.
3.1 EWgE

S 56 358 FH A I I F 5 B 1Y) Geo Life (3 JH 2811575
P ) B4R . EFEAC 5L N, IS E] [ B 24 10 min~1 h,
A R T 5 AP A REA B . X3R4 10 4 567
ANPGI AT RAE I 58 084 M B HEAFLE . N T
TR, AR A B E T O 50 mx50 m i
D3, I FH XAl o7 A P A LS . TRl i, AR A
N B K 1 T R 40 A 2 240 A4S BATTAK  VE SR B3 Tl

(9)

(10)

EE ¢ 2023 4
) BRRCIR 2
3.2 BREMXIZRITMY

oL TATRIRYS S PO WEES 2[R S/ R LY &SR AR
ATV E — A g, b 324830 r=40 Fl r=
80, JFTEE R |, 5 25 (A At v ik 7 22 S B AL B 467
4715 %21 (Shift Route, SR) | [ 3 v £ T I 4% 43 e+
(Adaptive Three-level Grid Decomposition, ATGD) %} He
O A (] B AR A 2 T 1 A AR R 58 22 I A2 AR 1% 20, 9 TiE
BT RO . AL TR 10 RS, BOF SI{E AR b e
AR LRI A B A B A MR T LR = R
ES2IRTIE Y RO &

SR LR AN 3 BT B A AR A R G N, AR S
JI 4 AR B R T 58 0 7 S A X 5% 25 B A T SR
FIATGD. 3 3 WY3E ik 75 B A 3 B A2 MR B 35 4 e
Je SERE IR B AR, DT AR 401 26 FiR 2% .
3.3 BRFASEE A

FATTE GeoLife £ 455 I, XJ U A [ 3l T & A0

0.20

<
s
5

IR0 R 2 km
=]
S

0.05

0.00 L
0.0 0.5 1.0 1.5 2.0 2.5 3.0 3.5 4.0
BRLR K E /km
(a) r=40

o
w

F IR R 7 lkm
o
[\S)

e
—

0.0

0.0 0.5 1.0 1.5 2.0 2.5 3.0 3.5 4.0
PR 2B B /km
(b) r=80

B3 ORI T AR 0 B RA R ) S )



%10 s P T L TR 5 T ) R S A B BERL PR 4P D 58 2899

P FA TIOR3t T A7 B 1Y 22 53 B2 FA (Privacy for
Location-based , PL)""> | 3T 3f L5 4 15100 2 43 B2 AL
L (Predicted Mechanism, PM) 16] GET RS ARG
b LR P B B2 A HL I (Trajectory Privacy Agent,
TPA)! | I 48 BHL i (Graph Exponential Mechanism,
GEM)"™ A~PEAL B35 B AL 14 37 (Personalized Trajectory
Privacy Protection, PTPP)!"! ) 2 FH 43 A5 PR ZL (Cumula-
tive Distribution Function, CDF) , 36 1E R AR K- . ¥
B FATIE. & I BBUIE Y 5 2 1~10, Horp B AL TRy
SRR . S TR S g A R p A R TR T S
X753 R 320, A Sh o LA 4.6 .8, 40 S
S0, I BOF A EAE N R A5 R . FHAh 5250 S 80k
BMN:Ae=0.8¢,8,=0.8,5,=0.2.

SEE AR AR 2 i . B R AT R3S £, CDF
MIE R Z 38 K . FEAH R R R AL TR R, AT 221
CDF {H i T HA 75 5 , FWITE 15 B 5] 1) B AL DR Bk
SR, AT FHEE T AR R AL TR S /N AL R 4K
PR
*2 AEBHEOLE T CDF LR

RES e=2 I:V:64 e=10|¢e=2 s,'W:66 e=10|¢e=2 Ij'/:6108:10
PL™ 10.1120.12 | 0.13 [ 0.11]0.12 | 0.15 | 0.08 | 0.12 | 0.19
PM" 10.15 [0.17] 0.24 | 0.13|0.17| 0.24 |0.13 | 0.17 | 0.29
TPA" [0.25 |0.27 | 036 [ 0.2 |0.27] 0.36 | 0.2 |0.27 | 0.36
GEM" | 022 |0.24| 0.42 {0.210.24| 0.50 |0.21]0.29 | 0.42
PTPP™ | 0.28 |0.32| 0.48 | 0.24|0.32| 0.48 | 0.24 | 0.42 | 0.48
Ours [0.39 [0.43] 0.59 |0.35]0.43| 0.59 [0.35]0.46| 0.59

WA, FATIEBEAT =2 S0 b, e BN A 3
Iof T 43 B 7 25 (Without Adaptive Allocation, WAA) .
A 143 T 77 %8 (Without Pre-Allocation, WPA ) fllA4s
SCOEE T 5, FE AN R B RA 058 T 1) o 38 4 X 5% 25 1
(Mean Absolute Error, MAE). SCIG 45 W 403 3 fow , 45
AT R A SO AT ARG B A AR A AR . WAA
A T 53 B 7 2, Je 1 7% BB A R AR B, S 3R 22
HE s WPA HR Tl = X6 ][] 1 11 PN A A B 80 e 3 1) %
&, SRR A B A SO A — AL
A AT LA O R A T s R — 20
FLE A R BRI e N WPA L WAA Fl Ours J7 & (93 )5
HRH 5 H iR 22 (Root Mean Square Percentage, RMSP) 119
AR B . RMSP s Ht 2 i J5 Bl (o & 5 4 19 24 7
R A4 AT 0 £ RMISP 1T DLIEAR 4% T 28 1K 730 14
dTHIfE ST . RMSP AE X0t (12)

1 n
RMSP=— ) 12
, ;){l (12)

SEEG S5 FANE 4 TR B BRORA TR e Y34, =
b 955 3 B0 7 22 1 RMSP 7E /S , {H Fe 4171 RMSP #%

®3 TEAFRTMAEITLE Bfi.m
T £=0.8 e=1.0 e=12 e=14 e=1.8

WPA 12.12 9.28 9.25 8.12 7.54
WAA 10.97 9.53 8.99 8.82 8.72
Ours 10.21 8.25 8.12 7.96 7.50

&, WA SO RAERRGAATUR > BE_EHAT RAFAY k%
BOR .

9.5

o
)

""""
ves
.....

.o
.o

I
n

x
o

RMSP/m
~
W

P
=)

x
=
FEE

=
n

6.0

0.0 02 04 06 08 10 12 14 1.6

&

K4 BRFATUEAZ LT B RAR B X L

3.4 HITEMRE

P S E S S AL B ) R 22 N TR
VAR R . TERFRERAN BT AR BT 55 B T
o YN S 5 H RS B MBRARCE . BT
A% A 23 W N o3 B iR 22 A v sOE LA EA T AT 2%
B FECUE 42 48 S IR A R T O AR R 22 (Root
Mean Square Error, RMSE)XZE F 1 BLSEAv B 5 s v
B2 A AR, AT LA RSP 0 a A AORY 5 AR
Bdie i K F . RMSE & L= (13) :

1 n
RMSE:;;d(Pt,Z,) (13)

Hop d %3 PN Z, Z 18] () S W5 T 2 . RMSE 3 K2
FEBSFATIGE e D/, BRRA 0BRSS I ) PIE 2 e e el
AN LS B S A B T BR 2 W

AT A R BEAE =40 Fl r=80 T , A [F] B AL
TS L) RMSE , S25645 J 4 7] 5.

0300 B RA Y B TR BRI R 13 10 Z [, B S
BT 10, O TR BB A R Se g 45 3, ot S50k
HHN:w=10,Ac=0.8¢,8,=0.8,5,=0.2.

SR HT AN (A BRI e RO RTINS IR
RMSE Uil /] , 33 5 R 5 B 5 B L 05358 O, s iyt 2l
Mg P AR /|, LSS R B 07 B R 2 N
M R FATE /N, PM ORI TPA 50k ] L@ 3 4 sh v &
PRt — 2 B BRAACR AP, (S WS B, £5cds i ml PR 25
REEATG . Bifi 5 BEURATIUR A 3G, B RL DR3P B 7 ok 230k 2
Bl AT RSN . AE #=80 B IL R Al r=40 I TE T



il 2023 4F

g

2900 H, +
=
=
)
Z
B o $
A N N
2 3 4 5 6 7 8 910
RERA T
(a) r=40
g
=
m
Z

P FATH A
(b) r=80

KI5 ANTRIBRARL P T B AR o ) LE

&4 A AH 7] . PM . PTPP #1 GEM 2455 19 /] R 5 T PL
FTPA B (A SCE AR T PL A TPA % .
=40 F 7R FT$ R Sk T AL R, AE i A TR
BUH G ISR T s A T R, Bk T AL 1 5 2R
PR TR BRI (E AR A T R AR

4 B

15y ZH

BT BRAT PR SR PR AP R X AR AR 53R R Tt A
LSRN o AR D0, AR SCIR M T — R 2R T 22 70
FAR BB J0 BE D7 3%, 51 T 56T A 3 B 34 5 i []
JF 9 B S IR BRI T 5 58, IS IS 5
B BN BRI . A ) BT AT LA s A gl 1
THAL IRl AR VR 9 5, I 2t — 2 B IR A R
X IR BERA BEOR B AR E

S Sk

[1] DUTTA P, AOKI P M, KUMAR N, et al. Common Sense:

Participatory urban sensing using a network of handheld
air quality monitors[C]//Proceedings of the 7th ACM Con-
ference on Embedded Networked Sensor Systems. New
York: ACM, 2009: 349-350.

[2] MATHUR S, JIN T, KASTURIRANGAN N, et al.
ParkNet: Drive-by sensing of road-side parking statistics
[C]//Proceedings of the 8th International Conference on
Mobile Systems, Applications, and Services. New York:
ACM, 2010: 123-136.

[3] THIAGARAJAN A, RAVINDRANATH L, LACURTS K,
et al. VTrack: Accurate, energy-aware road traffic delay es-
timation using mobile phones[C]//Proceedings of the 7th
ACM Conference on Embedded Networked Sensor Sys-
tems. New York: ACM, 2009: 85-98.

(4] FEOKWT, ZEHF, O, 45 . 28 At B0 45 SRR A 5%
ZEWR[I]. Befh2E R, 2017, 28(1): 35-58.

TONG Y X, YUAN Y, CHENG Y R, et al. Survey on spa-
tiotemporal crowdsourced data management techniques[J].
Journal of Software, 2017, 28(1): 35-58. (in Chinese)

[5] YANG X, SHU L, CHEN J N, et al. A survey on smart ag-
riculture: Development modes, technologies, and security
and privacy challenges[J]. IEEE/CAA Journal of Automati-
ca Sinica, 2020, 8(2): 273-302.

[6] WEITK,LIUS C, DU XJ, et al. Learning-based efficient
sparse sensing and recovery for privacy-aware IoMT[J].
IEEE Internet of Things Journal, 2022, 9(12): 9948-9959.

[7] ZHANG Z M, XU X L, XIAO F. et al. LGAN-DP: A nov-
el differential private publication mechanism of trajectory
data[J]. Future Generation Computer Systems, 2023, 141:
692-703.

[8] WANG D F, LIU H B, WANG N Y, et al. SEEM: A se-
quence entropy energy-based model for pedestrian trajecto-
ry all-then-one prediction[J]. IEEE Transactions on Pattern
Analysis and Machine Intelligence, 2023, 45(1): 1070-
1086.

[9] XIE Y, WANG Y, LI K, et al. Satisfaction-aware task as-
signment in spatial crowdsourcing[J]. Information Scienc-
es, 2023, 622: 512-535.

[10] FENG J Y, WANG Y, WANG J L, et al. Blockchain-
based data management and edge-assisted trusted cloak-
ing area construction for location privacy protection in ve-
hicular networks[J]. IEEE Internet of Things Journal,
2021, 8(4): 2087-2101.

[11] AL-GUMAEI A H, AZAM M, AMAYRI M, et al. ICA
and IVA bounded multivariate generalized Gaussian mix-

ture based hidden Markov models[J]. Engineering Appli-



10 1 s P T L TR 5 T ) R S A B BERL PR 4P D 58 2901

[12]

[13]

[14]

[15]

[16

—

[17]

[18]

[19]

cations of Artificial Intelligence, 2023, 123: 106345.
ABBOOD A D, ATTEA B A, HASAN A A, et al. Com-
munity detection model for dynamic networks based on
hidden Markov model and evolutionary algorithm[J]. Ar-
tificial Intelligence Review, 2023: 9665-9697.

ZHANG P, HU C C, CHEN D, et al. ShiftRoute: Achiev-
ing location privacy for map services on smartphones[J].
IEEE Transactions on Vehicular Technology, 2018, 67
(5): 4527-4538.

WEIJ H, LIN Y P, YAO X, et al. Differential privacy-
based location protection in spatial crowdsourcing[J].
IEEE Transactions on Services Computing, 2022, 15(1):
45-58.

ANDRES M E, BORDENABE N E, CHATZIKOKOLA-
KIS K, et al. Geo-Indistinguishability: Differential priva-
cy for location-based systems[C]//Proceedings of the
2013 ACM SIGSAC Conference on Computer & Com-
munications Security - CCS’ 13. New York: ACM Press,
2013:901-914.

CHATZIKOKOLAKIS K, PALAMIDESSI C, STRONA-
TI M. A predictive differentially-private mechanism for
mobility traces|[M]//Privacy Enhancing Technologies.
Cham: Springer International Publishing, 2014: 21-41.
HUANG H Y, NIU X, CHEN C, et al. A differential pri-
vate mechanism to protect trajectory privacy in mobile
crowd-sensing[C]//2019 IEEE Wireless Communications
and Networking Conference (WCNC). Piscataway: IEEE,
2019: 1-6.

TAKAGI S, CAO Y, ASANO Y, et al. Geo-graph-indis-
tinguishability: Protecting location privacy for LBS over
road networks[M]//Data and Applications Security and
Privacy XXXIII. Cham: Springer International Publish-
ing, 2019: 143-163.

LIJ C, CHEN G Q. A personalized trajectory privacy pro-
tection method[J]. Computers & Security, 2021, 108:
102323.

E&E &I

W B 19644ET7 H A TR A %
PR . B A 0 TR R A AL e — i d%
P B A ST . FEEAT ST o T
TR GG A e

E-mail: jwjnudi@163.com

EBBOBMMEE)  “,20004F 8 A i
TR LT . B R TR R AE I 22
BRI AE . EREE TS R R BN A R
B
E-mail: 250256041 1@qq.com

B A 55,2000 45 7 A T W8 A
BRI . 30A 38 R T R 2 T AL 2 e At - B 5
Az FEWESET ) B AL 4 RER AL
E-mail: 1216330671 @qq.com

BREW 20,2000 4F 9 J] il A TR A
Bl B 0 p R T L B A Y
AL BERFFET I B S) fF A
E-mail: 1986746095@qq.com

REFE &, 19984F4 H A TR A
PR . A R T R A AL B - B 5T
AL ST 5 1) IR A ) R R
E-mail: 1321224262@qq.com

B#E  5,20004F 11 7 ik TR A K
XTI SRl S IS N g e R I 3 R
A EEWITETT NI g R
E-mail: 897735614@qq.com



