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Abstract: Masking is widely used in secure implementations of modular exponentiation, and its ability of side-chan-
nel resilient has been well-demonstrated. During the modular multiplication in modular exponentiation, we discovered that
there are several fetch operations, and variations in the power consumption, which revealed the address of the operands, and
then proposed a template attack based on linear discriminant analysis aiming at this vulnerability. In contrast to operand-
based leakage, fetch-based leakage is not affected by mask and thus can be effective in attacking masking-based modular ex-
ponentiation. In our analysis, we extended testing vector leakage detection to the extraction of leaked features, which re-
duced the influence of irrelevant points. Second, linear discriminant analysis was utilized to trace classification and reduced
the dimensionality of traces, which improved the ability of trace separability. Finally, an attack was conducted on a hard-
ware implementation of masking-based modular exponentiation. Results showed that fetch-based leakage was distributed in
the entire modular multiplication operation, and the correct ratio of modulo multiplication identification is up to 99.98%.
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