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Abstract:

process within deep learning models and proposes a transferability adversarial sample generation method based on main fea-

In order to improve the quality of adversarial training samples, this article explores the feature recognition

ture attribution. After extracting the main features of the samples, the algorithm attributes the features of the target layer
neurons, and simplifies the gradient calculation by using the independence assumption. By inhibiting the recognition of ac-
tive neurons, the algorithm can more efficiently obtain more transferable adversarial samples. Through a large number of

experiments, compared to existing methods, the success rate of our algorithm in attacks against multiple models has been

improved by at least 5%, it lays a foundation for further research on how to improve the robustness of the model.
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NAA™ 95.70 95.70 93.80 92.30 99.80 89.90 86.00 87.80 83.60 74.20
Ours 96.20 96.00 92.70 93.00 99.92 90.00 89.80 86.60 86.50 77.20

AP RMPTLRE RO E L MBLE R . [FEEAE

gi b RS S BENLF AR T R 0k A U X B

& AR LG S5 v, MIMPD 35097 BUPS: 1 B v R 2805 %
p#e AH FERHAE I B i B0 i R e T e
A, I H 5 MIMPD B3 0 S = (EAH 25 7E 1% Z N .
FE 2R G0 LS v 1 T B ARSE AL A SCY i, AR
Fo T AR T e B B0 iR I oo
PEW T 4% VL L BEXT B AR S s R A
PR e . B, BT inception_v3 R A A Y ) XU REAS
HAE inception_v3 BRI 2 1) B VARSI (1% o i g o
A AL s R & T 5% L) F L #EdE inception_v3 |
VIR BHAATRL, Y485 T 15% LA I

AAAG B T 5 g ) Yok S TR T AR SCE R SR A
Ja BIREARCR B T A 38 R RRETR 2, I R RRAE A R R R 4
FBEE A . e K A SEER IR, B4 Y R
VA PRI AT DO e 255 A B S RS R G AR
4.4.3 SERWNFEBREE T ENKIGEE R

AT B B B AT AY 55 5 iy N\ 45 7 18 7 1
AT SRS IO . SE56 LA inception_v3 Y SR PR Y A 1 Xf
PUREAS SR JG A TR 3 T i Rb B0, 0 H AR A A R4 7 2
i, THEA 10 YRS 56 45 SR 101 Y08, 16 R B 1Y S e 45
C I YN e R SREZy 1 T Y N
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B b TR R R I A PR | 22 A
SRTREA A, T IR B TR A A H B . sk s, %F
PUREASEEXE H AR R A 20 o )l D 256 A LE T R 45 5
AT L BA P EAE . (A TEA R, A

I P B B SIS T R (. A5 HA
FOE RS B Al |- W T R R .
W A SRR X Z T R B LA
BUFHIATACHE

RS HEWNFBRBEFEHIBERIT LR Wil %

TR Y gz{: Inc_v3 | Inc_v4 | IncRes_v2 | Res_v2 | Vgg_16 | Adv_Inc_v3 | Adv_IncRes_v2 | Ens3_Inc_v3 | Ens4_Inc_v3 | Ens3_IncRes_v2
FDA | 95.80 | 74.50 61.80 45.20 56.10 20.20 21.00 16.80 16.00 8.50
Ine 3 FIA 95.20 | 77.20 76.00 70.00 70.00 55.60 52.00 32.60 29.60 20.00
NAA | 96.60 | 80.60 77.60 72.60 72.90 59.30 60.20 50.00 48.40 30.00
Ours | 97.70 | 85.20 81.80 77.60 84.80 70.20 68.00 60.00 57.50 43.80

4.4.4 EHMAAEE X BEREITLE
A SCAE 64 GB N A 1 i5-1240P 4k P %% | GeForce
RTX 3080Ti & K FF5E T, B inception_v3 {1 Ay i 5
R 755 A X S0 R S8R T ] sk A o bt
FEA R[], ORI PG 2 PR 25 S W4 6.
*6 HEEMEML

Trik Wy I #1% FEARAL I )/
FDA 82.10 15.65
FIA 98.30 13.08
NAA 98.10 10.43
Ours 98.30 5.86

AR SR A WA e g Bt ) 5 64 [ I, 445/
R I T JCAS E BH B30 v S A i JBCRR 23 ) R T AR
T T /N TR P 2 S P A B A S AR T B4 I T
A [e Bk B S 2 G e 2 00 5 5 R RO B B R A e 2l
BN FECRIEAE AT B 1 1 TR ), 3205 1 2R 1k
FOUEM] T BRI PSR B0 R

5 it

Zoad SEUR RN, B A2 LAY X BURE A A R B S
FXF FE S R SR B T G B AR AEReR
7T 38 kA Sy AR B R BRI, ARG PR
IO, 32 AR UA PR AR AT AR o 2 ik AR B B
AR 22 U RGBT BT 1 B 0 RO XA . 2k
BBt O Jim ST A ] i v TR = ST AT Y 8 R 1R 5
BUE T
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