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Abstract: To precisely analyze the quick status transformation and continuous confrontation in network , the security
status transformation model is formulated to analyze the transformation of network security status,referring to the infectious
disease dynamics. Based on the mentioned above, the attack-defense differential game model is formulated in the paper. Then
saddle point strategies of the game model are figured out,through which the algorithm of optimal defense strategies selection
in the consistent confrontation is given,which could help make optimal defense decision in dynamic and continuous attack-
defense confrontation. Finally, the experimental results show model and method proposed in this paper are valid, and some
instructive conclusions on network defense are drawn by the experimental analysis.
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