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Abstract: In mobile social networks,in order to ensure the privacy of users in the process of friend matching,a priva-
cy protection scheme for multiple keys is proposed. Proxy re-encryption technology is utilized to encrypt the user’ s key into
ciphertext ,expand friend matching access policy conditions and ensure no leakage of the ciphertext of user privacy during the
process of transformation. The employed encryption technology of random ciphertext components can realize the hidden in-
formation of the plainntext,and improve the crack difficulty of the attacker. Multiple encrypted files decryption problem is
solved by data signature technology, which are not considered by previous works. Security and experimental analysis show
that this scheme can achieve CPA ( Chosen Plaintext Attack) security ,ensure the privacy of friend discovery,and that is more
effective than existing solutions.
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