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A Polynomial Multiplier Design Based on 2KNTT
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(Information Engineering University , Zhengzhou, Henan 450000, China)

Abstract: Polynomial multiplication consumes a lot of time in hardware implementation in the underlying operations
of Lattice-based post-quantum public-key cryptography algorithms. The paper analyzes the fast implementation of number
theoretic transform algorithm in polynomial multiplication operations for CRYSTALS-Kyber and proposes a 2n-th unit root
preprocessing fast number theoretic transform algorithm architecture that adapts to the hardware implementation. In order
to reduce computing time, the architecture uses parallel processing of small bit-width number theoretic transformation and
low-complexity computations. Taking into account the characteristics of the algorithm, the overall computing architecture
adopts a 32-way parallel design model. Based on this, we design a unified computing unit that matches the architecture and
a storage unit with non-conflicting mechanism while reading or writing data and optimal address assignment. Under the
CMOS 65 nm process, a set of polynomial multiplication operations with term number 256 and modulus 3 329 can be com-
pleted in 108 cycles within 97 ns. The maximum operating frequency can reach 1.1 GHz, and the area time product is
20.7 (kGE - ps).
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BTG A BANK 0] 38 kil 22 () B = A e n] sk
b 37 T R 1 T AT L SR A BE R IEAF A T E
U8 i TS 23 BE B A AR FE A/ N T3S I
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HRTG iG 0 1T KD IR D e (RS

3. color=0; /BB EFIZE A0
4.FOR each vin G 1PEE T AT SSRGS m iR e o Rk 0
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5. MRER 2T TS G (6
color ++; IR —Fp i, L4 e U5
FOR each vin G
IFVi]== 1 /A5 i i O g 0 e 2 R — T
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6. END
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RAM (&3, BAR BRI S TR X T a
M e, (His BT b 2 S B h s RO, 7 A=
— BB TUAR (A7 i BT AE 3 22 132 58 o B Ry PR IR A
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log(P/4) -1
Bk b dt o b P > 22k 1 R %
ES

T SN B MO AT B R B A SO
S AL T BR S BN 5] ) PEAN R R L T BRI E] BR (Area
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PERE IR R (6) s . Hop x AREEHITH
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FEURTES (] 1 (A , J6 R FHAS A7 2 545 203040 B B A
FH = A B i A 5 003 R0 B B s A 4 I LR A
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5.2 BERAEERTFHRNFEHEET

Tz B SRR E e b e T H S5 ocz
V) F8 8 5 0 7 Ay P 2 B 22 i X o vk X — H bR IR
% . AR ELAR B B SE PR TR SR BT ELA R A 2
5 I 25 K A7 BT, F8 1l 56 i 22 T R B R B
B BB A5 5 1Y 7 A FNEE B A R HE A 56 B A 5 1Y
FeA

P2k AEME R RS fRIAEAR R C B A . T
AT R 32, RAM A3 2H AL 50N > 8, ] AR 2 & 1
F—ftia B b Ik (G e T BT AR VA TR B s
BATFE log, (n/4) iz B 2 [T B — LAY Cnt0 HE1T

ROk W R ; B0 is N R RS Ctl
A7 28 W R B VA B s LR E AT R B B, TS
Cnt2 1l 5 5 — A58 BOTHEUE Cnt0 A ¢, A5 25 i £
(n/8)/2" i LA 2 B - A T 8. A4 Oz It
BEDTEIMNMER AT e R 2 R
AN S B s o) 5 480 1 B 4 e 2 B i L G B B AR A
FIOK . 2, 82k iy 3 BRI (E s 4L &
PR A Xk — [n] R, % B3 A A R PR A0 S5 ] R
2 TR Rk A 45 AT AR AR, DT 2 R
H.

BB Cntl (Cnt_Addr) PEEUE 3B b B EEA R
log, (n/4), 2 PR R BORAE L IERE 138 1 8% 007 ol HAh i 2R
1B B 5 TR CntO (Cnt_RAM) ¥ CntO A4 3HE 17 15
SAE R EE RE(E 5 5 Coe2 ) 134228 CntO {8 FT Cni2
LR P, AT B B ORI . &5
HED R TECES Cnel (RS 7 2RI B . AR Cnt_RAM {E[1)
ANTE], 7SRO, s PR TR 7 Bl AL 073k “17. 3%
7NN Addr={3'pZ,,Cnt_Addr[log(n/32) —1,0]}.

HUFE A OGO T AN [A] Y Bank 3685, 378007 & 0]
L SCHE NTT (9 #8%0 Cntl 4 56 . MR8 1R 43 #r , A Sk
i+ 0] % 8 A~ fh A ¥ 0 RAM (BankA, BankB, -+,
BankH) 41—~ 8 A 8 Hi (1 RAM Bt , HAKBE TN & 8
JIER . AR A b bk VB T A A A (4 DA R S e AL )N
[ H 434 8 4H . 7K [\] Bank b ik A9 36 56 4= 3% 5 2
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Addr_BankX
=("Addr X=1'bZ,
&&Addr X[log(n/4) —1,log(n/4) —2]==2'pZ,)
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FAAS Bank 1Y Mgtk A B2 R R
Addr Bank wt=Addr wt>>3,
Addr Bank rd=Addr rd>>3.
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HATER G I B AEMUR AT Ik 3] 1.1 GHz. AL
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SCHR[9] 2020 | 155 | 3668 | 23.665 | Artix-7 n=256, ¢=3 329 1416% 33.28 2.24
SCHR[10] 2021 | 161 | 1856 | 11.528 | Artix-7 n=256, ¢=3 329 2 173* 16.21 1.68
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oy | v R
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MHz N kGE BT Eo#
b
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A3 — 1111 | 108 | 0.097 | 65nm 1 1 1
n=256,¢=3329 | 213.8

RIME 4, R ILARGTEEOORIE TS BERER BN B9, IR A 76 B o0 TR B A7
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INTT 55 Z B0 37 4 3 ( Coefficient-Wise Multiplication,
CWM), St 155 =35 iz SR i F A SCR AR G
TFor MR, BE 5, FL T8 HEAT T MR 4422 i
AT TR R S ECrE SR AU T AR 8 T AR M RE
AHEE T X AN T, A SCBETF R B 206 AT B3
BT T 2245 F011.824 .

MIFHAT IR E , SCHRL9 | — I B AT 554 T,
F T AN W I BT R — AT % BR T 2 B E AT NTT 2 55
INTT iz 55 Fil 5 Jfe iz 550k S 9l 2 3 X Jfe vk . ML [A) R
FPGA [ 35 iE 45 A5 50, 5 A SO i G B AR A0 I, #8
FH T RBOFTR KL BT AR SR B T 3
FE BN BETTAT AORF B B g — 3 — A~ ot B AT
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