51 CIR T ¢ Vol. 52 No.l
2024 4E 1 H ACTA ELECTRONICA SINICA Jan. 2024

BT WA A ) AT SEIA 3 AT 55 H 0T Tk

FRA LML W B R A AR B E A
(1. B F R AR 8 T 5 5200 38 VTR R BT 21002352, A T8 e SECFE A% RAE L2, I AT 518060;
3. PEE MOl R 2 KRS 58 BE T4 , = B 2 W 650000)

 E: WE BRI Tl B0 AR Y PR & Ao AR A, R e R, 4% S 30k
45 3ot 2 v ity b X 25 TR R U DA T A a7 R A v I X A I NG A T B R L 35 IR T AS R 45 R BE Bt
B L G R X R B R AR AL T — Rl AT IR S A K BRI T A Y B R S5 B SRR A
R4 5 % 3 0L FH (1 B A 5 R AV Ry 1438 A AR IR SD G P R BRI R, S W R 2 o) AT 55 IR o & 80— 1
TETE MBI 22 2 BB R IR 45 i 32401 . S A8 7 FH Bk R R AR A JR b 4%, R SOt T — R S T I B B 1Y T L
G AT 45 E 3R T vk . %07 VR B A AT B 0 6 RSB 2 4 SR A, DA 55 B S I T S AR A 5 R AT
FEAE RPN bR, BT T — b 55 a8t 14 530 0k A0 S0 28R SR W, S 5 B 2 W SR AT 55 L 3 1) T S R A . SR A R R
B, AR ST i BE A T R e AE 24 oA AR R 4R AT 45 R A0 T SR, O RS B e N A R AL T — oA R B i 4
PRBE T

KB NG AT B A B B YRR L

BE&WMB: FEFEAATRIE (No.2020YFB1707600) ; N T e SECFE T A48 5286 % (YD) FF s
(No.GML-KF-22-20) ; Pi R ARl K27 2 B A8 4 48 TAE i 8T (No.202105AF 150013)

FESES: TP393.1 XERFRIZAES: A XEHRS: 0372-2112(2024)01-0232-12

8 F 23R URL:http://www.ejournal.org.cn DOI:10.12263/DZXB.20211195

A Consortium Blockchain Based Reliable Task Offloading Approach in
Edge Computing

XU Yue-yue', LIU Bo-wen', TIAN Chen'?, DAI Hai-peng', ZHENG Jia-qi',
CHEN Gui-hai', DOU Wan-chun"*"
(1. Key Laboratory for Novel Software Technology , Nanjing University , Nanjing , Jiangsu 210023, China;
2. Guangdong Provincial Laboratory of Artificial Intelligence and Digital Economy , Shenzhen, Guangdong 518060, China;
3. College of Big Data and Intelligent Engineering , Southwest Forestry University , Kunming, Yunnan 650000, China)

Abstract: With the rapid development of mobile terminals, especially the industrial Internet technique, the dense dis-
tribution of terminal devices and the limitation of wireless mobile bandwidth make it difficult for the centralized cloud re-
source scheduling of specific business processes to meet the low-latency and low-cost computing needs of remote terminal
applications. Focusing on local servers linked to cloud data centers, edge computing provides an agile computing service
model for these mobile applications. Although the service pattern of edge computing can effectively reduce the latency of
mobile applications and the communication costs, task offloading between heterogeneous resources in the edge computing
environment often leads to potential data security hazards and compromised quality of service. In response to the above chal-
lenges and technology development trends, we propose a consortium blockchain based reliable task offloading approach in
edge computing. In this approach, we design a genetic algorithm-based offloading strategy using the consortium blockchain
for identity verification and feedback of offloading results, and using task completion time, offloading cost and resource reli-

ability as evaluation index. The results of simulation experiments show that our approach can improve task offload reliabili-
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ty while satisfying the latency constraint, providing an effective data security approach for mobile smart applications.
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MU VM BRI ] SE R Rel T VM B 12 12 2

1. B HEREE RAREA flag, IR VM Sk 6 6 4

2. IFt<T IR VM % 37 37 6

3. flag,«0 IV B VM St 9 9 2

4. ELSE I 30%~100% 60%~100% 60%~100%

5 flagel £3 HEEESH

6. suc(—(szchrﬂag,,)/(KJrl) - - -
55251 A5 B 24155

7. Rel = Verxsue 5B 34 (/M B 6.82x 1072 7.19

8. RETURN Rel PR A A /MB 1.52 2.67 x 10

SR, XE LB, 51 5 B R AT O 32 04 3 B I 5
SO SRAAE , K- T EHI B0 (5] 45 BB ANAT , BT AT 58 B
WEARR . AR SO ¥R DT 5T 5 B A A B PR SRR A T )
THEFFE AT EEE 1Y A, ELRE R A 55 R, A
JORAT A BT A T REVE K DR BRI

5 KB5S

5.1 SEINgE

A SCJ7 5 (a consortium Blockchain based Reliable
task Offloading Approach in edge computing, BROA )T
Hyperledger Fabric 2.3.2 1 Python 3.8 SZ#J . AYRTE
TG B AT I I UE Y Ao A [
MR ST 55 B, X LA A SO Rk fE . 34
Gn A RIUHECSEOLR 1, PR I8 5%
S AR AR A HRH L ) REFE 5 B IR M A% A 21, BEIRAN A
%%Bﬂifﬂé%l'l“%;ﬂ&%(}zdge Node Service, ENS) HJ
NGF T 5 e 2R

F1 BEEZTEEEBNSH

VM 254! [#1 VM MR VM | TR VM | IVE VM
(AN 6 1 2 4 8
MAE/(GB) 2 4 16 32
1if4s EAGB) 20 20 40 40
HEMMHEITTESs) | 5.17%107 | 1.00x 1072 | 2.75x 1072 | 5.75x 1072
PRIE M /(OT/s) | 2.17x 107 | 4.00%x 107 | 1.55x 107 | 3.33x 107
FERARI(TSs) | 433% 107 | 455% 107 | 1.36x 107" | 4.26x 107!

RIS CHR 27 | 52 R, BB T 2 P A [
MR G 5t LURAEAS SO A AE A R U
SN IARE. Bs 1 5520 VM BCE AR, H 2K
IR AN ] 5 3755 2 5395 3 B s R AR
T AR, VMR AR . s i A SR 2 s

PUAT: 55 114 1 i 5 -5 T H R0 BBl 1 D A i 3l oy
T RAL 55 AT 55 B B0l 1 IR A T7 25 0 0.5 B IE 2593
Ay, BARBE Nk 3 iR

BROAWSHIZE N 0,=0.6,0,=04,p=1x10.
AR S FH AR G T AE Coopedge[m‘ﬁ%ﬁééﬁﬁgﬁ%%
PEACTETEAE Sy % Fe B2, I AAS SC5 ¥ #0 7: BE 9Tk
o

(1) Coopedge : & DX B 55 119 31 Z 134T 55 I 48005
U5 DRSRAR bn o 10 55 IR 55 B B 0 D ol 280 28045 2 ik
TE B A L, BT B ALE 0 4, =0.6, I IE KL
9 oy = 0.4 AL RE U BIHIRT D RO ., =0.2.

(2) Ji IR 3% 4% 5 7% (Original Genetic Algorithm,
OGA) : K115 BROA AR RIS A9t AL 550k , A% il 5
PEPPANT AR b AT 55 14 52 W T 5 180 U AR

(3) % F I+ 5 3 B 19 937 0 5 75 (computational
Speed based Greedy Algorithm , SGA ) ffi 76 46 £ 115 1 i
F PR B LA AT 55 I (BT RR

BESE 50 YA 55 HI B , SEiTixX 50 R 1245 Rt
FPRCRVEAS . PPN HE 5 R - 24 4E 55 52 1 18] | 2314 A
5.2 LWHERS5HN

LERER AT RYINE N T, A3 AR 3 F A R X
FAE 55 N BBCR BEA TS50 0

TEY 5 1V 2T 55, e g R K 4 8] 5
i 7 . FH#L T Coopedge, OGA 1 SGA , BROA BE 7 F- 3
S¢S 18] 39 2 AT 55 6 18] 3 R (deadline ) 43K T, — L fR
FrEl D R AE 85% L b, HI BN B fik . BEE 13
He UCHE TN, BROA T LA R4 450 1K P 5800 280 A AR 157 Y
HIF I . OGA I SGA TR A Ik PEAl , 12k
TN FATGE , EE AR 85 . Coopedge 13T B2E
1R 55 MBS AR e i W . S 1 il
#EL  BROA A3 T Coopedge I ALHIZR AN 11.5%,
PRI A 16.1% FHELT OGA I UALEI B
AR 21.8% , PRI EIF I A5 28.3%; A1 T SCAF IR
TEEIRINA 23.4% , 7 I BT % 55 32.2%.

T3 50 2 P B 2R AT 55, SR S R 1A 6 A
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(a) ~F-¥5E I 1H]

AR R/
(b) ¥ A

AR /R
(c) EHIRIH

K6 5t 2-A AT S RS R

7 B . T VMBI S8 N BT 55 B R B i 1
1, BROA 5 Coopedge , OGA Fll SGA 114 1 48 il Ty K 22
4 /v . BROA B8R 1€ BT 50 58 WK 1) 1 2% a2 R AK T
Coopedge , {0 ] 100 % Uk IT fif — 1 545 181 48 1t ) K e
L S EIE AR AL . S 2 i e E A R,
BROA H1% T Coopedge V- 14 {1k 11 28 i A% 7.29% , F-
S 1 3 7.3% s BB T OGA - 32 01 AL 80 8 A

9.1% , - B 2R LI 2R 85 9.5% ; FHEE T SGA S 1Ak ()
FOUA 11.0% , P HZ LTI % 5 12.5%.

FE Y 5 3 IR AT 55, S0 A5 SR &1 8 A A
9N . 3 VM B > FE X R BT
Coopedge HIZ A ZAT: 55 (11341 56 U TR H5ARK , {HL 2R 28
AEH T BROA, OGA I SGA. BROA M 50 %k 5 — 1
PRAR B A SR AR, S 28 ) 3 A v, LG 2 AT 55 B[]
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