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Abstract: SM2 algorithm is a commercial elliptic curve cryptographic algorithm designed by China. At present, the
analysis of the implementation security of this algorithm usually follows the research results on the common components of
elliptic curves rather than the structure and characteristics of the algorithm. At the same time, hash and verification steps in
SM2 decryption algorithm make most of the fault attacks that need to exploit the error output not applicable. To solve this
problem, according to characteristics of SM2 decryption algorithm, this paper proposes a chosen ciphertext combined attack
that combines the round-reduced fault with side channel based on the idea of safe-error. The core of the attack is changing
the number of rounds of scalar multiplication by fault injection, and determining the specific number of faulty rounds by
side channel analysis. Then it constructs the chosen ciphertext based on partial key guesses combined with plaintext and
correct ciphertext. And the chosen ciphertext is input to the decryption device with specific fault effect, verifying whether
the partial key guess is correct by the output of the decryption device. Also, the applicability of the attack to different scalar
multiplication methods and common protection countermeasures is analyzed in the paper. Lastly, we conduct practical at-
tack experiments on the SM2 decryption algorithm with clock glitch injection and simple power analysis on an STM32F303
microcontroller chip based on the ARM Cortex M4. And we successfully recover the private key. The experimental results
show that the attack method is feasible and practical.
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9. (v, y,)=2"Q+mC/

10. t= KDF(x,'lly," klen)

11. €, =M®t. C,=Hash (x,/IMIl y,)

12. XFC = CNCNC, TERATRECH M HRECR T 1

A G A SR A L), 2 S T
S5 4 BT m SR EAE A58 a0-As L 0158 10 B0, 5 womnomA,rmr+ A B
Hy IR

13 REARMREAG KR w BORL GRS LRI 13975 M B 353
C,.CnC BT, 1028 T LA PR 3% YA H A AL

TEF L 6 Mok i 1 5 4~ 12 28 IR IR IR ATT
KRB BEATIRE . Horp A BRI T, i
3 ECARRASE (8 8 0 A s TR 45 2R T A e e
SCHBIREE SR T~1120 . FEBGE AR, Q HIRERAFE
PRI A A A2 (57 X8 IO A e e 45 2R . R, A B R AL
R R T SC € SRR R I X A AR €L T
WRII dy=(dy,, s dy s o dysdy), TEEAR L 61
FERAGIMIRIL I, EAK I FAFTHR I3 LLRE L d = (d,,, »
Dyperas s Ay ,) o TEE SRS Q 5B AR BRAEL O Q=
dC,' (EMRZ IS ¢ bR L R ). R, Bodi
TE 55 6 20 N T A U PR ZEAR 52 1 FABH L Re 2 80k
A LR BRAT AR f =A+r. TR BUdfe xd A Gz
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(s my sy ooy my), s BUES 9 45 H B 5 3O A ik
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(ddlen—l’ddlen—Z’ g My 1My o ""mo)ch- T Ut

A B AT A B f = A+, PRI B BE A d Tfe 25 SR N K
(ddlcn—l YN MNP ddlcn—r—A)ZCI" P, 24
m B iﬁi(mm] L TR m0)2:(d(llen7771 L ddlen—r—d)2
I, Yot 3 AT DAAS 30 IE 6 (0 ik A i ol 4 2R . IRt AR
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4.3.1 IWMHEME
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s p

S
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SR TE AL p R R, D)5 B A e o v A TR B
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AER EE AR p. b, s BRI S 4k 73 A KRS
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2 (6] JIT EL A 1 L 1) O R 02 A DR A 7T 9 s T A
AU A Bk D, 18 2 5 R A S R AR B0y i & AR
Ak R I — SRR 50 Bl X T TE AL

TEME TE B 40 07 22 vh , R 2885 bz vt ok
EEHR . XTS5 iR TRE 5, e 5 2 h i
P22 (4 DA 18 57 40 0 vk T AL 43 SOT-i i b i e iz
KL RS AR AR BE ML IR DL S BE LR [ 4 i 2 4 #T
AN SR P 2 ARG I e R v ) i 5 R HL AR A ]
P R ZR |, ol WAL R AT O 2 flT s e s i e 45 2R 5 AL
el S v E SN S A Y IR RN I E TR < e O
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BEAN X 5 — i DL A 38 Bl 37 07 8 b e
MLAL, Beh R R LA — 2 W U . AER B IS 0T,
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PUBCR A7 AR i i TE L. (H 5 TRV S S5 a0 b i
Tz M5, BEVLAL S bR it 5 IR G FASH H AT AR [ 1Y
. W, B E AT —BEALIL R AR B A 2 T
s . ok e o — YR B AL AR A 1 K R A X
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STt AR5 I AL LA 44 el ok 9 2 SRR A Tl
iR . YA PRI RAB FROCA d IR, 257 SRS A
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AR d AT IR . 20T RAGE T TRV REPLE
TR, 2 BEALALTE RIS, M R RO . ol 2
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R T S0 T 3 1 92 36 B R 3 A T e, s e A
RN RN (R N ) 9 R R i e R i s | M9 S
EECHEZ . AT AR T ARMAZO M 3205 |k
SEHLAY SM2 i B R AT T A B SE . S
A B S A 7= A 4 A BR L A R IR R B RS AT
BT R AR, 45 6 187 B BB et 0 BT R IX 43 L6 TIE 9 5 e o
AN
5.1 SKIOIRES

ARG, SM2 fif %5 55 S AR AL T ARM Cor-
tex M4 4%.0> ) STM32F303 fl 45 il #5005 - L. %08 i #
4 5 fF ChipWhisperer UFO £ Mg I, i 33 £ M I i) 4%
M1, {# F Lecroy HDO6034A 755 I 2% %t H B 15 25 512 i 156
R4 . AN, B ChipWhisperer-Lite ZL7F43 515 AL
1 FEHAHEE , ChipWhisperer-Lite J= A 45 %8 £ 4 7.38 MHz
B B b A A8 17 B9 FE B, I i AL B bR
T A B A 2B T A I T A L S o X H B A
A AT IR AT TG, R A BT R IR A
T84 Bt B RIOCR . BRI SEIR BB K] 3 B, Hi A
OFN @53 51K &4 STM32F303 fcts il #8565 A 1 H b ik
£ . ChipWhisperer UFO 4l , ChipWhisperer-Lite 21 f |
Lecroy HDO6034A 75 % 25 .

43 ﬁ?%%éﬁ%ﬁliiyfﬁ%b%
5.2 LIFEIE

S b H R4S S2 Y SM2 fif 2R A e AL T TR
RS 22 micro-ece. HiH, bR afe A il FH 0k 3 58 AF S A
A 1 (1 AR | & — i 22 s ] A A B e s . ARy ST

W, Yot B 78 53 45 6 i % S vh b ik 3fe S Y Oy =URN
TR BTt B bs B e 4 SR 3R i . 7
bR A S bR B4 T ) SR 3 TR I 52 AT
LI B Al v AR ], 24702 DA & v EOARE: ) s B AR LU Ry 2
TG IRIE B, DX 212 S 0 s e e LRy R {1 L
F ) FH DG A8 SETRCAEG FR AN AT, A 3gf 2 U D A i AN
235 A e e PRE AN e AIK LU R A B 58, P BRI 1 I
HEARREEAE 4 s, b, 00 FoR FAH FUE 4 4
NEIE . P, X TR sz B dC,, IEE S O N JEER
AL FE dlen—2 #8241 ARl F i 5 £ 10 1 40 B0 o f
i AR EI d'C anE 4 BT

|dC| = (ddlcnfl N FINEIENC N )z G

ﬁ| d'’C = (ddlcn—] 3 en 2> Agien_ 15y )z G

Q(dlcnfl) Q(dlcwz; H Q(dlm 1) Q(mcmz)
DYEXHERT |
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D TR R AR LA L AR R ER AN B3, e i e
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JERNB I AR LR d TERR TR SR B2 (B ER
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8001d2a:  9bo2 Tdr 3, [sp, #8] W PAT I0 f % R EAT RE R AR A A R BB A M
8001d2c: 2boo cmp  r3, #0

8001d2e:  di6e bne.n 8001e@e <EccPoint_mult+0x126>
XYcZ_addC(Rx[1-nb], Ry[1-nb], Rx[nb], Ry[nb]);
XycZ_add(Rx[nb], Ry[nb], Rx[1-nb], Ry[1-nb]);

nb = lvli_testBit(p_scalar, 0);
8001d38:  783b ldrb r3, [r7, #0]
8001d3a: 43db mvns r3, r3
8001d3c: fee3 0301 and.w r3, r3, #1
8001d40: 9303 str r3; [sp, #12]

5 AR EESEA BARME S
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A H bR A 1 05 DR R s 2 X
Sl A BLIZR e S8R, i 7 1 A ) R R 4 X

RACRIETHIIA .
5.3 SEWRXBIHTHREIE

TR S, 285 75 JE T B9 PR RE FII 5E
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RPEAT TR L B — T R Xk T e ) A 2 AT RE R
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RFASL A R AN 2R, A o B T A SR B S R
TEA I AR A7, LA S 2o 8 e 24 0 i s8R 1Y
BIAAE . 2 =R X S fe A A A A K R4S
5.3.1 PSR HZERRE

TEY i Ferp, AT E Se i 50 MR SRAE ST IE

(477 CFATAT LA i AR e i R It 254 5, BT IK
SZRAGTHC S BE DA 256 (e i A e A1 LU 4 72 776 26 Sh Ak
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5.3.2 fEINREFASALLERAL

FENE PR B FAEH EL R 7 A o B v, FRATT A s
NANER i 57 FF LR Wk 2 B4, BRI ek 2 A 70 2 o e e A T
ERBF BB TN . AN [ B B A T A B0 AN [R) 9 1
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BRI T R G R HEAT R IR B B TR A — R Y
FEL A BE AL e , I LAAE b 3 SR AE INF R AT 12 AR 753
INAFAE—E R . FEC AN ERAE R A AT EE T, o T 4
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R

H P 7 R R, 2SRRI SE R 3, A B 2 10, )
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TE L85 SCH AT B R AR B sk B R | RO 52 30 15
BRSO ASCR PEAT B . o T R A R E IR T 5
TR, PSR [ 614 B 12 i A o B0 72 2% B R ) PAUA T 1]
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N BIHEZR 2449 99.1% , B X T[] — VU3 43 % 9 LU
TR ) BB SO, B LT e 275 2 3 IR TEARD
AR A5 2 TR e B s R TR 8 S A i B T AR
Jei 28 R I Ak B A R TR B A T R A 5 R BE Bt
Mk . mTLAE 78 R 2R HE P4 0 il 2 b o7 2 B 0 R 204k
A il e (P e R i i i 26343, S 6
JIE R B 2B AR ) . 3% LR HE PN s i 3 G 36 T
Xof o7 B R Ha U |, R LR ME RIS BERE 2 = B 43 M ke v
FLARRAS FIMER A7 1) Ak 2R B

SEERARS®

R8E388S
—
-—
———
———

)

—
-—

E  —
——

M

e —
~———
——
——

\

30 90 120 — 10 180 210

240

i g1ty E) T

B8 AT R 5 (R RE 2k S i h 2ttt

TEMCHT g, YA TR B Z 0, O T PR
WL 45 2, DRAIESE BRI W7 B TR A, FRATT 0 43 DR B
I (4 e B 1 2 AT TR , A W s 8 il B8 2R (il
B PHAT e 0D, 36 TE TS A D A8 e 2 5 T AR .
P 8 7 , 1k Hh LB RE DT (2L iR ) A, 0 4%

Ao 3 E ol 2k A e M B AT AR R D A, AT LA
2 & 9 fir 7 A Sk oA T . P on] A B B0 AE S
B AHIG R B S0, RIVAH G w8 H At A7 B 1 DX ]
X U8 B T 9% 2t N A R A R 3R 1) O PR AT
BN S.

I

1 }

f §
AboA 1 | l i

i

f‘i q‘

blombwemoamod

"2 11’ [[L ¥

| | btk LU oatl Lot Tkl o4
AN e A T AN e A T T b 1
AUANA ,‘.‘[:‘{\-.‘]V' W n”'” | l\ -*\,“'v‘\.,.(},r‘,"’vv««\.-"wf‘}" ;l,k,'-_‘-*.jwﬁ f,‘&ﬂ,‘\ll'w.i.\"mlh

T T [

] ‘ A i J |

} .| i | f ol ( k [
pAA AL Ak AR NN} ‘”', WY e N R LA AT
1 _;’f:«*w‘*’ﬁmhIIJ““IWM‘ N n“"“'\"f.' ri‘xvﬁl‘,\dy,aﬁ‘,&\r Y \"'.«m/v*w./,u\\w.,,,‘ wary s
‘P’ | Vo Wy !

90 120 10 g‘i ﬁ'ﬁ

b} § 5 i )

36

P9 g AL AR G o A1 4]

TERAIA T I 8 ) B I e A AL o 85 T A i 3
Bl b, 2 FRATTXF RAGH B 40 L 4 m 15 00 1E B B, T LA B2l
W% ) figk 9% 152 45 (W E B i 1 L BB T FASH I 43 L
FEm.

5.3.3 TAMTERE
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TR T AR AN 5.2 1 TR SO R, R AT 25k
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LANVEIEAT TRIFSE, B T R TRl e e s ) 2 5 4 S
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