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Abstract:  Currently, it is very difficult to identify the images synthesized by generative adversarial networks
(GAN), which severely poses the threat on national cyber security and social stability. Meanwhile, most classifiers based
on deep neural networks require large-scale samples for training, where the problems such as low model interpretability
and poor generalization performance are less addressed. To overcome the limitations, we propose to design the ensemble
classifier using fused features in the multi-color channels. First of all, by studying the discrimination of adjacent pixels in
the multi-color channels between natural and GAN synthetic images, the difference metric is designed based on the correla-
tion of adjacent pixels, in order to select the optimal color channels. Secondly, by utilizing the highly-correlated relation-
ship among pixels, the difference array between adjacent pixels are modeled through a second-order Markov chain along

eight directions, and meanwhile the subtractive pixel adjacency matrix features are successfully extracted. Finally, based on
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the extracted features, a simple but efficient detector for identifying GAN synthetic images is constructed. In the image da-
taset synthesized by the StyleGAN model, the results show that the accuracy of the proposed detector can reach 100.00%.
It can also identify GAN synthetic images very well when the pair number of positive and negative training samples is 2
(99.65% accuracy) or only 50 positive training samples are provided (92.84% accuracy). The accuracy can also reach more
than 99.96% in the image dataset synthesized by StyleGAN2 and PGGAN models. Numerous experiments show that the
proposed method in this paper is better than the compared forensic methods. Our code is available at https://github.com/
cyxcyx559/ccss.

Key words: image forensics; color channels; features fusion; generative adversarial networks; Markov chain; ensem-
ble classifier
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RIEBEA MR, AR AR BRIP4 1 — L85
P, I TE I8 2 B 5 BB0E & GAN AR MR, BT T7EAH
SBARER Z 6] 19 2 52 Db 9 11 2R PR A5 Q15 3R 2 S Y
B4, PRI AT A 28 R DA ] DAGE A SPAMURRAIE XS P2 4]
BT BATEZ A ORI IE 1 F2 R SPAM 4F1E
T AT LS G 3t 2 ik P15 AR 45 3R 2 [ 1 2 S Ak
fiE . AR 3.1 /N R ORI IE B AT ER, G, V, Y
R PUASEOREIE L, H SRR GAN 5 B 5 75 5
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X A3, AR, G, V, Y DU/~ 38 38 1Y) SPAM ¢
i, B~ 30 38 1 RFAE 0] 5 45 0 686 4E , I8 B ATRLA BL
2 TA4 HERFE 1] i AT R — 2D BB IE
3.3 EROLERERE

SZHFI ML (Support Vector Machine, SVM ) & —>
TOUAr AR EARIE A BR AR A B AR Y 2 S
2z 2 He ) Z 8] R T R LRI e Lz fhfg
3, IR F] AT, o 9 25 B3 i O o - T [ I
BEE AR, DT 0 0 i A0 (1 7 J 26 531 . LIBSV M
S MR AR NTT R — B SRR ) LAY P, B R
SVM A 32 i A% 1) LIBSVM, S a7 — 28432888 . AL
P Z 5 245 il 4R B A SR IS S GAN & i B 1)
FRAIE ) 2 R ) 3 4 AR AR I 2R SVM 73 e

A, 52 3 SCRR 37 TR K, AR SCatE— 204 T
BEBLARBRIY B BT e . BRI e e A I TR 3 i
b JG A B2 2] SR Y RS B . XS Tl Rt
TR, B2 2 B AE LU AR B /N 2 R AIE 23 1] B AT
GRAESE Y 51 FREAR AT ISR, A R AE AN 2%
£ BT IINGE . BV ARt~ ) 2R A PR BE P REEC 55
G S R R S R o 2O TR Hh
A FEfith 2 2] 8 A Fisher 2814 $1) 5) #8 (Fisher Linear Dis-
criminant, FLD) ¥ {8 F 63% MIREAS I 45, o 4514 37%
AT FRAE . X TR, SRl 2% ) SRl T
IR B E AT BRI PeE . RN T IA Y
PPz J5 38 3 0 R R A 2 B8 LR R e AT S
AR B e 24 1 53 st i o

BT A T LA AT PR A BIL A 27 2] AR LU TR
) HA A R BEAIR, JF HL BB S A Rl Ak 3 v 4
FRAEFI R BRIV R B 48, BA LB — 9 SVM 43 26 45 11
U B HERR R . FRATTAR M S PR R G BEAl H i 4 2545 , 4
TS BRI (Y R AT 1] 5 BE AL 23 S I R AR A A L T
T IX SRR ) B2 R I 200 e e . o B AR IR
fE 18] AR R IEFEA  GAN & 0 RIHR A9 R 18] 1 O £
A

TS 56 v, A8 D0 A v %) R A o) o A A
U AR b L JE Iy e T AR A4S,
SEHHIBT A [ SRR B GAN A RS . e iR i
L0 BR 25 B EA ROR SR AR i T R A B BRI
PERE.

4 LWHER

FATAL P T S 6 0 A R AR R %, b
B B E AR EMG GR 4y s 1 MG an & 5 BT ) Rl bl i
1) GAN & B EHE R4y s B R &L 6 BT ). 158, A
CelebA-HQ #rifE £ 45 4E rh B AILIZEEE 10 000 M 73 B 5 h
1024x1 024 ARG ASRIEIG . B2 (T /i) iz

TAT Y StyleGAN A5 B # £ GAN & ilt 15 B4 48
StyleGAN #5 A1 & — i 5 T~ KUK 1) 2 J 0T 470 0 285, RE %
2 b JG W b B s PR 1Y) v e 1 (4234 R B AL
A JEVE (B Sk &) 4 B, R B AT SE i iy S o R
MGG BT i 22— B W] LAR F 7 22 b J5 i 208l
£ b IFE s B P SR . BARE, AR CelebA-
HQ FRfEEME S Y 10 000 1§ H 4% EEAE I IEREAS, IF
B A\ StyleGAN Hh Il ZrA5 B LAY F 3k 152 59 [l AL A2 ol
110 000 15 GAN & L FEHEAE S R i SkEAS . -
28] StyleGAN 8055 R iRk truncation_psi =
0.7, truncation_cutoff = 8, = #r Bl HL 1k "4 75 % A radom-
ize_noise = True %5 — R I BINS K. [RIE, A T 42 5
AN 5, ATTHR [ F CelebA-HQ &5 1 £
SEREAR ER BT R 4y HE R A 512%512 (1 SR BR AR . R
StyleGAN BLHY  FRATTAE BT AR IR R E, B4y %k 512x
512 1) GAN GG . b, o T ik — 20 2 5 S b
A% FRAVF FFHQ A1 LSUN s o B 24 b Ji i 205
1%, 1 FH StyleGAN2 Fl PGGAN 14 A £ 1 £ 1 P45 £
BEAY . 5 TORe B R, 7E AR SCSE 50 i 6 000 X% 15 48
UG FI GAN A BUEHS AR R I 254 Fiar 4 000 4T FI AR ]
B GAN A 15 FUG A B I 4R | 52 56 400408 e 8 5% 1
Ji7ws . AN AR SCRMER 2 ACCHE I PEAG 545 .
4.1 SKWHER

B, AL R, G, V, YA EREIEN T T
FEAE B B, 8 D0 A 38 38 09 R AE R A ROk 15 B 35T
2 TAA YERFAE ] 5, IO SR B0 2 4 vh 3R AT I R A
UE . AR SR 7 3 RN A 325 LR 4 SR 3R 2 B, H:
a2] Co-occurrence *® \Liu”f%%é%ﬂ:ﬁzlﬁ%ﬁlf%ﬁ; o
12, VE™' Capsule ™ Two-step > fCF 5 T DNN 42 B4
TR J5 i, DI R AR R 4R 14 LU (R /2 6 000:4 000. S5
B 45 R R W, R SCHE Y B9 5 ¥ | Capsule, Li #l Co-
occurrence 1) YETf R HE 0% 15 T 5534 3] 100% , VE Fl Two-
step 1X R 5 2k B HER A 90% A A7, 28 A il i 26y
P e] DIAE— BB e b R0 A SR BHRR GAN &
BUEME . IR R, 2 T T TR U E Y s T
HET DNN R EURFIE Y 5 . 54bh, andk 2 fio , A 1ie
PO T S BRI DI 25 B P /5 T AR A s 1) .l TR
109 5 0 Li (9 7 AR e i ) Oy vk, 2 U A
T T 0 ) ) A e, 2R A7 4l AN 2 45 U5 JLRD i
Co-occurrence J7 {2 FH T I il i A2 2 7 #i 28 ) 24 v
AT FEI B . VE J7 v BURJ2 55T DNN $2 JBURFAIE
5 5 AL E A A2 R 2 4, i s I ] 4,
HC Y 1 % AH X 5, Capsule F1 Two-step X 4 it 5& T
DNN (¥ ¢ 1E 52 O fil A 7 1 i B2 v ), B e e At
PP IRATT 2 R I B[R] 0] A3 SR IR R AT DA 7
Pl VL I ARE RS TR 80 . A, R T 3R EAS S $2
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18 25 (5 R 38 T R AE R B9 GAN 5 JSC UGG 7 931

Ko SREARBIEICR A GAN &b EIR)

®1 IHBIRERE

IEREAS SRR CelebA-HQ®, FFHQ!", LSUN™!
FREA SR StyleGAN", StyleGAN2"", PGGAN'™
R MiA R,G,V,Y
MR 512%512
SEELEN JPEG
IESREAS 10 000
RS Capsule [40], VE [39]’ Two-step [2”, Co-occurrence [26], Li?"
R2 AXWFEMEAMA REE
Co-occur- Two-
ﬁ(i 7'(1 -y Li|27l Capsu]e”m VE\BQ\ w .
rence® step[ !
ACC/% | 100.00 | 97.20 99.89 | 99.98 |90.30 | 87.07
ARSI
) 5472 1653 2733 — 4458 | —
s 6] /s
YIZmtla)/s | 6 24 633 2 17 523 20 |82080
MR 7] /s 1 10 649 1 916 1895 | 861

HEZL A AT J ke, FRATTH SR I 3 AP Rh 2 i B S
SR BT REAE SRMU T ceJ RM T 5 38 AR SC 4R i A 2 i oy
Hets, 52N H AR IS T GAN & A% il S8 AT 55 . 7
AHIA) Y SO0 PR L, 2 a0 25 R W A v B 2R ]
FETT LLGS 21 100.00%. {E45 1 B 152 , >k I SPAM FEAIE |

SRM HFAE | ccJRM FRAE 34 1] LAk 21 3T F- 58 3& Al A6 10 v
WK HJR  BE X PR — T T, SRM JFAE 2 2 34 671,
ccJRM R AF 4 B 2 22 510, T 4% SC% 1 119 SPAM 457 4iF
12k 686. B I A DU AN (0% 38 18 , & JE R AF 4 15
2 744 FEIL/INTRE LU P 2SR ) a . PRLIG , SR HHAR SC
JIE B H B AGIN O T LA S R AR 5 A A
4.2 TSNE {4k

AT BEHLAR Ik #x A (t-distributed Stochastic Neigh-
bor Embedding, TSNE ) j& H i 80 f5 47 (9 B H e 2 5 0]
AL i 2 — | AR JEARUIE & G0 SR8 1 2 255 TR A AL )
B A S B2 s R B S, e AT S AR LAY . TSNE
L3 o P 5 G R 48 Sl — b A5 PR A R R s AR B
MFATA BT o AR A AT 4028, SUAS T 2 i A~ Bl
A VA ARG AT S bEmsE, o] DL i TSNE #25% 81 2 2
o 3 Yk As ) v R AT ISR L Gn SR A A s ) o B AT
AT DODESCHR 3R 2 T 40 1 5 T SR A e A s ] PO LA
AT 431, AT REECHE AN 0] 43, AT RE A JC Ik 45 B I 4
25 (8] AEIK S FRATTX AR SOl i 220015 R AR 1
SEFERRAESEAT T TSNE nf 4k . 25 S an&l 7 fros , 3Tl
SAEBEHUT 10 000 X 1E fFEAS HEAT SEI , 21 68 FliE 8
43 2R GAN A MG A A AR B, B R AT AT 2L
T A8 10 20 B 1 P RE AR R AR (1 43 A 1 D0 . 1 SE B8 IE
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TARSCE IR AEXS [ SR IES A GAN & B 15 ) 732
SEAR AR .

80

60 NIs
40

20 -

=20

—40 b

-60

_go Lt . . . L L L L
-80 -60 -40 =20 0 20 40 60 80

7 ASCHR U RFE Y TSNE il R AL 45 5

4.3 INERINGERENZER

FI D e b v M 27 2] AT — e vz Ak g T i A Y
Je o EEBL g, PR A UGB AR I T XA
ST AT A L b TR 2 I 4 T R R R AT
25, AL SN SRM L ceJRM  Li BYFRAE TR B 1432
TRETE LR T X L . PR 8 R 3 R TR R B AR
FRAE I R G REAR T B B TE25 51 . (B — A, 363
HARSC + SRM” 378 SR FH A SCHIT 3 3 170 ARG 0 AE 22 []
A 45 2% SRM BV 20 B RRAIE 1] 5 “ AR S+ ccJRM” 7R
R AR SC T4 Hh r A 0 AEE 2 [ BE 45 28 ccJRM B S 43
BTRRAE [ i . ARG S50 S P24 15 10 000 X IE fkEAR
YR8 R 4L He ) 6 4. 28 /NEEAS I ZRAn i i o, VIl
RFEATE 6 000 X 1E FAAEAS th BEAILIE I, B3 A i DL AL
PRI 10 YK, A5 2] 10 G AL AL . 3R A< R A BRI 25
FEAZ A 4 000 % IE SkEAS . Horp BRI B0 T Fr i 45
IR 10 Y25 R~ IME . FRATTRH o X Al 45 1)
s PR AT SEPE AT L5 5 PR A . o AR FE IR 45 SR (A
WEZE o /N, AP 45 SRS e BT 5 . SCIR g SRR
ASCTHE I 7 IR AV ZRREAKT Ry 10 DA LB, o6 %
FEAREIRE 99.96% VA L, T Y ZRFEAT hy 5 5% 2 15, ¥
BRI T %, 4EH57E 99.65% LA L. DL 124
FEWT A SCHR 0 5 AR DR B AR D 195 0 R L A5
PRFFE = AR TP B . e AR SCHRE A T RE 2R T
SRM FEAEFNAS SCRFAE () PR RE AR 24, T Li 09 16 R AR R
AR HA 10 %F A BB T T R 87.56% , 16 LA 2 XA

B R HERR R AL 61.19% , ccJRM B HET R 7R FEAS
A 2% 5T FRER] 90.28%. 754k, ccJRM H1 Li J5
FEAR KN o (8, 53 KA R e A e 22 . SR,
B R FHAS SCERAF B SRMERE , A6 I 25 50 114 84 52 1
LT, HLAR AR /N B AR o 22 . R AR SO 1
B 78 A 2 XN GRAEEA T o (R 0.34% , iX FE— 2 R B
UER T FRATA A B A R e . T R B R
PRI, SRM A RRAE 4 B3 K T AR SCHT R H SPAM AR
TEGERE GIE AR SR H 00 7 vk B — e e 3

100 = -
95
90
85
il
J% 80
=75
- AR
70 1 —s—SRM
65 | cc]RM
- Li
60 T T T T =
100 50 10 5 2

FEARACER %
I8 N[l Bt/ VAR I 2R ity

4.4 BEBRIZGREN R

UL 4 JEAESE B o AT R4t B A — Fh 2 A
HIAREEREA , B8 A SRR A H— AR5 H i >
T3 —JERUBEA B AR S A B0 A SR e kSR ot
Oy 25A I ERBE IE SRR AR AN Y £ , o] R i o 2 il 1
T 1) 55 H 22 BUREAR IS . AR /NS B2 H AE 8RR AR I 5
UL, L ARG I 25 1 . sebrig s, AfT145
B B ST RS 1015 3 GAN & I EME &5 5 15 %, i B
GAN 5 1 MG AR MERR 2 HOR R, R e TR A4S A 1 5
PEIG B B R AIE 26 A BA.2IE SVML 2328 i 11 56 T A 7Y
i it A S P S 8. eI B, FR AT I £
BREARSEAT 2. A2 A 2egs R R 4 s AR
SRR 7 AE A 5 000 F 5004 1F ZREEA 115 1
AR R R A, gt S I 95.07% L 1 1E
R B A K 1B R R T A, AR
A SAPIEREARRAEN T , e R T FE) 57.25%, Ui A
SCHRAETE SIS RE AR 2 2 A 10175 DL RE RS S8R 4R
EIMEH GAN & Bl EE A 85053 2 . AR S0+ SRM AR S
+ccJRM Li J7 78 A —Fh R BUREA I I 000 T, 1A %

R3 FEHBENERINGOERE AT %
UIES R 100 50 10 5 2
EN'S 99.98+0.02 99.98+0.03 99.96+0.03 99.94+0.06 99.65+0.34
A3+ SRME 99.99+0.02 99.99+0.02 99.97+0.04 99.93+0.07 99.49+2.25
AR+ ceJRME 99.97+0.03 99.96+0.04 99.75+0.17 99.43+0.72 90.28+9.35
Li?" 99.0120.43 98.51+0.37 87.5624.53 71.64+5.84 61.19+7.31
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HA 50.00%. HItAE B A BRG] LLEEFT I 2R 0 1
U B A SCEE 9 07 75 R R0 GAN A B EIH& AT 3k
BB AR A . A, o T R U B AT i A A
W8 R RE , ZEAUA AR ZRIIE LT | oAy
AR RS R A SO 7 Bk [FIRE SR T R Y
o I VR %
R4 BENGHEANERRVERERRIGE) P07 %
A% 5000 500 50 10 5
AL 95.67 | 9507 | 92.84 | 7556 | 57.25
A+ SRM™ | 50.00 | 50.00 | 50.00 | 50.00 | 50.00
AR+ ccJRMEY | 50.00 | 50.00 | 50.00 | 50.00 | 50.00
L7 50.00 | 50.00 | 50.00 | 50.00 | 50.00

&5 BESHANERR(IVERRZERINZ) B07.%
UlIEgae e 5000 500 50 10 5
AL 9540 | 95.02 | 93.50 | 87.77 | 87.47
AR+ SRMPY 50.69 | 50.00 | 50.00 | 50.00 | 50.00
A+ ccJRMPY | 50.00 | 50.00 | 50.00 | 50.00 | 50.00
Li?" 5138 | 50.01 | 50.00 | 50.00 | 50.00

4.5 ZFHGCANEBKNER
wnfe] 2.1 95 Frak , GAN 78 2R R R Wi 42 = i B v
F1, 4 MG 5t A WA 3 At | e 2 S B AL
FLAY RS A Y. AR K GAN BRI Ak , HiRp2k
WOk E . X AR, X 2 FOR R B GAN
B A B AR, 7F B — (0 %3 T8 AN A (o R 1
AR R PEREVEAT T A 1 VEAG A LA . g2 R
W6 fiR , Hh 5 217 % /R 3L T CelebA-HQ £ 45
{1 FH StyleGAN A5 78 7 o A5 A5 380 0 4G I 245 5 5 565 3 47
FRIET FRHQ P H R4 , i i StyleGAN2 # #0 /f Bl 5]
445 2 BRI 45 51 5 45 447 2R 2T LSUN B s 48
fifi 11 StyleG AN2 #E76 A= Blg [l 1 15 3] A G T 235 5 5 58 AT
FRFETF CelebA-HQ EHE4E , 11 FH PGGAN BLRL AL it 5]
545 2 ARG 0 55 51, H e TE R A I f R A 1) B i AR 2
10 000 . 5L 45 SR B A SCHE H 1) 7 PR AN AT LR
] StyleGAN & B A a8 FEIZ, B % oA P2 GAN A AL
A I A% A RE 18 B AR i i i 3, T B SR Herp
— ™3 A AR A TR E AR A E 98.81% L I
XF F BT B Se Y StyleGAN2 RS | A SCAIFHE H 1) 7 i
*6 BWMCANERAREGRANNERE  H.%

_ R+G+
oA R G v Y
V+Y
StyleGAN (CelebA-HQ) | 99.88 | 99.99 | 99.86 | 99.97 | 100.00

StyleGAN2 (FFHQ) 99.76 | 99.44 | 99.66 | 98.81 | 99.98
StyleGAN2 (LSUN) 99.84 | 99.78 | 99.68 | 99.92 | 99.96
PGGAN (CelebA-HQ) 99.93 | 99.95 | 99.96 | 99.97 | 99.98

Xt FFHQ VB R J5 46 B0 4 0 e 6 R e 15 2 99.98% , Xt
TR 1 LSUN %icdl 8- o J 4 50 4, e ff R o fig
K F199.96%. FEACUL, @l DU/ T B RFIE R I P RE
FEOL T L I , 156 EH FRAT DR DU A3 1 R AR LA R A
B L FRATT T AL RE B R A GAN Az B Y S &
1%, A AT RAU GAN Az i i HoAth 28 R RHR . R b A 3¢
B 0 GAN A R G B3R ) ELAT — 5 1Rl 1k

5 g

ASCHRE T — P T R T BE PR R IR AL A Y
GAN A RS R ) J7 k ae X AN [ 1) € % 3 3 0k A 7
A3 AT, R A I B4 O 1 S R RS B 22 o 15 A
FEBERAAEFFALA . R IE R B SR G A X AR o e
IR BE |, J 48 1 B S R B I B SR AL [ 4R R A
AR R 2 a2 5l xF H AR RS A AR5 Z Rl
25 S AR, T A RL X 43 [ SR BRI GAN A A
i AR S FNZ AR U ZRAE B o 22, AT SE3XS [
IRIEGF GAN A5 RS B — 4325 . TR THEAS TR A )11 24
ZAETR X R ARG v A T A T ELA B IEAG . S
IS e SRR VN GRRR AR 78 1L TS L T  AR SO Jy kB
% HER b IX 23 E SR S GAN A K%, % StyleGAN
IR A 1l A LA TR0 A o 6 26 53K 100.00% 5 75 1 25
A 2% AR S T [RRE AT LA RO F AR EHR
1 StyleG AN A5 7Y A= % 14 G, HE B 53 35 5] 99.65% 5 7
TUOREA A AT, AU FH IE AR A I 25 B A B0 50 15
T B Y BRI R AE U I 2SRRI, HER R AL B
B3] 92.84% L) I iz S5 AL 78 0 Uk B T 3RATIT R 1Y
J7 R BESAT R R I S 1 SR MG R i i 2% . D A1,
AT ¥ AT StyleGAN2 I PGG AN 5 7 A= i 1t Oy i 151
15 U AER R A AE L F) 99.96% LA - IIERA T AT i
B TR LA A T . B S 5 O ) 2, AR SR H A
T Ge AL 7% 2 > HE SR A0 AR I 5 76 78 0 E o B 2R ) )
i, B T ERCR .
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