55340 LT S R ¢ Vol. 52 No.3
2024 43 A ACTA ELECTRONICA SINICA Mar. 2024

BT RO FEALARARAY Tl BLER ) 28 4 2 A PPAL U Tk

e R, A
(1. T PRMBH R BB B, T 40006552, T PEMBHI A P 32 B/ Tl HLAE R 7B, T X 400065)

WOE: BT LI e A A AP AT A B e T IR R 28 4 2 VA R T SR A S, R — LT
PCHEREHLARAR ) Tl B 2 S 3 PPA i . 36T REAILRAE B AR ST S h B8 £ LAl NAS S A 50 B 6 S 48 1 5%
M) 5 7] FFI A FEE 1 P SR AR 8 2 Tl L K I 3 B 5 P S TR AR AL R 0, 45 3o D R U T ok T B B SRR 1E 5 4
I T R ML R AR 18 Tl 056 0 28 4 2 e o A AR | U3 0 245 37 B (0 ek 28 0], 45 A 2o e S R R b T i 3L
B FRRE . SOG4 SR, 7R 3OO RG0SR A R (43 3135 51) 89.19% #11 89.68% , Ml TL G WL AR AR 1 L
AU K Belr AR5 vk, HOER R AN F 1 9 2 /D T 2.91% M1 1.7% , F- 2153 B2 15 8.38% #19.33%.

FEWR: Tl I S REPTAN R SR B HE TSR ;s BEH LA AR

EETH: SR EEAHE A (No.CXQT20016)

hESYZES: TN918.91;TPI81 CEtERIRAG: A

L F %3 URL:http://www.ejournal.org.cn

NEHE: 0372-2112(2024)03-0783-09
DOI:10.12263/DZXB.20220924

Method of Security Situation Assessment Based on Improved Random
Forest for Industrial Internet

HU Xiang-dong'?, WAN Run-nan’

(1. School of Modern Posts, Chongqing University of Posts and Telecommunications, Chongqing 400065, China;
2. School of Automation/School of Industrial Internet , Chongqing University of Posts and Telecommunications , Chongqing 400065, China)

Abstract:

tion assessment method, a method of security situation assessment based on improved random forest for industrial Internet

Aiming at the difficulties of data feature extraction and low accuracy of industrial Internet security situa-

is proposed. The original data set is balanced based on random sampling technique to reduce the influence of unbalanced da-
ta set on the experiment. The gradient boosting decision tree is used to determine the weight coefficients of different fea-
tures in industrial Internet traffic data, and the key features are extracted by the recursive feature elimination method. Con-
struct a multi-classification attack detection model for the industrial Internet based on improved random forest, identify the
types of attacks on the network, and determine the degree of risk in combination with the quantitative indicators of security
situation. The experimental results show that the detection accuracy and F1 score of this algorithm reach 89.19% and
89.68% respectively. Compared with the traditional random forest algorithm, support vector machine and k-nearest neigh-
bor algorithm, the accuracy and F1 score are improved by at least 2.91% and 1.7% respectively, with an average increase of
8.38% and 9.33%.
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