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SRAM-PUF Preselection Algorithm Based on Data Remanence Time
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(1. School of Micro-Nano Electronics, ZheJiang University, Hangzhou, Zhejiang 310000, China;
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Abstract:  Static random-access memory (SRAM) physical unclonable function (PUF) makes use of the process devi-
ation in the manufacturing process of transistors with identical parameter design, which generates the key response that can-
not be cloned for each chip. Due to the randomness of SRAM-PUF internal error distribution, key reconstruction requires
the use of error correction codes, and the area of error correction circuits is positively related to its error correction capabili-
ty. In order to reduce the error distribution of SRAM-PUF and reduce the area of error correction circuits,this paper propos-
es a data remanence preselection algorithm through the research on characteristics of SRAM data remanence, screening
SRAM cells, improving the stability of PUF response, and screening SRAM blocks using block optimization algorithm, re-
duce the dispersion of the response, which generates SRAM PUF response in a shorter time and resource consumption. Ex-
perimental results show that 256 bits SRAM-PUF response has 99.8% stability and 1.9 x 107® bit error rate under different
temperatures (—40 C~80 C) and +10% voltage fluctuations. Compared with the general temporary majority voting (TMV)
algorithm, the stability is improved by 1.7% and the error rate is reduced by 2.1 x 10° times, compared with 1 000 times of
TMV, linear reduction of time complexity from O(2 000n) to O(900n). After 72 hours of aging testing, the stability of the
SRAM-PUF pre-selected using the data remanence algorithm only decreased by 0.2%.
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