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Abstract: Polynomial multiplication operations limit the practical applications of lattice-based post-quantum cryptog-
raphy. In order to improve the performance and efficiency of post-quantum cryptography Crystal_Kyber algorithm, and re-
duce the running time and reduce the influence of polynomial multiplication, this paper designs a new butterfly operation
unit to optimize the Kyber scheme with prime modulus ¢=3329. First of all,the algorithm is executed by 16-way parallel
scheduling of the new butterfly operation unit, which shortens the calculation cycle. Secondly, using pipeline technology
and improved K’RED algorithm, the design and implementation of a new butterfly operation unit for reducing resource con-
sumption. Ultimately, the data is stored in the way of multi-RAM, and the multi-channel RAM is optimized to allow data to
be stored alternately in RAM and improve the resource reuse rate. The experimental results show that the optimized NTT
(number theoretic transform), INTT (Inverse NTT), PWM (point-wise multiplication) efficiency reaches 200 MHz, and the
combined execution Kyber efficiency reaches 175 MHz, which is superior to other schemes and has good performance.
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HIN: A(x) = z . a,={a,, al,---,anfl}, , q HIN:A(x 2 ax', 2y, )

=0 =0

— n—1
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= — —1
1. FORi=((log,m)—1) TO 1 do it O (x z -
2. m=2'r=0 =0
3. FORK=0TOn—1BY mDO 1. FOR7FROM 0 TO 2771 DO
1+ L)

4 W (mbrm?,,,,‘(r)) mod ¢ 2 W= ( ) mod ¢
5 FOR j=0TO m/2—1 DO 3. ay=al2i].a,=al2i+1]
6 U=a,,, V=0, 4. 0n 4. b,=b[2i],b,=b[2i+1]
7. t= (Wxv) mod g 5. E[Zi]:(a0b1+a b )modq
8 e=(u+t)modq o=(v—t) modg 6. ¢l2i+1] = (a,b,W+ayb,) mod ¢
9. A =€ Q=0 7. END FOR
10. END FOR 8. RETURN C(x)
11. r=r+1
12. END FOR ST BT A BRI A Y R Y RISC-V Ah BE 4%
13. END FOR KN Kyber 5 2 2% 4004 v (f) 22 5 2o 32, AH 3 F 4k A

14. RETURN 4(x)
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1 k=0
2. FORi=(log2"~1)TO 1 DO

3. m=pten
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7. a;=(e/2) modg, @, ,=(0/2) modg
8 END FOR

9 k=k+1

10. END FOR

11. RETURN 4(x)
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KM SH, 5 324 RAMBAEAE 5SS — A 2540
FEFRAT NTT FIINTT (9 B 428, 7 [F] — B4 P 49 i) DA 4%
H 324~ RAM He o PR FRAT TR 2 VE (9 565 2 x i Al
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